o IE'leHKB I . BEK [Tpunosxxenne Ne2 k Mpasunam pacHeTHO-KaCCOBOrO 0GCNYXMUBAHUS
Bbod g LA ] FOPUONYECKMX NNLL, MHAMBUAYaNbHLIX NpeanpuHUMaTenei u nu,

3aHVMAIOLLMXCA B YCTAHOBNEHHOM 3akoHoAaTensctBoM Poccuiickomn
degepaunm nopsigke yactHow npaktukon B Kb «Hosbin Bek» (OO0)

IIpaBwia TUCTAHUMOHHOTO 0AHKOBCKOI0 00CIYyKMBAHUA KJIHUEHTOB C
HcnoJb3oBanueM cuctembl «iBank 2» B Kb «Hosblii Bek» (000)

1. OBIIUE NNOJOXKEHUS

1.1. Hactosmue IlpaBmiia ompenersiioT TMOPSAOK 3akiIioueHUsT W pacTopskeHus JloroBopa o
JTUCTAHITMOHHOM OaHKOBCKOM OOCIYXKHMBaHUHW C HCITONBb30BaHuEeM CrcteMbl «iBank 2», 3akimodaeMoro B IEJsIX
npenoctapiicHUs baHKOM yCIIyr MO JHUCTaHIIMOHHOMY OaHKOBCKOTO oOciyxuBaHuto 1o Cucreme «iBank 2y
IOPUAMYECKUX JIUI], WHAWBUIYaJbHBIX TMPEANPUHAMATENCH W JIUI, 3aHUMAMOIIUXCS B YCTaHOBJICHHOM
3aKOHOIATEIHCTBOM P® mopsike 9acTHOM MPaKTHKOM, a TaKKe MpaBa, 00sS3aHHOCTH M OTBETCTBEHHOCTh KitnenTa
n banka (Bmecte mo Texcty CtopoHbl) mo yka3zanHomy JloroBopy. Hacrosimme I[lpaBuma He perynupyrot
OTHOIIICHUS! baHKa ¥ KIIMEHTOB IO UHBIM CUCTEMaM JUCTAHIIMOHHOTO OAHKOBCKOTO 0OCTYKUBAHMUS.

1.2. HoroBop 3akimiodaercs myTeMm mpucoenuHeHus Knuenta k nHacrosmuMm [IpaBumam (BKirouas
[Ipunoxenus K HUM, ONPEICIAIONINE YCIOBHs 3akimodaemMoro Kmmentom JloroBopa) Ha OCHOBaHHMH CT. 428
I'paxxnanckoro konekca Poccuiickoit @enepanuu myrem npunsaTtus (akuenrta) bankom npeanoxenus (odeptsi)
Kimmenra o 3axmroueHun JloroBopa, M3I0KeHHOH B 3asBieHUM O npucoeauHeHuu. OmybnukoBanne bankom
Hacrosmux IlpaBmin B mopsiake, yCTaHOBICHHOM pazaenoM 9 IlpaBui, He SBJISETCS IMMyOJMYHOW OQepTOH.
JloroBop cumTaeTcs 3aKIIOYEHHBIM CcO JHS mpuHsATHS (akuenTta) bankom mpemioxenus (odeptsl) Knmenrta o
3akmoueHur  JloroBopa, wu3noxkeHHOW B 3asBiieHMM O mnpucoenuHeHuu. llpunstue (akuent) bankom
npemtoxkeHus (odeprTel) KimeHTa TOATBEpKTAECTCS CIENMHATBLHON OTMETKOW 00 akienTe Ha 3asBICHUHA O
MPUCOEIMHEHUH, COBEPIIEHHON COTpyJHHKOM baHKa, ynmoJHOMOYEeHHBIM Ha 3akitoueHue Jlorosopa. Jlorosop
BKITIOYAET B ce0sl B KAaUeCTBE COCTABHBIX M HEOTHEMJIEMBIX 4acTeil 3asBICHHE O NMPUCOEAWHEHHHU, HACTOSIIHIE
[IpaBuna n Tapudsl, a B cnydasx, npenycMoTpeHHbIX [IpaBuinamm — Takxke WHBIE JOKYMEHTHI, O(pOpMIISIONIIe
cornamenwst banka n KirieHTa 1o ycioBHAM JUCTaHIIMOHHOTO OAHKOBCKOTO OOCTYKHBAaHMSL.

1.3. 3asBnenue o npucoeauHeHnu no ¢opme [punoxenus Ne 1 odopmisercs B ABYX SK3eMIUIApax.
Bropoii sx3emrisip 3asBieHHs 0 MPUCOCIMHEHUHM C OTMETKOH O MpUHATHHW (akienTte) baHkoM, 3aBEpEeHHBIH
MOAIMCHI0 YIOJHOMOYEHHOTO COTpynHWKa banka w medarsio moapaszeneHus baHka, mocne 3aKiOYeHUS
JoroBopa nepenaercs KinueHTy u SBASETCS €AMHCTBEHHBIM JIOKYMEHTOM, TIOJITBEPKAAOMUM (DAKT 3aKITFOUCHHS
Horosopa.

1.4. Hactosmuii JloroBop siBisieTcss HeOTheMJIeMOr dacThio JloroBopa (-oB) OaHKOBCKOTO cuera (-OB),
3aKITI0YEHHOTO (-bIX) Me Iy CTOpOoHAMMU.

HUCITIOJIB3YEMBIE TEPMUHBI U OIIPEJAEJEHUSA
[IpumenurenpHO K HacTosmuM lIpaBunam uCIonb3yeTcs Ciaeryromas TePMUHOIOTHSI.

Cucrema «iBank 2» (wm Cucrema) - aBTOMaTH3MPOBaHHAs OPraHM3alMOHHO-TEXHHUYECKas CHUCTEMa,
COCTaBIISIIOIIAs COBOKYIHOCTH IPOTrPaMMHO-aIMapaTHBIX CPEACTB, BKIOYalomias B ce0s CEepBEpHYIO YacTb
(cepBep), yCTaHOBIEHHYIO Ha TeppUTOpHHU baHKa, U KIMEHTCKYIO 9acTh (KJIUECHTCKAN MOJYJIb), 3arpyKaeMyro Ha
komnbloTep KimenTa, oOecneumBaromiasi OpraHu3alMi0 JIEKTPOHHOTO JOKYMEHTOOO0OpoTa M 0e30yMaskKHBIX
pacuetoB Mexxay bankom u ero Knuenramu, obecrieunBaromias moroToBKy, 3alIuTy U 00pabOTKy TOKYMEHTOB B
AJIEKTPOHHOM BHJIE C HCIOJIh30BAHUEM DIIEKTPOHHO-BBIYUCIUTEIBHBIX CPEJCTB 00pabOTKU HH(POPMAIINH, & TAKKE
pa36op KOHGIHUKTHBIX cuTyanuid. CucreMa HE TNpeayCcMaTpUBAeT OCYIIECTBICHHE CB3M KiIWeHTaMH baHka
MEXTy COOOH.

PazpaboTurikoM ¥ BiamenbIleM HUCKIIOUNATEIRHBIX TpaB Ha Cuctemy «iBank 2» sBusercs AO «bBUDUT»
(MHH 7719617469). Anpeca u KOHTaKTBI KOMITAaHUA pa3paboTdrKa 1 mpaBoodianaTens: www.bifit.com.

Cucrema «iBank 2» siBisieTcst pa3HOBUAHOCTBIO cucTeM KineHT-baHk.

Kiauentckuii MoayJib (KiIMeHTCKast 4acTh) - on-line Moxyns — Java unmu HTMLS-anmer, 3arpyskaembiit
B koMmpioTep Kimmenra depes ['mobanbHyto ceTh Internet B Hauane Kakaoro ceanca cBsi3u KimeHTa ¢ cepBepoM
banka mo Cucreme «iBank 2». Ilpu ucmons3oBannu on-line Momysst oOMeH HHGOPMAMEH MEXAY KINCHTCKAM
MoznyJeM u cepBepoM CHCTEMBI BOBMOKEH TOJIBKO MyTEM coennHeHus yepe3 [nobanpHyto ceth Internet. Bxon B
CucteMy OCYIIECTBISIETCS ¢ IOMOIIIBIO Kitoua D11, maposns kiroga D11

JoroBop - o0bsiBiIeHHBIE baHKOM CTaHZapTHBIE YCIIOBUS AMCTAHIIMOHHOTO OAHKOBCKOTO OOCITYKHBAHHS
KiuentoB ¢ ucnons3oBanuem cucteMsl «iBank 2» B Kb «HoBsriii Bex» (OOO). JloroBop sSBIASETCS TOTOBOPOM
MPUCOEIUMHEHUS U 3aKitouaeTcs ¢ Kimmentom myteM HanpasieHus Knuentom banky 3asBieHrs: Ha MOAKITIOYEHUE
yCIIyT B cucTeMe «iBank 2.



JnekTpoHHBIl doxkymeHT (DJ]) — ompenmenéHHas MOCIEIOBATENBPHOCTS OalTOB, 3a)UKCUPOBAHHAS HA
MarHUTHBIX WM WHBIX YCTPOMCTBAaxX XpaHEHUs JaHHBIX, coAepramas uHdopMaiuio o ruiarexax Kimuenra u
JIpyTyI0 HH(POPMAIIHIO, TIONMCAHHAS 3JIEKTPOHHON TONUCHI0 YIOTHOMOUYEHHOTO Jniia KinmeHnTta u nepenanHas
Kmuentom B baHk 1O TeleKOMMYHHKAI[MOHHBIM KaHajmaM CBs3u cpenactBamu Cuctemsl «iBank 2», ¢
PEKBH3UTAMH, TIO3BOJISFOIIMMHI UACHTU(DHUITIPOBATH STH JaHHBIE M HX aBTOPA.

DJIeKTPOHHBIHA mUIaTe:KHbIi AokyMeHT (JIII) — 3To pPa3HOBHOHOCTH 3IEKTPOHHOTO IOKYMEHTA,
MPENICTaBISIIONIEro coboii mopyuenue KimeHTa Ha coBepiieHHe orepanud mo cuety KimeHTa, OTKpBITOMY B
Bbanke, comepxariee Bce MpeayCMOTPEHHbIE OaHKOBCKUMH MPABUIIAMU PEKBU3HTHI, TIOAIMICAHHOE HEOOXOAUMBIM
KonmmdecTBOM rpymm moamuced Oll KimenTta, WMEOMMil paBHYIO MOPHIMYECKYI0 CHIY C IUIATEKHBIM
JIOKYMEHTOM, COCTAaBJICHHBIM Ha OyMaKHOM HOCHUTEINE, IOANMUCAHHBIM COOCTBCHHOPYYHBIMUA TIOITUCSIMH
YHOTHOMOYEHHBIX JuIl (nua) KinenTa v 3aBepeHHBIMH OTTHCKOM II€YaTH B COOTBETCTBUU C MPEIOCTABICHHOMN
banky Kaptoukoii ¢ obpa3ramMu moamuceld U OTTHCKA TEYaTH, W SIBISIFOIIMICS OCHOBAHHUEM TSI COBEPIICHUS
omeparuu 1o cuety Kimenra, oTkpeitomy B banke.

[penocraBienue I/ B 3jieKTPOHHOM Bujie/(popMe — ISMOHCTPAIUS HATMYHS 3aIMCH O CYIECTBOBAHUN
31 u HemocpeacTBeHHO camoro ) Ha kommbioTepe Kiuenra w/minm CorpyaHuka baHka mnpu momornu
Kmuentckoro monyns w/wim Monynsa onepanuonucra Cucrembl «iBank 2», a Taxke Hpu IMOMOIIH JAPYTOro
MPOrpaMMHOT0 00ecIieueHus1, BXOAAIEero B coctaB CucteMbl «iBank 2.

JnexktponHas moamuch (III) — mocnemoBaTeILHOCTE OANTOB, SIBISIFOIIASCS PE3yIBTATOM pPadOTHI,
Bxomiamed B Cucremy «iBank 2» mporpamMmel TeHepauu AJIEKTpOHHOH moamucu. DIl sgBiseTcs aHaIorom
(u3nueckoit (COOCTBEHHOPYYHOW) IMOANMUCH W O0JIaJaeT JBYMSI OCHOBHBEIMH CBOWMCTBAMH: BOCIPOW3BOAMMA
TOJIBKO OJHUM JIMIIOM, a TOMJIMHHOCTH €€ MOXET OBITh YJOCTOBEpEeHAa MHOTHMH; HEPa3phIBHO CBSA3aHA C
KOHKpeTHBIM JJ[ u Tonmpko ¢ HuUM. DIl mo3BONSET YAOCTOBEPUTHCS B MOAIMHHOCTH, IEIOCTHOCTH 3TOro DI,
YCTaHOBUTH €ro aBTOPCTBO. DIl KECTKO YBS3BIBAET B OJHO LEoe cojaepkuMoe O] M CEKPETHBIH KU
MTO/IMTMCHIBAOIIETO JIMIIA U JIENaeT HEBO3MOXKHBIM M3MEHEHHE ITOTO JOKyMEHTa 0e3 HapyIIeHHS KOPPEKTHOCTH
(mommuaHOCcTH) mamHOW OII. CpemcrBa DII, Bxomsmme B coctaB CHCTEMBI, PEANTH3yIOT aJTOPUTMBI
dhopmuposanus I11 u e€ mpoBepku B cooTBeTcTBUU co cTangaptoM I'OCT P 34.10-94.

D/IeKTPOHHBIH  ciayxkeOHO-mHPopManuoHHbIH AokyMeHT (DCHJ]) — oSneKTpOHHBIA JTOKYMEHT,
obecrieunBaromuii 0OMeH mHpopManuen Mexay Kimerrom m baHKOM NpW COBEPIICHHUH ONEpPAlUid M0 CYeTaM
Kimenra, oTKpeITEIM B banke, ¥ He SIBISIIONTUICS OCHOBAaHUEM ISl COBEPINCHHS OYXTalTePCKUX MPOBOMOK. K
OCU]] oTHOCSTCS: BBIMUCKH, 3aIIPOCHI, OTYECTHI, HH(HOPMAITUOHHBIE COOOIIEHUS, YBEIOMIICHUS U T.I1.

OmnepannoHHoe BpeMs — IECPHOJ BPEMEHU, B TeUCHHE padodero IHs, yCTaHABIUBacMbld baHkoM s
nprema nopydeHni KimmenTa, Ha BBITTOTTHEHHE Pa3IMYHBIX BHIOB OMEPALINH, MOAIEKATIX UCTIOTHEHUIO B TOT K€
neHb. 3Menenue onepanoHHOro Bpemenu nosoautcs 10 Knuenra B OCU/] ¢ ucnonszoBanuem CUCTEMBL.

Bnapenen JI1 — ynomHOMOYEHHOE JOKHOCTHOE Jmio Kimenra, ykazanHoe B Kaprouke ¢ oOpasmamu
MOATMCEN W OTTHCKA NIEYaTH, AIEKTPOHHAS MOIUCH KOTOPOTO 3aperucTpupoBana B banke.

Kpunrtorpaguueckasi 3ammra — 3amTa 5SJIEKTPOHHOIO JIOKyMEHTAa OT HECAHKIMOHHUPOBAHHOTO
M3MEHCHUS M JIOCTYIA K €ro COJACPNKUMOMY IMOCTOPOHHMX JIUI[ IPU TIOMOIIU aJITOPUTMOB KPUIITOTPAhHUECKOTO
mpeobpaszoBanusi. B pamkax Cuctembl 107 KpunTorpaduyecKod 3allMTON IMOHMMaeTcs mudpoBaHue,
JJIEKTPOHHAS TIOJNUCH U BBIYHCIICHUE Xel-QYHKIMN TPOrpaMMHOT0 00eCTIeYeHHSI.

Kurou II1 — nociie10BaTenbHOCTh OAWTOB, CAMOCTOSATENBHO TeHEepUpyeMast KITHeHTOM ¢ UCTIONbh30BaHUEM
cpenctB CucTeMbl ¥ peHa3HauYeHHas it popmupoBanus D11 37eKTPOHHOTO TOKYMEHTa, T.€. CEKpeTHasl 4acTh
KIIFOUeBOW HWH(pOpPMaLnKM, TpPEACTaBISIONIas CO00W YHHKAIBHYIO IMOCIEIO0BATENbHOCTh JIBOMYHBIX JAHHBIX H
MpeHA3HAYCHHAS IS CO3J[aHMs B 3JIEKTPOHHOM JIOKYMEHTE 3JIEKTPOHHOW moanucy Biaaeibia D1, Xpanurcs
BIIQJICTIBIIEM KITFOUEBOW WMH(pOpManuu B TaiiHe. KIIMEHT caMOCTOSATENBHO oOecreyrBaeT KOH(UACHINATBHOCTD
xiroua OII. Cpok geiictBus kimroda DIl cumraercs ¢ matel moxanucanus Ceprtudukara kimoda D11 bankom 1mo
JaTy, onpeaeisseMyto B cooTBeTcTBrur ¢ PermamenToMm (IIpunoxxenne Ne5 k [lorosopy). Hocurensmu kimoda D11
nin KnroueBbiM HocuteneM sBisitorcs: USB-TokeH wim ero aHajuoru (PEKOMEHIYeTCs), MarHUTHBIC WJIM WHEIC
cheMHbIe HocuTenu. llpm wmcmonmb3oBanmum Kimenrom mpunoxxenus Mobile-baHkuHT IS KOPIIOPAaTHBHBIX
ximenTtoB ko4 D11 xpaaurcs Ha Cepepe [ommumcny.

Kaou mnpoBepkm III — mocnenoBaTeIbHOCTE 0aliTOB, OJHO3HAYHO CBsi3aHHas ¢ kimodom Ol
CaMOCTOSITeIbHO TeHepupyemas KiueHTom ¢ wucronb3oBaHueM cpeiacTB CHCTEMBI W TpeAHa3HaueHHas s
MIPOBEPKH KOPPeKTHOCTH DIl 3mekTpoHHOTO NMOKyMeHTa, chopmupoBanHoro KimeHnToMm, T.e. HECeKpeTHas 4acTh
KIIFoueBO mH(popMainu, cBsizaHHas ¢ KirodoM Ol ¢ moMormpio 0co60T0 MaTeMaTHYeCKOr0 COOTHOIICHHS H
MpeIHA3HAYCHHAS JIISl TOITBEPIKACHUS TIOJUIMHHOCTH AJICKTPOHHOM MOJITUCH B 3JICKTPOHHOM JOKyMeHTe. Kitrou
npoBepku DI cunTaercs: MpUHAIISKANUM BIAJCIbIy KIFOYEBOM WHPOPMAIUH, €CITH OH OBbLT 3aperHCTPUPOBaH
YCTaHOBJICHHBIM MOPSIKOM.

Mobile-baHkuHr /151 KOPNOPATHBHBIX KJIUEHTOB (Aajnee 1o TekcTy npuinoxeHus Mobile-bankunr) —
NpUIOKeHHe, B KoTopoM KIiHeHT MoxkeT ¢ mo0oro MoOmIbHOTO ycTpoicTBa Ha ruatgopmax iOS u Android
(hopMupoBaTh, MOMMUCHIBATE M OTIPABIATH B 0aHK IJIATEKHBIE MOPYYEHHsA, pabOTaTh CO CHPaBOYHHUKAMU
KOPPECIIOHICHTOB U OeHE(UIINAPOB, OTCICKHUBATH CTATYChl JOKYMEHTOB, MOJIYYaTh BHIMKUCKH [0 CBOUM CUETaM
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3a TPOM3BOJIBHBIA TIepHoi, OOMEHHMBATHCS ¢ OaHKOM muchMamu. llpmmokenwme Mobile-bankuHr mo3BosseT
KOPIIOPATHBHBIM KJIIMEHTAM OCYIIECTBIIATH AOCTYH K cHUcTeMe «iBank 2» m orpaHudeHHBIH (yHKIIFIOHAT depe3
MOOMIIbHBIE YCTPOHCTBA.

CepBepHasi MOANUCH - MEXaHU3M IOAINMCH JTOKYMEHTOB M3 MOOMIIBHOTO MpmiokeHus: Mobile-bankunr
YCHUJICHHOW HEKBATU(UIIMPOBAHHOW 3JIEKTPOHHOW IOAIHMCHIO, KIIF0Y KOTOpoW XpaHUTCS B banke Ha CepBepe
IToamucu.

Kurou cepBepHOii moanucu- 370 K04 3JeKTpoHHOU moanucu KineHTa, MCHOIb3yeMBblil ISl HOAIUCH
JOKYMEHTOB UCKJIFOUUTEIBHO U3 MOOMIIBHOTO npuiioxkeHus: Mobile-baHkuHr.

Kon moarBep:kaeHusi — YHUKaJIbHBIH HAO0Op CHMBOJIOB, COCTOSIIHMKA W3 6 wiau 8 1udp, HampaBIIIeMbIid
Kmuenty Cucremoii «iBank 2» mocpenctBoM sms wiau email cOOONICHUS W CyXamui i MOATBEPKICHUS
MIPOM3BEICHHOMN ONepaliy UM ASUCTBUSA B cucTeMe «iBank 2.

Cepruduxar kiaouya nposepku Il corpynHuka Kauenta (Ceprudukar kiaw4da nposepku III) —
JOKYMEHT Ha OyMa)KHOM HOCHUTeNle, collepKaluii Janubele KirenTa, cBeieHus 0 Baemblie KIo4a - COTPYIHHUKE
Knmenra, unentugukatop kimoya nposepku Oll, cBegeHHs O HAaMMEHOBAHUHM KPUITOCPEACTB M ajJrOPUTMOB
muQpoBaHUs, CONEPXKAIINKA TPEICTABIEHHBI B IIECTHAALATEPUIHOM BHUAE K04 mposepku OlII; comepxut
nHPOpPMALMI0O O €ro HazHaueHMH u objactu npuMmeneHus. CepTudukaT yIOCTOBEpAETCs MOAMUCIMH
ynoinHoMoueHHbIX Jul CTOpoH u 3aBepseTcss oTTuckoMm neudatn Kimenrta m banka. ®@opma Ceprtudukara
(ITpunmosxkerme Ne 2 k HacrosmmM [IpaBmiaM) dopMupyeTcs aBTOMAaTHYCCKH NPOTPAMMHBIMUA CPEICTBAMH
Cucremsl «iBank 2» B niporecce rereparuu Kimnenrom kmroueii OI1.

Hocurteau kaiodeBoii mHpopmanuu (Kia04YeBble HOCUTENHM) — (QU3MUECKUII HOCUTENb, HA KOTOPOM
3ammcad u xpanutcs kmod Ol1. B kauecTBe KIIF09E€BBIX HOCUTEIEH MOTYT BBICTYTIATh:

— TIEPCOHATIBHBIN arapaTHBI KPUTITOIPOBanaep (PEKOMEHIYETCS);

— MarHUTHBIE WJIM UHBIE ChEMHBIE HOCUTENH, COACPIKAIUE KITFOUEBYIO HH(POPMALIHUIO.

Knuenty He mpenmocraBisieTcss BO3MOXKHOCTH —OJHOBPEMEHHOTO HCIOJNB30BaHMS IEPCOHAIBLHOTO
anmapaTHOrO KPUNTOIpOBaiiiepa ¥ MarHUTHOTO WJIM WHOTO cheMHOro Hocutens. [Ipu peructpamum B Cucreme
«iBank 2» KimeHT caMOCTOATENTHHO OIPENENSIeT THII HOCHUTENS KItodeBOH WHOopmaruu. s MOBBIIICHUS
0e3onacHocTy monb3oBanus Cuctemoil «iBank 2» bank pexomennyer KnueHTy monb3oBaThbes mepcoOHaIbHBIM
anmapaTHBIM KPHITTOTIPOBAHIEPOM.

IlepcoHasibHbIe anmapaTHble KPUNTONPOBaiaepbl (KPUNTONPOBAiiepbl) — HOCHUTENIH KIHOUYEBOU
nHGOpPMALUK Ul 3allMIIEHHOTO XpaHeHus kmoued Oll, mcmonp3oBaHHE KOTOPHIX JENaeT NMPHHLIUIHAIBHO
HEBO3MOXXHBIM XuuleHue kmoderd JI1, ucnons3yemsix mpu padore B Cucreme «iBank 2». K Takum HocuTemsim
otHocutcsa USB-TOKeH mim ero aHasor.

USB-TokeH - pa3HOBHJIHOCTb NEPCOHAIBHBIX ANapaTHBIX KpUITONpoBaiiaepoB. DTo anmnapatHoe USB-
yCTpOICTBO, KOTOpoe OOBENWHSIET B KOMIIAKTHOM IUTACTHKOBOM Koprmyce USB-kapTpuumep M KapTOYHBIHA
KpunTorpaduyecKuii MUKpOKOHTpoJuiep (Kpunromnposaiinep). B cucreme «iBank 2» HCIONB3YIOTCS HECKOIBKO
pazaoBunHOCTEH USB-TOKEHOB pa3IMIHBIX TPOU3BOIUTEIICH:

USB-moken «iBank 2 Key» — »t10 annapatHoe USB-ycTpoiicTBO B KOMIIAKTHOM IJIACTUKOBOM KOpITyCE,
cocrosimee 3 USB-kapTpuaepa u 3amumieHHOr0 KapTOYHOTO MHKpokoHTpoiiepa STI9NR66 mmm ST23YL18
npom3BoacTBa komnanuu STMicroelectronics.

MHUKpPOKOHTpOJUIEPHI cepTuUIMpoBaHbl Ha cooTBeTcTBUE cTaHaapty ISO/IEC 15408 (common criteria) ¢
ypoBHeM foBepusi EALS+.

Turm MAKpOKOHTpOJUIEpa 3aBUCUT OT MOJICIIH UCIIOTHEHHS Kopiryca «iBank 2 Key»:

* HCIIOJIHEHHE Kopiryca «A», «M», «B2» — muxpokxontposuiep ST19NR66

* HCIIOJIHEHHE Kopiryca «M2y», «B» — mukpokonTposep ST23YL18

B MukpoxoHTpossiepe mpu MPOU3BOACTBE MACOYHBIM METOAOM «IIPOIINTa» KapTO4YHAs ONEepariOHHAs
cuctemMa «Maructpay (paspadorank OO0 «Cwmaprt-Ilapk»). B coctaBe omepanmoOHHOW CHUCTEMBI COIEPIKHUTCS
CK3U, cepruduuuposannoe ®Cb PO no knaccy KC2.

B cocraBe muxpokouTposuiepa STIINR66 comepxkurcs CK3U «POPOC. Ucnomuenne Nely (pazpaboTank
000 «Cwmaptllapk»), ceprudunupoBannoe ®Chb PD mo kmaccy KC2. Cepruduxar @Cb PO per. Ne CD/124-
2151 o1 03.06.2013 r.

B cocraBe mukpokontposmepa ST23YL18 comepxurcs CK3U «Kpunromomyns C23» (paspabotunk OOO
«Cwmaprtllapk»), cepruduimporannoe @Ch PD no knaccy KC2. Ceprudurar ®CB PD per. Ne CdD/114-2312 ot
31.12.2013 r.

USB-moxen «Pymoken 111 2.0» - 0CHOBY COCTaBJISICT COBPEMEHHBIN 3alTUIIIEHHBII MUKPOKOHTPOILIEP
Y BCTPOCHHAS 3allUIIEHHAs IMaMsiTh, B KOTOPOH Oe30macHO XpaHSTCA JaHHBIE IOJIb30BATENS: MapOiH, KIIOUH
mudpoBaHUS U TIOAITUCH, CEPTU(HUKATHI U T.JI.
B cocraBe mukpokontpoiuiepa cogepxxkutcs CK3U, ceprudpuunposannoe ®CTOK u ©CB Pd:
* Ceptudurat ®CTOK Ne 2592 ot 19.03.2012 1. — neiictBurenen qo 19.03.2018r.
* Ceprudukat ®CBE PO per. Ne CD/124-2771 ot 25.12.15 r. — aeiicteurencH a0 25.12.2018r.



B cucreme «iBank 2» momaepxuBaercs pabora USB-tokeHoB «Pytoken OIIII 2.0» B crienuambHOM
KOH(pHUTypanmuu, peTHa3HAYCHHON I UCIIOIh30BaHUS UCKITIOUNTENHHO B cucTeMe «iBank 2».

USB-moken «MS_KEY K» — 510 annapatHoe USB-ycTpolicTBO B KOMIAKTHOM NJIACTUKOBOM KOpITyCeE,
cocrosmee u3 USB-kapTpupepa ©  3alIMIIEHHOTO KapTodyHoro MukpokoHTpoiuiepa NXP  P5CCO81.
Pa3zpaborunkom yctpoiictBa siBisieTcss kommannu «Multisofty. «MS _KEY K» ctpoutcst Ha 0aze KapTOYHOTO
mukpokontpoiepa NXP P5CCO081 c omepaumonnoit cucremoii «Burpum» (VIGRID — Verification
Interoperability GRID) Bepcunu 1.0. YcrpoiictBo «MS_KEY K» ceprudpmnunposano kak CK3U no knaccam KC1 u
KC2 u umeer ceprudukar coorperctBus ®Chb PO Ne CD/124-2211.

OTP-Ttoken (yCTpOHCTBO ISl TEHEpaIlMy OJHOPA30BBIX TApojiei, ¢ HCIOIB30BAHHEM aJITOPUTMOB;
QITOPUTM C CHHXpOHHU3aIMed 1o coObiTuio W mcnonb3oBaHueM DES/3DES s BeIUUCIEGHUS OJHOPA30BOTO
MapoJist; COOCTBEHHBIN AaTCHTOBaHHBIN anroput™M Actividentity ¢ CHHXpOHHU3aIIMEH 110 BpEeMEHHU B COOBITHIO).

Xem-(pyHKIMA — ONPEACIICHHBI MaTEeMaTHYECKH CIOCO0 TIPOBEPKH IIEJIOCTHOCTH DJIEKTPOHHBIX
JOKYMEHTOB, PE3yJlbTaT KOTOPOro H300pa)kaeTcsi B BHUIE MOCIEIOBATEIBLHOCTH MIECTHAALATEPUYHBIX LHU(P.
PeanuzoBannsiii B CricTeMe aJITOPUTM BBIYUCIIEHHS Xem-QyHKINMU cooTBeTcTBYeT cranaapty OCT P 34.11-94.

KoppexktHas JII — »>JeKTpoHHAs TOIIHUCH JJIEKTPOHHOTO JOKYMEHTA, Jaromias ITOJIOKUTEIbHBII
pe3yabTaT e€ mpoBepku cpeacTBamu Cuctemsl «iBank 2» ¢ momomisio kito4a nposepku J11.
Iposepka JII ]I — mnpoBepka COOTHOIICHMS, CBS3BIBAIOIICH JJIEKTPOHHOM MOANUCH IMOJA JTUM

JNIEKTPOHHBIM JOKyMEeHTOM U KitouoMm mpoBepku OlIl Knmenra. Ecnmm paccmarpuBaeMoe COOTHOIICHHE
OKa3bIBACTCS BBITTOJIHCHHBIM, TO DIl mpu3HaeTcs KOPPEKTHOM, a caM JICKTPOHHBIA JOKYMEHT — MOIMHHBIM. B
MPOTUBHOM CJIydae, 3JCKTPOHHBIM JOKYMEHT CUHMTAeTCsl W3MEHEHHbIM, a Ol mox HUM - HeJIeWCTBUTEIHLHOM
(HEeKOppeKTHOIA).

IMoaaumuanocTe I/ — cBoiictBo 3J], o3Hagaromiee, uyro maHHbM ] co3man B Cucreme «iBank 2»
KimenToM 6€3 OTCTYIUIGHHUH OT MPUHSATOW TEXHOJIOTUU. DJEKTPOHHBIN TOKYMEHT CUMTACTCS MOJTUHHBIM, €CIH
OH OBLI, C OJTHOW CTOPOHBI, JODKHBIM 00pa3oMm odopmiieH, 3aBepeH (nmoanucan) DIl Knwenrta u mepenmaH Ha
00paboTKy, a ¢ Apyroi, ObLI MPHUHAT K HCHodHEHWI0. CBUAETENbCTBOM TOoro, uto O] mpuasat banmkoMm k
VICTIONTHEHHUIO, SIBIIAETCS 3HAUCHHE «IOCTABIICH» B CTPOKE CTaTyca COOTBETCTBYIOIIETO TOKyMeHTa B KiimeHTcKOM
moayie Cucrems «iBank 2y,

HegocTHOCTh /I - cBOicTBO D/, XapakTepu3yIolee OTCYTCTBUE KaKuX-T100 n3MeHeHui B /] mocie ero
co3nanus KimmenTom u 3aBepenust npuHaiexkaniei emy J11.

ABTopcrBo JJI — cBoiicTBo D/I, onpeaensoniee NpUHAAIECKHOCTh D11 KOHKpETHOMY (HU3UUECKOMY JIHILY -
YYaCTHHKY AJICKTPOHHOTO JIOKyMeHTooOopoTa B Cucteme «iBank 2.

Komnpomeranus kiw4ua 11 — yrpara moBepus K TOMY, YTO HCHOJb3yeMble Kitoun D11 HemoCTyImHbI
MMOCTOPOHHKM JIMI[AM M HMX HCIOJb30BaHHE 00ECreunBaeT KOHPUICHIMAILHOCTh MH(popMaruu. K coObITHsIM,
CBSI3aHHBIM C KOMIIPOMETAITUEH KITFOUEH OTHOCSATCS, BKJIFOYasl, HO HE OTPAaHHYUBASICh, CICIYIOIINE COOBITHS:

- yrpata Hocuteneit kmoueBoit nH(DOpMAITIH WM HHBIX HOCHUTENIECH KII04Ya, B TOM YHCJE C MTOCIICIYIONTIM
X 0OHapy>XEHHEM, a TAaKXKe yTpaTa KOHTPOJIS 3a TOCTYIIOM K MOOHMIBHOMY yCTPOUCTBY;

- YBOJILHEHUE COTPYIHUKOB, HIMEBIITUX JA0CTYI K HocuTensiM KirtoueBoii nHpopMaIim;

- yTpara Kitouel ot cefida (HapylieHHe [EIOCTHOCTH IedyaTeill Ha cefidax, eciu HCIOIb3yeTCsl Ipoleaypa
oreyaThIBaHUs ceii(hOB) B MOMEHT HaxokIeHus B HeM Hocurenel kiodeBoii HHPOpMaLIHHT;

- BpEMEHHBIH JIOCTYI MOCTOPOHHUX JuIl K HocuTemsm KirtoueBoi nHpopMaIumy;

- HECAHKIIMOHUPOBAHHBIN YJAJICHHBIH ITOCTYN K KIIOUEBOW WH(OpPMAILUM, XpaHSIICHCSs HAa HOCHTEINE,
KOMUpOBaHWE, JUO0  MOAM(UKAIMSA  KpPUNTOrpauuecKuX  KIFOYEH  MOCPEACTBOM  JIMHMHA  CBSI3H
(TeeKOMMYHUKAIU), 3JEKTPOHHBIX BBIYHCIUTEIBHBIX CETCH WM BO3HUKHOBCHHE TOJO3PCHUN Ha YTEUKY
nH(OPMAITUH WU €€ UCKAKCHHUE B CUCTEME KOHPUISHITHAILHOM CBS3H;

- oOHapyXeHHe Ha MePCOHAIBHOM KOMITbIOTEpE (C MCIOIB30BAaHUEM KOTOPOTO OCYIIECTBISETCS AOCTYII B
cuctemMy «iBank 2») uimu Ha HOCHTE e KIIOYEBON HHPOPMAITUH TOCTOPOHHETO (BPEAOHOCHOTO) KOJIa;

- MHBIE 00CTOSTENILCTBA, KOTJIa HENb3s JJOCTOBEPHO YCTAaHOBHTH, YTO Mpom301uIo ¢ Hocutensmu kiroueBoi
nH(pOpMaIH, U TPSIMO WA KOCBEHHO CBUIETEIHCTBYIOUINE O HAIWYNHA BO3MOXXHOCTH HECAHKIMOHWPOBAHHOTO
nocryna kK CucreMe HEYIOTHOMOYEHHBIMH JINLIAMH.

ABC banka — ApromMaTH3npoBaHHas OaHKOBCKas cucteMa banka (nanee - ABC Banka).

Kpunrorpajguyeckasi yCTOHYHBOCTh - YCTOHYHMBOCTh KpPUITOTPA(QUUECKOTO0 aIrOPUTMAa K €ro
KPUTITOAHAIN3Y, B TOM YHCJIE TIPOBOJMMOMY 3JIOYMBIIUIEHHUKOM C IIENBI0 MOMYyYeHHs noctyna K kimody Oll,
CO3/IaHHOMY C HCITOJIb30BaHHEM JTAHHOTO alrOpUTMA.

3ammuTa nHGOPMANMH 0T HECAHKIIHOHHPOBAHHOIO JOCTYNA - KOMIUICKC MEPONPHUSATHH, TIPOBOIUMBIX C
LENbI0 TIPENOTBPAICHUS YTEUYKH, XHUIIEHWS, YTPaThl, HECAHKIIMOHHUPOBAHHOTO YHHYTOXXEHHS, HCKAKEHUS,
MoaubuKauy (TTOAIETKHN ), HECAHKITHOHUPOBAHHOTO KOMUPOBaHUS HHPOpMAIH, ee OJJOKUPOBAHMS U T.II.

KonduaenunaabHoCTh HHPOPMALHH - 0013aTEIBHOE YIS BHITIOJHEHUSI JIUI[OM, TIOJYYUBIIAM JOCTYI K
ornpenenéHHol nHpopManuu, TpebOBaHUE HE MepeaBaTh TaKyr WHGOPMAIHIO TPETHUM JHIlaM 0e3 coryiacus eé
oOamaTens.



Npentnduxanua KiauenTra — npoiiecc noaATBepJieHUs npaB KiiMeHTa Ha BBINOJHEHHUE ONPEEIEHHBIX
nericteuii B Cucreme «iBank 2» cormacHo mepednro mpaB KimeHTa, yCTaHOBIEHHBIX B CHCTEME, H
MPeIOCTaBICHNS IPaB Ha BHIOJHEHUE JaHHBIX IeHCTBUI.

Aytentudukanus KiameHTa — mpouecc NpPOBEpKH MPUHAANCKHOCTH KIMEHTY NpeabSBICHHBIX HM
UaeHTU(GUKATOPOB (TMAapoJH, KITtoud poBepku J11); moaTBepKaeHne NoTHHHOCTH KitneHTa.

BJyioKkHpPOBOYHOE €JI0BO — CIOBECHBIH MapoJib, KOHPUACHINAIBHBIA Ui BCEX KPOME YIOJIHOMOYEHHBIX
mnn banka u Knmenta, BBonumblii Kimnenrom B Cucremy «iBank 2» nipu peructpanuu B Cucteme U XpaHsiiencs
B Heil. bIOKHpPOBOYHOE CIIOBO HCIIONB3YETCS B IENAX MCHOBEHHOTO IMCTAHIIMOHHOTO OmoBemieHus Kimentom
YIIOJITHOMOYEHHOTO COTpYAHHKA baHka o HeoOxomuMocTH 010okupoBKH Kitoueit D11 KiuenTa.

Ynonnomouennsle cay:xk0b1 bamka — mnonpasnmeneHuss baHka, OCYIIECTBIIOIIME TEXHHYECKOE U
OpraHU3aIMOHHOE B3anMoaekcTBre ¢ KilmeHToM B paMKax ero oociyxuBanus mo Cucteme «iBank 2.

SSL-coequnenne — COCIUHCHHWE C MPUMEHEHHEM KPUNTOrpa@UUecKoro MPOTOKONA, KOTOPBIH
o0ecreunBaeT yCTaHOBJICHUE O€30MaCHOTO COeqUHEHHs Mexay KimneHToM u cepBepoM.

IP-agpec - yHHUKaJIbHBIM CETEBOW aJpec y3na B KOMNbBIOTEpHOH ceTu MHTepHeT, mnocTpoeHHOU
no nipotokosy IP. B pamkax Hacrosmero J[orosopa mnon IP-aapecom mnoHumaroTcs Tosibko IP-agpeca,
obnagaroniye ri100ajJbHOM YHHKAJIBHOCTBIO azpeca (TaKk HasbIBa€MBbIC «peaJIbHBICY, MpsMble, MMyOIUYHbIE,
obmectBeHHble [P-anpeca), npexocraBieHHble (HazHaueHHble) KnmeHty ero mposaiizepoMm yciyr MHTepHET B
pamMKax 3aKIIOUYE€HHBIX MY HUMHU JOTOBOPHBIX OTHOIIEHHH.

1.5. MIPEIMET JOT'OBOPA

1.5.1. Kimment n bank (1o Tekcty Bo3MOXHO — CTOPOHBI) IOTOBAPUBAIOTCS 00 OOMeHe JOKYMECHTAMH B
DJICKTPOHHOK (opMe, MOANMMCAHHBIMH JJICKTPOHHOW moamuchio (DII), ocymecTBIsIeMOM B COOTBETCTBUH C
«PernamenToM OaHKOBCKOro oOcCHykMBaHUs ¢ mnpuMeHeHueM Cucrembl «iBank 2»» (mamee — Permament)
(ITpunoxxernne Ne5 k HacrosmmmM [IpaBumam) B TOpsIKE M Ha YCIOBHAX, YCTAHOBJIEHHBIX HACTOSIIUM
Horosopom.

1.5.2. CromMmocTh yCIyT, OKa3blBaeMbIX baHkoM B pamkax Hacrosiiero JloroBopa, ompemensercs B
cootBercTBHU ¢ Tapudamu banka, AeHCTBYIOIIMMHI HA MOMEHT OKa3aHUsl YCIYTH.

1.5.3. Kinuenr n baHk mpH3HAIOT, YTO HCIIOJB3yeMbleé BO B3aWMOOTHOIICHHAX CTOPOH TOKYMEHTHI,
TTOATIMCAaHHBIC IEKTPOHHOH Toamuchio (B11) (B ToM dmcIie ¢ HCIONb30BaHUEM MEXaHH3Ma CEPBEPHON TOMINCH),
MOJTOTOBJICHHBIE U NepefanHble oaHoi CtopoHoii apyroir CTOpoHE ¢ MOMOIIBIO TPOTPAMMHOTO OOECIIeUeHHS
Cuctemsl «iBank 2», a Takke npukpemnéHHble K co3AaHHbM B CucTeMe MUchbMaM M300paskeHHs JOKYMEHTOB B
Buae ¢aitnos (B popmarax jpeg, pdf, tiff, rtf, noxymentsr MS Office), 5kBUBaICHTHBI TOKyMEHTaM Ha OyMa)KHOM
HOCUTENIE M MMEIOT IOPHAMYECKYI0 CHIy HapaBHE C JOKYMEHTaMH, MOAMUCAHHBIMHU JOJKHOCTHBIMHU JIMLAMH
CTOpOH M CKpEIUIEHHBIMH Te4aThio (B Cllyyae HaJIM4Msl TakOBOH). Mcmonp30Banne TOKYMEHTOB B 3JIEKTPOHHOM
(hopMe He UCKITI0YaeT BO3MOKHOCTD MCTIOIB30BAHMSI JOKYMEHTOB Ha OyMa)kHOM HOCHTEJIE.

1.5.4. DAeKTpOHHBIE MOKYMEHTHI IMMOATOTABIMBAIOTCS M 00pabaThHIBAIOTCS C IOMOIIBIO MPOTrPaAaMMHOTO
obecrieuenus: Cucrtemsl «iBank 2», B ToM umcie npuioxenusi Mobile-baHkuHr, B TedyeHne pabodero BpeMeHH
banka. Ha Bpems nepepbiBoB B dyHKIIMOHNpoBaHUH CucteMbl «iBank 2» obcimyknBanne KiuenTa mocpeacTsom
Cucremsl mpekpamaercsa. [Ipu HepaboTocmocoOHOCTH CHCTEMBI, a TaK)Ke NMPH IPHOCTAHOBJICHHUM TIEpeIavn
3JIEKTPOHHBIX JOKYMEHTOB mocpencTBoM CHCTeMBbl BCe AOKYMEHTHI mpencTaBisitoTcs Knuentom B bank Ha
OyMa>KHOM HOCHTEIE.

1.5.5. CropoHBI HOBEPSIOT HWCIIOIL3YEMOMY IpOorpaMMHOMY obOecriedeHuio Cuctemsl «iBank 2.
CTopoHBI TpU3HAIOT, 4TO Ucnonb3dyemoe B Cucreme «iBank 2» mporpammuoe cpeAacTBo KpunTorpaduyeckoit
sammTel uHpopManuu (manee — CK3HM), ceprudunupoBanHoe PCB PO Ha cOOTBETCTBHE POCCHHCKUM
CTaHIapTaM IO 3amuTe WH(QOpPMaNWK, HE COCTABIAIOMIEH TOCYAapCTBEHHON TaiiHy, [IOCTaTOYHO IJIs
MOATBEPXKIACHUST TOMIUHHOCTH ® 1eioctHoctd ), a Take g obecriedeHus 3amutel OJ[  oT
HECaHKLIIMOHUPOBAHHOTO AOCTYIIA.

1.5.6. Cucrema «iBank 2» He mpeaycMaTpuBaeT CO3JaHHE OPraHU3AlMOHHO BBIICICHHOIO
YAOCTOBEPSIONIETO NEHTpa. BrimonHeHne (QyHKOIWHA TO TeHEepaluH KIYe W W3TOTOBICHUIO CepTH(UKATOB
KITI0Yel, MPUOCTAHOBICHUIO M aHHYJIMPOBAHHIO CEPTU(HHUKATOB KIIOUEH pacrpenensercss B COOTBETCTBUHU C
ycIoBUsIME HacTosiero Jlorosopa.

2. TIPABA 1 OBA3AHHOCTHU CTOPOH
2.1. bBaHk o0s3yeTcs:
2.1.1. Iocye mosydeHus omaThl KOMHCCHH 3a noakiIroueHne Kk Cructeme «iBank 2» nmpoBecTH COBMECTHO
¢ KitmenTom perucrparnuto kiroueit D11 B mopsiake, yecTaHOBICHHOM HacTOsIUME [IpaBrmaMu.
2.1.2. TlpyHuMaTh K HCHOJHEHHUIO THonydeHHble Mo Cucreme «iBank 2» 31eKTpOHHBIE TOKYMEHTHI,
nepeuncienHsie B [Ipunoxennu Ne3 k Hactosimemy JoroBopy, oopmieHHbIE B IOANHCAHHBIE B COOTBETCTBHU C



TpeboBaHusME HacTosmiero JloroBopa m PermamenTta. baHK He HpWHUMAaeT K WCMOTHEHHWIO SJIEKTPOHHBIE
JOKYMEHTHI, 0(hOpMJICHHEIE ¢ HapylIeHueM TpeboBanmii PeriamenTa.

2.1.3. OcymecTBnsTh onepauny no cuety KnneHra B mpeaenax ocTaTka JEHEXKHBIX CPEJICTB Ha €ro cyere
Ha HAYaJI0 ONEPAI[MOHHOTO JHS, 33 HMCKIIOYCHHEM CIydacB NpeaocTaBiicHuss bankoM oBepapadTa mo cyery
Knuenta wmm  ocymiecTBIeHHs BCTPEUYHBIX IUIATEXKEH, YCIOBHS KOTOPBIX OTOBApUBAIOTCS OT/IENBbHBIMH
cornameHusiMu CTOpOH.

2.1.4. Ilpenocrasnsats Knuenty napopmanuio mo Bugam cooduiennii, kotopsle Knuent nepenaer B bank
u noay4aet u3 banka mo Cucreme «iBank 2» B cootBercTBHU ¢ [Ipunoxenuem Ne3 k Jlorosopy.

2.1.5. NudopmupoBats KimeHTa O COBEpIEHHMH KaKIOH OIeparii ¢ HCIOJIB30BaHMEM Kitoda(eil)
ANeKTpOoHHOM moanucy KimeHnra mytem HampasiieHus: KIMEeHTy COOTBETCTBYIOMIETO YBEIOMIICHHS TEM CTIIOCO00M,
KoTopbii ykazan Kimmenrom B [Ipunoxxennn Ne 8 k Hacrosimemy Jlorosopy.

2.1.6. KoncynprupoBath mnepcoHan Kiwmenta mo Bompocam obciyxkuBanus Cucrembl «iBank 2» Ha
cropone Knuenra.

2.1.7. ObecnieunBaTh 3alIMTY OT HECAHKUHMOHHWpPOBaHHOro aoctyma B Cucremy «iBank 2» B mpenenax
CBOGH KOMIICTCHIIMH, YCTAHOBICHHOW HAcTOSIUMHU [lpaBuiamMu, W COXpPaHATh KOH(DUICHIUAIHLHOCTD
nH(popMaluu 1o cuetam Kimenra.

2.1.8. Coo0Omiate KimeHTy 0 cTaBIIMX W3BECTHHIME baHKY MOMBITKaX HECAHKIIMOHHUPOBAHHOTO JOCTYIIA K
Cucreme «iBank 2», ecam 310 3aTparuBaino omeparuu Kimuenra, B cpok He mo3gHee 1 ogHOTO pabodero JHS C
MOMEHTa OOHAPYKEHUS TaKUX (aKTOB.

2.1.9. IlpenocraBnsate KineHTYy BO3MOXXHOCTH HCIIOJNIB30BAHUS JOTOTHUTEIBHBIX yCIyr (IO Mepe HX
BBejaeHMS B banke) B pamkax CrucreMsl «iBank 2.

2.1.10. B cmygae pacropxkenus JloroBopa oO0eCHeYWTh CBOCBPEMCHHYIO OJIOKHUPOBKY W HCKITIOUCHFE
yueTHOM 3amucu Kimenta u ero kmouedd OII, B TOM 4ymcle Kiioua CEpBEpHOM MOJMUCH U3 XPaHWIMILA, B
Cucreme «iBank 2.

2.1.11. OGecnieunTh BO3MOKHOCTH HampasjieHUs1 KIIMeHTOM B MOpsAKe, MPEIyCMOTPEHHOM HACTOSIIIAM
JIOTOBOPOM, YBEIAOMJIEHHS OO0 yTpaTe WIM HCIONb30BaHMM 0e€3 cormacus KimeHTa HOCHTENS KITIOYEBOH
nH(pOpMaIUHU yTeM OJIOKMPOBaHUs/ UCKITIOYCHHS/ BHETIAHOBOHW 3aMeHbI kiroua D11 mo dopme [Mpunoxenus No
4.

2.1.12. be3 npenBaputensHOTO yBenomieHus: KimeHTa mprocTaHOBUTh WM MPEKPATHTD MCIIOIh30BAHNE
OIl Knuenta Ha OCHOBaHMM TOJMYYCHHOTO OT KUMeHTa W3BENICHHS W/WIM yBEIOMIICHUS, HAIIPABJIICHHOTO B
COOTBETCTBMH C OANMyHKTamu 2.3.8.1 2.3.9.

2.1.13. 3ampocuth y Kimenra moaTrBepkAcHHE IIaTeXa, CO3JAHHOTO W TOMMHACAHHOTO C
WCTIONb30BaHueM mpuioxeHus: Mobile-bankunr, mocpenctBoM HampaieHuss SMS-cooOwmeHnii ¢ KOIOM
TTOITBEPIKICHUSL.

2.2. baHk nUMeeT MpPaBo:

2.2.1. B3umars ¢ Kinenra 3a obcnyxuBanue B Cucreme «iBank 2» 1 okazaHue WHBIX yCIyT B paMKax
HacTtosero JloroBopa KOMHUCCHIO B COOTBETCTBUU C JICHCTBYIOIIMMH Ha MOMEHT OKazaHus yciyr Tapubamu
banka B mopsake mpeaBapuTeIbHO JAHHOTO COTJAcHs Ha CIIMCAHUS ACHEXHBIX CPEACTB C MMEIOIIUXCSI CUETOB
Knuenra B banke.

2.2.2. B 0gHOCTOpOHHEM TOpSIKE BHOCHTh M3MEHEeHHUsl B Hacrosue [IpaBuna, nsmensats Tapudsl Ha
obcimyxxmuBanne B Cucreme «iBank 2» ¢ mnpenBapurenpHbIM yBedomiieHneM Kimenrta 3a 10 (HecsTs)
KaJIeHIapHBIX AHEH MyTeM pa3MelleHus] WHPOpPMaLUH B MOPSAAKE, IPEAYCMOTPEHHOM pasfesioM 9 HacTOSIINX
[IpaBun. B cnyuae HemomyueHHs B TeUEHHE YKa3aHHOTO CPOKa MUCHBMEHHOI'O BO3PaXKEHMsI cO CTOpoHBI Kimenra
OTHOCHUTEIbHO m3MeHeHus Tapudor, HoBble Tapudnl cunTaroTcs coracoBaHHBIMU ¢ Kimmenrom. Hecormacue
Kimenra ¢ m3menenusamu [Ipasun w/wm Tapudos, opopmieHHOS THCEMEHHO U HampaBlieHHOEe B baHK B CpoKw,
OIIpeeNICHHbIC HACTOSIIUM ITyHKTOM, SIBJISIETCSI OCHOBaHUEM JUIS pacTopkeHus JloroBopa B JEHb MHOTyYEHHS
TaKOTO YBEJOMJICHHS.

2.2.3. Ortka3eBath KimeHTy B mpHeMe DJJIEKTPOHHBIX JOKYMEHTOB IIOCIIE€ IIPEIBAPUTEIHLHOTO
yBenomieHus: KimenTa, B ToM ymcie ¢ ucnojib3oBaHueM CHCTEMBI, B cly4ae HENPEACTaBICHHS 3allpalliBaeMbIX
JOKYMEHTOB W/uiu npu3Hanus bankom caenok KinmeHnTa moo3puTeabHbIMH.

B takom cnyyae bank npuanMaer ot KimenTta ToJIbKO HaieKamuM o0pa3oM opOpMIICHHbBIC pacyeTHBIC
JOKYMEHTHI Ha OyMa)KHOM HOCHTEJE.

2.2.4. B cmyuae Hanmuuums mojo3peHuil B kommpomertanuu kitoua OII Knmenta, B ogHOCTOpOHHEM
ropsiake OJIOKUpoBaTh jAeiicTBue Kiroda DI ¢ yBemomienneM o6 3tom Kimenra B Teuenue 1 pabouero mgHS CO
JHS TPUHATHAS TaKOTO PEUICHUS C WCIOJNB30BAHUEM CPEACTB CBS3M, OO0CCIEUMBAIOMINX (UKCHPOBAHUE
ornpasienus. [lpu stom oGcmyxkuBanue Knumenra uepes Cucrtemy «iBank 2» mpuocranasmuBaercsi. CHsiTHe
OnmokupoBkH 00 uckimoueHue kmoua DI Knuenrta B cnyyae moaTBepkaeHus (akTa KOMIPOMETAUH KITIOYa
OCYIIECTBIISIETCS B MOPAIKE, YCTAHOBICHHOM PermaMeHTOM.



2.2.5. bank BmpaBe 0e3 MpenBapUTENHHOTO yBeAOMJeHHWsS KiMeHTa NPHUOCTAaHOBHUTH WM IPEKPATUTh
ncrionp3oBanue DIl Kimmenra B cimydae Hapymenus Kinentom mopsiaka ucmoib3oBanus kiaoua D11 Kimenra, a
TaKXke He HcrolHeHus1 KineHToM cBOMX 00s13aTeNbCTB 10 NPEACTABICHHUIO JOCTOBEPHOM HHPOPMAIIUH IS CBSI3U
C HHUM, MpenaycMOTpeHHble NyHKTOM 2.3.12. nHactosmux IlpaBwi. IlpuocTaHoBneHHME WM MpeKpalleHue
ucrionp3oBanuss Kmumenarom DOI1 Knmenra He mpekpamaer oOs3arenscTB Knmenta m banka, BO3HHKIIHX [0
MOMEHTa IPUOCTAHOBJICHUS WM MPEKPAIIEHUs YKa3aHHOTO UCIIOIb30BAHHA.

2.2.6. baHK uMeeT MpaBO 3alpPETUTh AHOHUMHYIO PETHCTPallMi0 B MOOMJIBLHOM NpuiiokeHnu Mobile-
bankuHr.
2.2.7. OcymiecTBIsATh HHBIE TIPaBa, yCTAHOBIEHHBIE HACTOSIINME | IpaBruiamMu 1 IPUIIOKEHUSAMHA K HAM.

2.3. KineHrt o0s3an:

2.3.1. CoGaronats TpeboBanus Permamenta u PykoBojcTea monb3oBareias Cucremsl «iBank 2» (manee —
Onucanue), Pa3MeIICHHOTO 1o ajpecy: https://ibank2.newbank.ru/docs/Corporate Internet-
Banking WEB_Guide.pdf,, B pemakuusx, JeiicTBYIOIINX Ha JaTy OcylecTBIeHus onepanun B Cucreme «iBank
2».

2.3.2. Ilpencrasuts B bank Ceprudukar kimoda npoepku Il cotpynumnka Knuenra B Cucreme «iBank
2», oOPMIICHHBI B TIOPAJKE, YCTAHOBICHHOM PerimamMeHToM, ¢ yKa3aHWEeM JaThbl €r0 COCTAaBIICHHS, CBEICHHN O
BIIAJIENIbIIe KIfO4Ya, TOJIMUCH BIAJeNblla KIo4Ya, 3aBEPEHHBIH IMOJNUCSIMHU JIMI, YKa3aHHBIX B KapTOYKE C
oOpasiamu moAnucei U oTTrcka rneyatn KimmeHTa U ckperieHHbIN nevathio Kinenra.

2.3.3. OmaumBate moxakimodeHne k Cucreme «iBank 2», oOcimykuBaHue M WHbIE ycinyrn banka,
CBsI3aHHBIE C Ucnoyb30BaHueM Cucremsl «iBank 2» B mopsiake ¥ Ha yCIOBUSIX, YCTAHOBJICHHBIX ACHCTBYIOLIMMU
Tapudamn banka. Kiment obs3yercs oOecnednTh HaIW4YHE CPEACTB HA CBOEM CUETE JJISi CBOEBPEMEHHOM
oruiaTel ycnyr baHka.

2.3.4. ObGecneunTh KOHPHUICHUHUANBHOCT, B OTHOLIEHWM WCIOJB30BAaHUS W XpaHEHHS KIIOuei
Oll/naponeii/6I0KUPOBOYHOTO  CIOBAa/HOCUTENEH  KIOYEeBOM  HMH(OpPMaUWW/IepCOHANBHBIX  alllapaTHbBIX
KPUTITOIIPOBaWIEpOB/ MOOMIIBHBIX yCTPOUCTB, HA KOTOPBHIX YCTAHOBIIEHO TMpriiokeHue Mobile-bankuHT.

2.3.5. OOecneunBaTh TpeaOCTaBlIeHHE IpaBa Ha pabotry B Cucreme «iBank 2» Tombko nmmam,
yKa3aHHBIM B TpelocTaBieHHONW B baHk kaprouke oOpa3moB moamuceil m oTtucka nedatn Knuenra. KnmeHt
00513aH NOJIEPKUBATh COOTBETCTBUE MEXIY JIMLIAMH, YIIOJTHOMOYEHHBIMHU PACIIOPSDKATHCS CPEACTBAMH Ha CUETE
Knmenra, ykazaHHBIME B KapTO4Ke ¢ oOpa3laMd TOJNMHCEH W OTTUCKA TeYaTh, W JUIAaMH, (aKTHYECKH
WCTIONB3YIOMIMMHU HOCUTENHN KITI0UeBO HHPOPMAIH U cpelicTBAa MHOTO(AaKTOPHOH ayTeHTH(QHUKALINH.

2.3.6. CaMOCTOSITENBHO U 32 CBOM cUeT o0ecleurnBaTh 0€30MaCHOCTh U LIEIOCTHOCTh CPElbl HCIIOJTHEHUS
Ha KOMIThIOTEpaX W MOOMIIBHBIX YCTPOHCTBaX, C KOTOPHIX ocyliecTBiseTcs padota B Cucteme «iBank 2», B Tom
grcie obecreynBarh 3allUTy OT HECAHKIIMOHHMPOBAHHOIO JIOCTYIa HEYNMOTHOMOYCHHBIX nuil B Cucremy «iBank
2» B Tmpenesax CBOCH KOMIETEHIMH, 00ECIEUUTh 3alUTy MPUMEHSEMBIX allapaTHBIX CPEACTB AJs paboThl B
Cucreme «iBank 2» OT KOMIBIOTEPHBIX BHPYCOB, BPEIOHOCHOTO MPOTPAMMHOTO OOECIedeHHs, B TOM YHCIe
BPEIIOHOCHOTO KOJla, HECAaHKIMOHUPOBAHHOTO YAAJCHHOTO aJIMHUHHUCTpUPOBaHHA. D(PQeKTUBHBIE CIMOCOOBI
3amuThl u310keHsl B [lamsatke ximenty (Ilpunoxenue Ne 9). O npumeHeHUHN Takux croco0oB 3amuThl KimeHt
00s13aH coobmaTe baHKy 1Mo 3ampocy MocIeaHero.

2.3.7. CBoeBpeMeHHO oOpamaThes B bank 11t 0;10KUpOBKHU yTpaueHHOTo/ykpaaenaoro OTP-Tokena B
Cllydae MoJIb30BaHUs COOTBETCTBYIOIICH YCIIyTOM.

2.3.8. B ciyuae xommpomeranuu kimtoda OI1 Kinuent ob6s3an npekpatuth ucnons3oBanue kiroda DIl u
HEMEJIEHHO M3BECTHUTH B MPOCTON MUChMEHHOU opMme baHk B mopsake, ykazaHHOM B TyHKTe 5.4. [Ipunoxenus
Ne 5 u Ipunoxenun Ne 8 k Hactosimemy JloroBopy. Takoe u3Benienue no tenedony/hakcy He BIeYeT HUKAKHX
MPaBOBBIX TIOCIEACTBUH, KpoMe 00s3aHHOCTH baHka mprocTaHOBUTH Hcnojb3oBaHue B Cucreme «iBank 2» Toro
kmoua Ol Kimenra, o xoMmmpomeranuu (WM TOJO3PEHHH Ha KOMIPOMETAINHI0) KOTOPOTO H3BENIeH baHK.
W3Bemnienne MUCTaHIIMOHHBIM criocoboM He ocBoOoxkmaer KimeHTa oT 00s3aHHOCTH IpencTaBuTh B bBaHK
3asBieHne o Gopme npuiiokeHus Ne 4 Ha OyMa)KHOM HOCHTENE B IPeIyCMOTpeHHBIH [IpaBunamu cpox.

2.3.9. B cirydqae yrpars! kmroda D11 KinerTta u(wmm) ero ncnoiab30BaHus 0e3 COTachs MOCIeTHEr0
KnmenT 00s13aH He3aMeIUTENFHO HapaBUTh baHKy yBeJOMIICHUE:

- IyTeM HampaBiieHUs B aapec baHka yBeJOMIIEHUS] OZHUM M3 JTUCTAHIIMOHHBIX COCOOOB, YKAa3aHHBIX B
[punoxxennu Ne 8 x Hactosmmemy JloroBopy. Ilpu stom KimmeHT 006s13yercst B cpok He Oonee Tpex pabounx gHEH
CO JHs HalpaBJCHUS YBEJOMJICHUS OJHMM U3 yKa3aHHBIX BBIIIE CIIOCOOOB, NMpencTaBuTh B baHk 3asBieHHE IO
¢dopme Tpusnoxenust Ne 4 Ha OyMa)KHOM HOCHUTEJIC; HITH

- MyTeM NpPEeAOCTaBICHUS, HETMOCPEACTBEHHO B baHK yBEIOMJICHHWS, COCTABICHHOTO Ha OyMa)KHOM
HOCUTeNE, KOTOpoe B 00s3aTeJIbHOM MOpSIKE JOJDKHO COAEP)KaTb COOCTBEHHOPYYHBIC — IIOAIHUCH
ynojaHoMoueHHbIX jul Knuenta, ykazaHHeix B Kaprouke, m mneudath KimeHTa, OTTHCK KOTOpPOH 3asBJI€H B
Kaprouke, a Taxke 3asBiaeHust no ¢opme Ipunoxenuss Ne 4. B cnyvae, ecniu KnneHT HampaBui yBeaoMIICHHE
banky ykazanubiM B JloroBope crnoco0oM, B TOT HEPHOA BPEMEHH, KOTODPBIA SBISETCS HEPaOOYMM BpeMEHEM
Banka, TO moOCTymnMBILIEE YBEAOMJICHHE CUMTACTCS IOJyYeHHBIM BaHKOM B IepBbIli paboumii neHb baHka,

CJ'ICI[yIOIIII/Iﬁ 3a BpCMCHCM OTIIPAaBKU YBEAOMIJICHH. .



2.3.10. KontponupoBaTh COOTBETCTBHE CYMMBI IUIaTeXa W OCTAaTKa Ha HAYAJIO ONEPAIMOHHOTO ITHS Ha
cBoeM cueTe B baHke M OCYIIECTBISATH IUIATEXXHU TOJNBKO B MpEZeNiaX 3TOTO OCTaTKa 3a MCKIIOUYEHHEM CIIydacB
npenocraBieHusl baHkoMm oBepapadTa 1Mo cyeTy KIMEHTa MU OCYIICCTBICHHUS BCTPEYHBIX TUIATEIKEH, YCIOBHS
KOTOPBIX OTOBAPUBAIOTCS OTACIHHBIMU COTJIAIICHUSIMHU CTOPOH.

2.3.11. Ilpu yBemomieHnn bankoM o cmeHe (OOHOBJIICHHH) MTPOTPAMMHOTO OOSCIIEUCHHSI OCYIIECTBIIST
BCE HEOOXOIUMBIC NCUCTBUS JUISS CBOCBPEMCHHOIO IIOJYYCHUS M YCTAaHOBKHM HOBOW BEPCHUU TPOTPAMMBI
KIIMEHTCKOTO MOJTYJISI VT OOHOBJICHUST MMCIOIIICHCSI.

2.3.12. TlpenocraButh baHky m0ocTOBEepHYIO HHGOPMAIIMIO JJIs CBA3M C HUM, a B CIydyae €€ M3MCHCHUS
CBOEBPEMEHHO IPEIOCTaBUTh OOHOBIICHHYIO WH(popmarmio. O0s3aHHOCTL banka mo HampamieHwio KimeHTy
YBEJIOMJICHUH CUMTAETCS UCTIOJHCHHOM NPY HAIIPaBIICHUH YBEIOMJICHUS B COOTBETCTBUM C UMeronielics y banka
nHpopmarueit as cBsi3u ¢ KimmeHnToMm.

2.3.13. Coobmares B TeueHHE TpeX OAHKOBCKHX ITHEH IOCIC ITONYYCHHS BBIMHUCKA 00 OMMOOYHO
3aYUCIICHHBIX Ha CYET CyMMaXx.

2.4. KiveHT uMeeT NMpaBo:

2.4.1. llony4yats oT baHka OpraHU3allMOHHO-TEXHUYECKYI0 WH(OPMAIMIO B paMKaX OOCITYy>KHBAaHUS IO
Cucreme «iBank 2», B TOM umcine uHpOpMAIMIO B BUAC D3JICKTPOHHBIX JOKYMEHTOB B COOTBETCTBUH C
[Ipunoxennem Ne3 k Jlorosopy.

2.4.2. O13BIBaTh IUIATEXKHBIC MOPYUYCHHS TIO TEPEUYHMCICHUIO CPEACTB, NEpeJaHHBIX paHee baHkKy 110
Cucreme «iBank 2», B ¢Qopme mnmcema cBoOoaHOTO (hopMara, COAEpIKAIIErO0 PEKBU3HUTHI OT3BIBAEMOTO
IJIATEKHOTO MTOPYICHHUS, ¢ COOTIOICHUEM TTOPSIIKA, YCTAHOBIICHHOTO HACTOSIIIIUM ITyYHKTOM.

OT3BIB MOXKET OBITH OCYIIECTBIICH HE MO3HEE 15 9aCOB MOCKOBCKOTO BPEMEHH JIAaThI, B TCUCHUE KOTOPOM
OBUIO OTMPABJIICHO OT3BIBACMOEC IUIATEXKHOE MOpYYEHHE, €CIAM JOKyMEHT ObLI OTmpaBieH a0 15 dyacos
MOCKOBCKOTO BPEMEHH, U HE MO37Hee 15 4acoB MOCKOBCKOTO BPEMEHU JIaThl, CICIYIOIICH 3a JaTOi OTIIPaBKH, B
CiIy4ae, eClu IUIaTeXHOE IMOpyYeHHe OBUIO TepefaHo B baHk mocie 15 9acoB MOCKOBCKOTO BPEMEHH, TPH
ycnoBuH, 4To baHK HE OTIpaBUII BRIIICYKa3aHHOE ITOPYICHHUE B CHCTEMY pacueToB banka Poccun.

2.4.3. Odopmuth Hapsay ¢ kmrodoM Oll, MO3BONSIONIUM pacHOPsDKATHCS JICHEKHBIMU CPEICTBAMHU Ha
cuete Kimenta, xmou DI, MO3BOIAIOMMIA OCYIIECTBIATH TOJIBKO IMONyYCHHE WHGOPMAIMH IO CUETy, HO HE
pacropspKaTbes UM (J1aee — IPOCMOTPOBEIHN KITFod). BiramensiieM mMpocMOTPOBOTO KITFOUYa MOXKET OBITh HE TOIBKO
JIUI0, YKa3aHHOE B KapTOYKe OOpasloB IMOANMUCEH W OTTHCKAa TedaTH. KIIMEeHT HeceT Bce PUCKU U YOBITKH,
CBSI3aHHBIC C TIepeadeii MPOCMOTPOBOTO KITF0Ya TPETHHUM JIUIaM, He YKa3aHHBIM B KapTouke 00pasnoB nojmnucen
M OTTHCKA IIeYaTH.

2.4.4. KimueHT uMeeT MpaBo, IO3BOHUB B YIIOJIHOMOYCHHYIO City)k0y baHka, v mpousHecs: OJIOKMPOBOYHOE
CJIOBO, BIIPEIb 0 MHBIX MMChbMEHHBIX yKa3zaHui KimenTa, OiiokupoBaths aelicTByromue kiroun J11 Kiuenra.

3. MOPSIOK PACUYETOB

3.1. 3a moakmouenue u obciayxuBanue Kimenra no Cucreme «iBank 2», a Taxke okazaHue UHBIX YCIYT
1o Hactosemy Jlorosopy, ¢ Knnenra B3uMaeTcs KOMUCCHOHHOE BO3HArpaxeHue (KOMUCCHs) B pa3Mepax U Ha
YCIIOBHSIX, YCTAaHOBJICHHBIX AcHcTByrommME Tapudamu banka, KOTOpble TOBOMATCS MO cBemeHus Kimenta B
MopsAIKe, IPEAYCMOTPEHHOM pa3esioM 9 HACTOSIINX MTPaBHIL.

Knuent 3apanee npenocraBnser banky cornacue Ha criucanue bankom 3a oOcnmyxuBanue B Cucreme
«iBank 2» w okazaHWe HWHBIX YCIyr B paMKax Hacrosmero JloroBopa KOMHCCHH W HWHBIX IUIaTEXEH B
COOTBETCTBHU C JCHCTBYIOUIMMHU Ha MOMEHT oka3aHus yciyr Tapudamu banka.

3.2. @akt nogxmouenna Kiuenta k Cucteme «iBank 2», a Takke okazaHUs JOMOJHHUTEIBHBIX YCIYT B
pamkax Hacrosuiero JloroBopa noarsepxnaercs nognucanueM CropoHamu AKTa IpueMa-lnepesadu MaTepuaioB
v/uny BemofHeHHBIX yeryT ([Ipmnoxxenune No7 x JloroBopy).

4. KOHOMJIEHIIUAJBHOCTD HHOOPMAIIMA

4.1. Knuenrty B pamkax Hacrosiiero JloroBopa rapantupyeTcsi KOHQUISHIIMATLHOCTS UH(POPMAIIHH O €T0
cyeTax U COBEpIIACMBIX MM OINEpalusIX B paMKaX, YCTaHOBJICHHBIX TPEOOBAaHUSAMH JCHCTBYIOIIETO
3aKOHOaTeNnbCTBA PO.

4.2. KiimeHT 00s13aH cO0MI0OAaTh KOHPUACHIHAIEHOCTL HHpOpMannu, kKacaromeics Cuctemsl «iBank 2.

4.3. KimeHt coriiaceH Ha miepefqady eMy baHKOM KOH(QUICHIIMAILHOW WH(POPMAIMKM O €ro CcyYeTax U
COBEpIIIaeMbIX MM OIEpaluil Mo cderaMm yepe3 ceTb MHTepHeT min Tene(oHHYI0 ceTh OOIIEro MOIb30BAHUS C
WCIIONTB30BAaHUEM 3amuiieHHoro SSL-coenmnHeHns (B CiIydae HCIIOJNB30BaHUS CeTH VHTEpHET), a Takxke
MPUMEHEHUsST JOMOJHUTEIHLHOIO IMU(PPOBAHUS TepeaaBaeMoro Tpaduka ¢ UCIHOJIb30BAHHEM POCCUHCKUX
KpUnTorpauIecKux aropuTMOB,



4.4, Kmuent mpusHaeT ucnois3yeMyio B Cucreme «iBank 2» cucremy obOecriedeHHs I1€JI0CTHOCTH
nepenaBaeMor  wHbopmanmu u  ayreHTHdukanuu  KiweHTa,  JOCTaTOYHOM Ui aBTOpH3aIUH
3apErHCTPUPOBAHHOTO TMoNb30BaTenss Cuctemsl «iBank 2» W 3aluThl OT HECAHKIIMOHHUPOBAHHOTO JIOCTYIIA
TPETHUX JIUI K OaHKOBCKUM cueTaM KimeHra.

4.5. CBenmeHus, coaepkarimecs: B JOKyMEeHTaxX, epeaanaprx CtopoHamu apyr apyry mo Cucreme «iBank
2y, TMEPCOHANBHBIC AICKTPOHHBIC a/ipeca, MICHTU(PHUKAIIMOHHBIC TapaMeTphl, Mapoiau U kioun obeux CTOpOH,
WCIIONIb3YEeMbIE ISl pasTpaHUYCHUs JOCTYIA, Mepeiadyd M 3alluThl TepeiaaBaeMoil MH(OpMAaIlMU, a TaKXKe
MaTepuaibl  pa0dOThl  COTJIACHTENILHOW  DKCIEPTHOW  KOMHCCHH 1O  pa30bopy  CIIOPOB  SIBISIFOTCS
KOH(UJICHIIMATLHBIMU cBeJicHusME. KoH(UIeHITMabHBIE CBEICHUS HE TOJIeKAT Pa3TIIallieHUI0 TPETHUM JTUIIaM,
KpOME YCTaHOBJICHHOTO 3aKOHOM TIOPSIIIKA.

4.6. Bce xoH(HICHIIMABHBIE CBEJCHUS XPAHATCS W yHHYTOXKaroTcs CTOpOHAMH B COOTBETCTBHH C
MOPSIIKOM M CPOKaMU XpaHEHHS U YHHUYTOXKEHUS] (PUHAHCOBBIX JIOKYMEHTOB.

5. OTBETCTBEHHOCTBH CTOPOH U PACHHPEJAEJIEHUE YBBITKOB

5.1. CTOpOHBI HECYT OTBETCTBEHHOCTH 3a JOCTOBEPHOCTh MH(OPMAIUH, TIPEAOCTABISIEMOI APYT IPYTy B
pamKkax ucrnoiib3oBanus CucteMsl «iBank 2.

5.2. bank He HeceT oTBeTCTBEHHOCTH Tepen KmmeHnrom 3a dakTudeckoe coorsercTBre cpencts CK3U
TpeOOBAHUAM TI0 UX CEpTU(HUKAITIH.

5.3. 3a neyBenomienue banka B coorBeTcTBHM ¢ MyHKTOM 2.3.13. 00 OIIMOOYHO 3aYMCICHHBIX HA CUET
Kmuenta cymmax KimenT yruraunBaeT banky 3a kakaplit JeHb npocpouku meHio B pazmepe 0.05% ot ommbogHO
3a4MCIIeHHOM Ha cueT KimeHTa CyMMBl.

5.4. B cimyyae HECBOCBPEMEHHOTO W3BEIICHUs wiu HewsBenleHuss Kimuentom banka o xommpomerarnuu
win Jro00M momo3peHnn Ha kommpomeranuio kimouedt DIl Knmenra BaHk He HeceT OTBETCTBEHHOCTH 3a
WCTIOTHEHHE DJICKTPOHHOTO JOKYMEHTAa, TOMIMMCAHHOTO JeWcTByromed koppekTHou OII. Bce cBs3aHHBIE B
TAHHOM CITydae pUCKU yOBITKOB HeceT KitneHr.

5.5. BaHk HE HeceT OTBETCTBEHHOCTH 3a ucnoiaHenue D /] KivieHTa, MoAroTOBICHHOTO | ITepelaHHOro 0e3
ydacTusi yrnonHoMo4deHHbIX nul Kinenra, ykaszanaeix B Ceprudukare kimoda nposepku Jll, B Tom umcie mpu
CMEHe yKa3aHHBIX JIMI] W HEMpeIOCTaBIeHUH AaHHBIX M3MeHeHHH B baHK, a Takke B TexX ciydasx, korma JJ]
MOATOTORJICH JIUIIOM JINOO JIUIIAaMH, TIOJITHCH KOTOPBIX UMEIOTCS B KapTOYKax 0Opa3IoB MOMIMUCEH U OTTHCKA
nevyatu Kiuenrta, a NelCTBUTENbHBIC TTOJHOMOYHS YKa3aHHBIX JIUI CHaIbCU(UITUPOBAHbI, eclid 3TU D/ UMEIOT
BCE HEOOXOMUMBIE IS YCTAHOBJICHHS VX MTOJJIMHHOCTH PEKBU3UTHI U MPOIUIH COOTBETCTBYIOUINI KOHTPOIB MPH
nposepke D11 Knuenrta u nenoctHoCTH HHPOPMALIH.

5.6. baHk He HeceT OTBETCTBEHHOCTH 3a yIIepO, MpuunHEHHBIM KIMeHTy B pe3ysbTaTe MCIOIb30BaHUS
kimtoua OI1 KireHnrta ¥ ero HocHUTENs, a Takke CpPeacTB MHOro(hakTopHoil ayTeHTudukanun KirueHTa TpeThbUMH
JIMI[AMH, He UMEIONIMMHE paBa paborats ¢ Cuctemoii «iBank 2» u gaBath pacrnopsbkeHus o cyery Kimenra, a
TaKXKe 3a MOCJEJCTBUsI BO3/ICHCTBYSI BPEJIOHOCHBIX MPOTrPaMM, B TOM YHUCIIEe BPEIOHOCHOTO Kojaa. KiueHrt Hecer
MOJIHYI0 OTBETCTBEHHOCTHh 3a OOECIeueHHE COXPAaHHOCTH M KOH(HICHIIMAIFHOCTH KIIOYeBOW WH(MOpMAIuH,
HOCHTEJICH KIIIOYCBOW HH(pOpPMAIMM W CPEIACTB MHOTrohakTOpHOM ayTeHTH(HKaiuu KineHnta, a Takke 3a
co0moaeHre Mep 3auThl cBoero APM oT BpeIOHOCHBIX IPOrPaMM.

5.7. Bank Bo3memiaer KimeHTy Bce yOBITKH, CBS3aHHBIE C HEKOPPEKTHBIMH M HEIPABOMOYHBIMHU
orepanusiMi 1o cueTy KimeHTa, WMEBIIMMH MECTO B paMmKax IedcTBHs maHHoro [loroBopa, mpowuzomienmve
WCKITIOYUTEIHHO 10 BUHE baHKa, B COOTBETCTBUH C JCHCTBYIOIIUM 3aKOHOIATEILCTBOM PD.

5.8. B cinyyae HeCBOCBpEMEHHOTO MPHUOCTAHOBICHHUS BaHKOM orepaluii Mo CYEeTy C HCIOJIb30BaHUEM
Cucremsl «iBank 2», mocie momxydeHHs MACEMEHHOTO cooOmeHuss KimmeHTa 0 KOMIIPOMETallMH €ro KITIoUeH,
bank Bosmemaer KimueHTy MpUYIuHEHHBIE 3THM 0€3/1eiCTBHEM YOBITKH.

5.9. CTopoHBl HE HECYT OTBETCTBEHHOCTH 3a paboTy rioOanpHOH ceTw Internet, ee mporpamMMm u
MIPOTOKOJIOB, @ TaK)K€ WHBIX TENEKOMMYHUKAIIMOHHBIX KaHAJIOB WM CHCTEM CBS3H, BKJIOYas IMPOBOJHYIO H
MOOWIBbHYIO Tele()OHHYIO CBS3b. YOBITKH, BO3HHUKINHE y OMHON M3 CTOPOH NpH WX IOJHOW WM YaCTHIHOM
HepabotocniocoOHocTH, npyroii CTopoHOW He Bo3MemaroTcs. Hukakuwe mnpeTeH3uu Mo paboTOCIOCOOHOCTH
riobanpHOM cetr Internet, ee mporpaMM M MPOTOKOJIOB, HHBIX TEICKOMMYHUKAIIMOHHBIX KAHAJIOB U CUCTEM CBSI3H
CropoHaM# HE TPUHUMAIOTCA U HE PACCMAaTPUBAIOTCS.

5.10. KnueHr cornaceH ¢ TeMm, 4To baHk He HECET HMKAaKOM OTBETCTBEHHOCTH 3a OIIMOKM MM cOOM B
pabote Cucremsl «iBank 2», ecnu onu nmpousonui He 1o BuHe baHka (B TOM YucIie o BUHE pa3paboTunKa Wiu
npaBooOnamarenss CHcTeMbl), MaKe €CI OHM IOBJICKIW YOBITKHM Kimenta. Yka3anHble yObITKH bankoMmM He
BO3MEMIAIOTCS.

5.11. CtopoHBI OCBOOOXKIAIOTCS OT OTBETCTBEHHOCTH B TOM Cllydae, €CIH HCIOJIb3yeMbie B Cucreme
QITOPUTMBI HE COOTBETCTBYIOT TeXHHUYecKoMy omucaHnio Cucrembl «iBank 2», a Taxke THpu HapyIIeHUU
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pa3pabOTINKOM YCTAaHOBIICHHBIX MPAaBHWJI W3TOTOBIICHUs (pa3paboTku) CucTembl. BO3HHKIIHE B CBSI3U C DTUM
yOBITKH CTOpOHAMH HE BO3MEIIAOTCSI.

5.12. CTopoHbI 0OCBOOOXKIAIOTCS OT OTBETCTBEHHOCTH 33 HEMCIIONHEHNE MM HEHAIJIeXkKallee HCIIOTHEHUE
B3ITHIX 0 HactosimeMmy [loroBopy 00s3aTelbCcTB B CiIydyae BOZHHMKHOBEHHS OOCTOSITEIBCTB HEMPEOIOIMMOM
CHJIBI, K KOTOPBIM OTHOCSTCS: MacCOBBIE OECTOPSAKH, 3a0aCTOBKH, BOSHHBIE NEHCTBHS, CTHXWUHHBIE OEICTBHSA,
MOKaphl, aBapuH, MOBPESKICHUE JTUHHUHA CBS3M (B TOM YHUCIIC TOMEXHM B TEICPOHHBIX CETSIX CBS3H), NCHCTBHUEC
BUPYCOB B I00aidbHON ceTn Internet, OTKIIOYWEHHs SIEKTPOIHEPTHM U KOMIIBIOTEPHOrO 00OpyIOBaHUS,
MPUBOJAIINE K HEBO3MOXKHOCTH TEPEadd AJIEKTPOHHBIX JOKYMEHTOB, ()MHAHCOBBIA M (WMIIM) SKOHOMUYECKHMA
KPHU3HCHI, KPU3UCHBIE SIBIEHUS B 0aHKOBCKO# cucteme P®D, BCTymuieHne B CHITy 3aKOHOJIATENBHBIX aKTOB, aKTOB
(henepanbHbIX, TOCYTAPCTBEHHBIX WM MYHHIIUIIATBHBIX OPTaHOB, B TOM YHCIIE CYJACOHBIX, TPABOOXPAHUTEIEHBIX
Y HAJIOTOBBIX OPTraHOB, Cy/ICOHBIX MTPUCTABOB-UCIIONHUTENEH 1 003aTENHBIX IS HCIIOTHEHHSI OTHOM U3 CTOPOH,
MpsIMO I KOCBEHHO 3alpelIalolluX YKa3aHHBIE B JOTOBOPE BHUABI JEATENBHOCTH WIN TPENSTCTBYIOIIHE
BbimosiHeHHI0 CTOpOHaMu CBOMX 00s3aTenbcTB 1Mo JloroBopy, a Takke JroOble Ipyrue OOCTOSITENbCTBA,
HaxoIsIIMeCs 3a TMpelesiaMH pPa3yMHOTO KOHTPOJII M BIEKYLIHME 3a COOOH HEBO3MOXKHOCTH HCIOJIHEHHS
HacTosiero Jlorosopa.

CropoHa, He UCTIOHUBILASI CBOU 00S3aTENIbCTBA BCJICACTBUE HEMPEOAOJIMMON CUIIBI, TOJDKHA B Pa3yMHO
KOPOTKHUH CPOK MPEICTaBUTh JAPYrol CTOPOHE MUCHMEHHBIE J0KAa3aTeNbCTBA, MOJATBEPKAAMNIUE MPUUUHHYIO
CBSI3b JAHHBIX 0OCTOSTEIHCTB C HETATUBHBIMU pe3yJIbTaTaMu (HapyIleHHeM 00s3aTelbCTB), a TAK)KE IMICHMEHHBIS
JIOKa3aTeNbCTBA, IOATBEP)KIAIONINE HAIWYHE IOCIEACTBUN, HX TMPOMOIDKUTEIHFHOCTE M HEMPEOJO0THMOCTh
YKa3aHHBIX 00CTOSTEIILCTB.

5.13. B ciydae BO3HHKHOBEHHS OOCTOSITENBCTB, YKa3aHHBIX B M. 5.12. cTOpoHa, MOABEPIIIAsCS HX
BO3JICHCTBHIO, YBEAOMIISIET 00 3TOM JpYryl0 CTOPOHY B IIHMCBMEHHOW (opMe B TedeHHe 2-X JHEH C
WCTIONBb30BaHUEM CPENICTB CBS3U, 00eCIeunBarOIUX (GUKCUPOBAHUE OTIIPABIICHHUSI.

YBenomiieHHe AODKHO COAEpKaTh MH(QOPMALMIO O XapaKTepe OO0CTOSITENbCTB, OLCHKY MX BO3IEHCTBHS
Ha BBITIOJHEHHE CTOPOHOW CBOMX OO0S3aTEIBCTB IO HACTOSIIEMY JOTOBOPY M TPEAIOJIaraeMOM CPOKE
BO300OHOBJICHHS BHITIOJIHEHUSI CTOPOHON 003aTENBCTB MO JOTOBOPY.

5.14. Ecnu obOcrosiTenbcTBa, yKazaHHble B 1.5.12 ¥ X MoOcieACTBHA OyAyT CyLIecTBOBaThb Oonblie 6
MECSIIEB WM €CIIM OYE€BUJHO B MOMEHT WX BO3ZHHMKHOBEHHS, YTO OHH OYyAyT CYyIIECTBOBATH OoJiee yKa3aHHOTO
cpoka, CTOpOHBI B KpaTdaiilliee BpeMs MPOBEAYT MEPErOBOPHI MO BBISBICHHUIO MPHEMIIEMBIX albTePHATHBHBIX
MyTel BBIMOJIHEHUS HACTOSIIETO JOTOBODA.

5.15. B cBs3u ¢ TeM, uyto KineHT B 11000M ciydae IMeeT BO3MOKHOCTD MPEACTaBiIsITh B baHk pacuéTHble
JOKYMEHTHl Ha OymMakHOM HocuTene, baHk He Hec€T OTBETCTBEHHOCTHh neper] KimeHToM 3a HeCBOEBPEMEHHOE
npencrarienue KimeHToMm nokymMeHTOB B baHk nmpu HEBO3MOXKHOCTH Tiepeiaun TokyMeHToB o Cucreme «iBank
2», B TOM 4yHcie Tpu e€ HepaboTOCTIOCOOHOCTH WIIM MPHOCTAHOBICHUHU oOcmykuBanusi Kinmenra uepe3 Cucremy
«iBank 2» baHkoM B 0JTHOCTOpPOHHEM IOPSIKE.

5.16. Bce pucku u yOBITKH, CBSI3aHHBIE C TOBTOPHBIM TPEJOCTABICHHEM 3JIEKTPOHHOTO JTOKYyMEHTa,
nepenaHHoro panee banky B uHOW dopMe (3JICKTPOHHON MM OyMaXkHOI), ToJHOCThI0 HeceT KimeHT. bank He
OCYIIECTBISIET KOHTPOJIb 32 TIOBTOPHBIM MPEIOCTABIEHUEM OHOTO U TOTO K€ PacyeTHOro AokyMeHTa Kinentom
1 He HeCeT OTBETCTBEHHOCTH 3a €r0 TIOBTOPHOE MCTIOJTHEHHE.

6. OCOBBIE YCJIOBUA

6.1. laummaTopoM ceaHCoB CBs3M ¢ bankoM Bcerna sBisercst Kimuent. JIro6ast mpocpodka B BHITOJTHCHHH
Bankom cBomx 00s3aTeNbCTB, KOTOpas MPOM30LLIA M3-32 OTCYTCTBUSI MHUIHMATUBBI KiMeHTa B yCTaHOBJICHUH
ceaHca cBs3u ¢ bankom, B ToM uuciie npu Bbibope KimeHTOM AOMOTHHUTENBHBIX YCIYT MO MHOTO(aKTOPHOM
ayTeHTU(QUKAIMN ¥ TOATBEP)KIEHUN HAlPaBIEHUS IUIATSKHBIX JOKYMEHTOB, HE BJEdYeT 3a CcoOou
OTBETCTBEHHOCTH baHKa.

6.2. Knuent npu noxnucanuu O/ DIl mpuMeHseT cBOM 3JEKTPOHHBIE KJIHOYM MOANMUCH, a baHk mpu
npoBepke D11 D1 - KiIroun MPOBEPKH IIEKTPOHHOM noanucy KimmenTa, sBistomuecs 1eHCTBYIONUMA Ha MOMEHT
roAnMcaHus 1 nepeaadn D/ Ha 0OpabOTKy COOTBETCTBEHHO.

Kitoun (moamucu u cooTBeTCTBYIONIMIA eMy Kirod npoBepku) DI KnmenTa sBisitoTcst 1eHCTBYIOIIMME Ha
MOMEHT noanucanust JJ1, ecau OHU 3aperUCTPUPOBAaHBI B COOTBETCTBUE ¢ PermamMeHToM, He OJIOKMPOBAHBI U HE
WCKITIOYEHBI, a CPOK MX ACUCTBUS HE OKOHYEH.

Kimrounn (mommucd ®W  COOTBETCTBYIONME eMy Kimrou npoBepkn) OIl  Kimenra cuaurarotcs
3apeructpupoBaHHbiME B Cucreme «iBank 2» ¢ momenra perucrpauun baHkoM HaajexamuMm o0pazoMm
opopmiennoro Ceptudukara kimoda npoBepku OIll, o wem Ha Oymaxknom Hocutene Ceprudukara
YHOJTHOMOYEHHBIM COTPYIOHHKOM baHKa CTaBHTCS COOTBETCTBYIOIIas oTMeTka. CBEeleHHS O CpOKe IEHCTBHS
kmoua OlIl ykaspiBatorcss B Ceprudukare kimroda npoepkud Ol ymonHOMOYeHHBIM cOTpyaHMKOM baHka B
COOTBETCTBHU ¢ PerinaMeHToM 1 BHOCSTCS B AaHHbIe CrucTeMbl «iBank 2». Vicuucienne cpokoB ASHCTBHSA KITIOYa
DIl ocymecTiseTcs ¢ aatel peructpaiuu Ceprudukara Kiroda mposepku D11,

10



Bcee mporienmypsl reHepanuy (CO3MaHUs), PETUCTPAINN, CMEHBI, OJIOKMPOBKH M HCKITIOUCHUS Kiroded Ol
MIPOU3BOJISATCS B COOTBETCTBHM C PermamMeHToM.

6.3. KimmeHt 00s13aH npon3BoauTh cMeHy kiroueit DI KimeHnra B citydasix, yCTaHOBJICHHBIX PeriameHToMm.
Cmena/6nokupoBka/uckiroyenne kiodeid D11 MoxeT ObITh IPOM3BEICHA B 000 MOMEHT 0 skenanuro Kienra, B
COOTBETCTBUU ¢ AericTByronwmMHy Tapudamu banka.

6.4.06s3atensctBa CTopoH o /1, BeITeKaromue U3 HacTosmero Jlorosopa, BOSHUKAIOT MOCIIE PETUCTPALIUT
OI1 Knuenra B Cucteme «iBank 2».

O] uMmeeT cuily TOJNBKO B Clydae €CiM IO pe3yibTatam ero mnpoBepku Cucremoii «iBank 2» Oyder
ycTaHoBJieHa KoppekTHocTh D11 KireHTa, o TMHHOCTE | 1IETOCTHOCTE /1.

6.6. Ha ocHoBanum tpeboBanmii ®enepansHoro 3akona ot 08.07.2006 Ne152 @3 “O nepcoHaIbHBIX JaHHBIX
Biageneny kmouya OIl 1 Bo3MOXHOCTH 00paOoTKH baHKOM ero mnepcoHaJIbHBIX NAHHBIX, COIEPIKAIINXCS B
Ceprudukare Kmoua nposepku DI, gomkeH nepenath baHKy MHCBMEHHOE corjlacie Ha 0OpabOTKY MepCOHAIBHBIX
naHHbIX. CTOpOHBI TMPU3HAKOT, 4TO 0Oe3 momydeHuss takoro Cornacus baHk He uMMeeT mpaBa OCYILECTBIISATH
BepU(UKAIMIO JIaHHBIX, MpeAcTaBleHHbIX B Ceprudukare kmoda nposepku JIl, a, ciemoBarensHO, HE UMEET
BO3MOXKHOCTH 3apeructpupoBars kiaroud DI Kiuenra B Cucteme «iBank 2» u HamiexaimyaMm o0pa3oM HCIIOIHATH
o0s13aHHOCTH 110 JlOTOBODY.

7. PASPEIIEHUE CIIOPOB

7.1. Bce paszHormacusi, criopsl U KOHQIIMKTHBIC cuTyanuu (maigee — “Cropbl”), BO3HHUKAIOIMIAE MEKITY
CropoHamMH B paMKax BBIMOJIHEHUS HAcCTosero JloroBopa, pa3pelialoTcs C yY4eTOM B3aUMHBIX HHTEPECOB
CTopoH IyTeM MEeperoBOpoB B MOpsAKe, ycTaHOBIeHHOM HacTosmmM JloroBopom u «llopsimkom pasperieHus
criopoB» (IIpunoxenne Ne 6).

7.2. Bank 00s3aH paccMarpuBarh 3asBieHUs KiMeHTa, B TOM 4YHUCIe TIPpU BO3HUKHOBeHHHM CHOPOB,
CBS3aHHBIX C HCHoiib30BaHMeM Kimentom ero kmoua OII, a Taxke mpemoctaBuTh KIHMEHTY BO3MOXKHOCTH
MoJTydaTh MH(QOPMAIMIO O pe3yslbTaTaX PacCMOTpPEHHs 3asBICHHWH, B TOM 4HCIE B NHCBMEHHOW (opme o
TpeboBanuto Kinenra:

- B ciydae ucrnonb3oBaHus Kmmentom wiroua DIl KimeHTta anst ocyIiecTBICHUS TPaHCTPAHUIHOTO
TepeBoaa IEHEKHBIX CPEIICTB — B CPOK He 6osee 60 muelt co mHA monydeHus 3asBieHnii Kinenra;

- B OCTaJBHBIX CITydasx — B POk He 6osree 30 gHEH co aHS MoTydeHus 3asBieHnid Kimenra.

7.3. B cimyuae Bo3HuKHOBeHHMs CriopoB Mexay KimentoM m bankom B pamkax Hactosmiero JloroBopa
COBMECTHBIM pemiecHreM o0cenx CTOpPOH CO37aeTCs COTJIACHUTENbHAS DJKCIEPTHAas KOMHUCCHUS M3 PaBHOTO
KOJIMYCCTBA MPEIACTABUTENCH OT Kax a0 CTOPOHEI.

74. B xome paccmorpeHus komuccuerr Cropa 0 TMOMJIMHHOCTH W/WIKM  UEIOCTHOCTH ]I,
oOpabaTeiBaeMoro/oopadoranHoro ¢ momonibto Cucremsl «iBank 2», moamucannoro OIl, kaxnas Cropona
o0s13aHa T0Ka3aTh JIMIIb TO, YTO OHA CBOEBPEMEHHO M HAJIEKAIINM 00pa30oM BBIITOJHWIA 00S3aHHOCTH, B3SITHIC
Ha cebs no JloroBopy. CBOEBpEMEHHBIM M HaUIeXKalluM BhIOoJTHeHHeM CTOpOHOI 00s3aHHOCTEW MpHU3HACTCS
COOJIFOJICHUE TIOPSI/IKA M YCIIOBUI BBHINOJIHECHUS JCUCTBUHM NMpu OOMEHE JOKYMEHTaMH B JJIEKTPOHHOM BHJIC,
3aKpeIIeHHbIX B J0TOBOpE M MPHUIIOKEHUIX K HEMY.

7.5. CropoHa, TpU3HAHHAS BUHOBHOM, BO3MeMaeT yORITKH Apyroii CTOpoHE B CPOK, HE TPEBBIMIArONMN 15
paboYrX JTHEH.

7.6. VYkionenue kakoh-mu00 Ctoponbl Hactosmiero JloroBopa OT ydacTusi B CO3JaHMM WM pabote
COTTIACUTENIFHOM 3KCHEPTHONW KOMHCCHH MOJKET TPUBECTH K HEBO3MOXKHOCTH €€ CO3IaHUs U PaboThl, HO HE MOXKET
MIPUBECTH K HEBO3MOXKHOCTU yperyiuposanus Criopa B cyJeOHOM Mopsijike. B ciydyae HEAOCTHXKEHHS COTTIAIICHUS
Cropon, ortcyrctBust coryacus 1o CropaM # JOOPOBOJBHOTO HCIIONHEHUS perieHuss Komuccud, Cropsl o
HacToseMy JloroBopy nepenaroTcsi Ha paccMOTpeHne ApOUTpaskHOTO Cyza T. MOCKBBL

8. CPOK JIEUCTBHUS JOTOBOPA 1 MIOPSAJIOK ETO U3BMEHEHMS U PACTOPKEHMSI

8.1.JloroBop BcTymnaet B cuily co nHs npunsaTus (akuenrta) bankom npeanoxenus (odeptsl) Kimnenta o
3akmoueHun JloroBopa, nznoxxeHHoi B 3asBnenun o npucoenunenun (Ilpunoxxenne Ne 1) u neiicTByer 10 KoHIa
Tekyuero roga. Eciau Hu onHa u3 CTOPOH HE 3asBUT O CBOEM JKEJIaHUU PacTOPrHyTh JloroBop He 1o3zHee, 4eM 3a
10 mHEeH Mo OKOHYAHHS CPOKa €Tro JMeHCTBHUA, J[oTOBOp aBTOMATHUECKH TIPOICBACTCS HA KAXKIIBIN MTOCIIEYFOIITHA
KaJIeHOapHbIH rof.

8.2. CropoHBI BIIpaBe pacTOprHyTh Hactosmmi JloroBop B oxHOCTOpoHHEM mopsake. CTopoHa,
[IPEKpalaoas B OJHOCTOPOHHEM IOPSAKE JOIOBOPHbIE OTHOLIEHHUS, 00s3aHa MUCbMEHHO YBEIOMUThL 00 3TOM
npyryto CTOpoHy He MEHee, 4eM 3a OJWH MECSI IO €r0 pacTOp)KEHUs, C O0s3aTeNbHBIM HCIIONHEHHEM BCEX
00513aTeNBCTB, IPeAyCMOTPEHHBIX HacTosmmM Jlorosopom. Kpome toro, JloroBop pactopraercs TaKxe B ciydae,
ykazaHHOM B 11.2.2.2., JloroBopa, u ipu pacTopkeHun [J[oroBopa 6aHKOBCKOTO cUeTa.
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8.3. JloroBop B YacTd KOHPHUACHITMAIBHOCTH WH(POpMAIIMKA NEUCTBHUTENICH B TEYCHHE OJHOTO
KaJIeHapHOT 0 TO/1a Mocie pacTopkeHus Jlorosopa.

8.4. JloroBop MoOxeT OBITh HM3MEHECH WJIHM [IOTIOJHEH IUChMEHHBIM cornanieHneM CTOpoH, 3a
WCKITIOYCHHUEM CITydasi, ykazaHHOTo B 11.2.2.2. [loroBopa, mpenocrasistoniero baHky mpaBo BHOCUTh H3MCHECHUS B
HacTosiuil JIoroBop B 0JITHOCTOPOHHEM TOPSIZIKE.

9. PASMEILIEHUE UH®OPMALIUN

9.1. Tlox pasmemenueMm uHpOpMaIuu B Hactosmmx [IpaBunax moHMMaeTcs MOBEACHHUE baHKOM [0
KineHTOB ¥ Ipyrux 3aHTEPECOBaHHBIX JUI] MH(OPMAIUH, B TOM YUCIIe caMuX [IpaBuil U IPUIOKCHHUA K HUM,
Tapudos, ¢dopm 3asBieHuil, yBeAOMJIEHMH W JPYrHMX JOKYMEHTOB, MOIJIEKAIINX 00s3aTeIbHOMY
ncrnonp3oBannio bankom n Kimenrom npu ucronmHeHun JloroBopa, B MecTax M CIOcOOaMH, YCTaHOBJICHHBIMH
HacTosmumu [TpaBunamu, 00eCIeUnBaIONIMME BO3MOXKHOCTh O3HAKOMIICHHUS ¢ 3TOH mHpopMarueiit Kinuentos, B
TOM YHUCIIC:

- pasmenierne nHhopMalnu, B ToM uncie [Ipasun, npunoxxenuit kK HuM, Tapudos, popMm JOKyMEHTOB Ha
Caiite banka;

- pa3MerieHre HHpopMaIuyu Ha HHPOPMAIIMOHHBIX CTCHJIaX B MECTaX OOCITYy)KMBaHUs KIUCHTOB baHka;

- HHBIMH CITOCOOaMH, TIO3BOJISIOMMMA KIHEeHTy MoIydnTs HHPOPMAIIHIO.

9.2. MomentoMm pasmenieHns (myOnukanun) [lpaBumi, TpwiIokeHHWH K HUM, (HOPM JTOKYMEHTOB H
nH(OPMAITUU CYUTACTCS MOMEHT MX TIEpBOT0 pa3MerieHus Ha Caiite banka.

10. IIpuaoxenus

10.1. B JloroBop BKIIIOUYCHBI CIACAYIOLINE MPUIOKECHHUS, SBISIOIINECS €r0 HEOTHEMIEMON YacThIO:
[puaoxenune Nel - 3asBieHue o npucoenquHeHUH K [IpaBruiaM ITUCTAaHIIMOHHOTO OAHKOBCKOTO OOCTYXKHBaHHS
KJIINEHTOB C UCTOJIb30BaHueM cucTteMbl «iBank 2» B Kb «HoBsrit Bex» (O0OO0).

Ipunoxenue Ne2 - Ceptudukar kimoda rnpoepku D11 corpynanka KimmenTa B Cucteme «iBank 2».
Hpuno:xenue Ne3 - [lepeueHs 371€KTPOHHBIX JOKYMEHTOB, NepeckiiaeMbix 1o Cucteme «iBank 2».
punoxenue Ned - 3asBiaeHue o OaokupoBke/uckimoueHnu kinroda 11 Kinuenra u3z Cucremsl «iBank 2.
Ipunoxernue NeS - PermaMeHT 6aHKOBCKOTO 00CTyKUBaHMS ¢ puMeHeHneM CructeMsl «iBank 2y
Mpunoxenue Ne6 - [lopsigok paspelieHus CopoB.

Mpuno:xenue Ne7 - AKT IpUEMKH MaTEPUAIIOB W/WIIN BHITIOJTHEHHBIX YCIIYT.

Ipunoxernue Ne8 - Cornamenuem o nmopsike nHGopmMupoBanms mpu padote mo Cucrteme «iBank 2.
Hpuaoxenne Ne9- [Tamsitka KiimeHTa 0 BOBMOXKHBIX Yrpo3aX XHIIEHHUS JECHEKHBIX CPEJICTB C HCIOJL30BAaHUEM
cucteMbl «iBank 2» 1 crmoco0ax 3aluThl.

Ipunoxenue Ne 10 - PekoMmeHnnaruu mo obecrieueHNIo 0€30IMacHOCTH TP paboTe ¢ MOOWIIEHBIM MPHIIOKCHHEM
"Mobile-BaHKUHT 111 KOPIIOPATHBHBIX KIIMEHTOB"
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MMPUJIOKEHUE Ne 1
k IIpaBujiamM IMCTAaHIINOHHOT0 0AHKOBCKOI0
00CIy’KMBAHHS KJIIMEHTOB € HCMOJIb30BAHNEM CHCTEMBI
«iBank 2» B Kb «Hosblii Bek» (000)

3asiBjieHHE O MPUCOETUHEHUHN No
K [IpaBujiaM JTUCTAHIIMOHHOT0 0AHKOBCKOI0 00C/IYKUBAHNS KJIUEHTOB C HCNOJb30BAHNEM
cuctembl «iBank 2» B Kb «HoBbii Bek» (000)
(manee - 3asBieHHE)

Nudopmanus o Kianenre: O  Ppe3HIeHT  CHepe3sHIeHT
HaumenoBanue Kimenra

[lomHOEe HaMMEHOBAaHWE OpraHU3alWM, NpeArnpuaATdss (B COOTBETCTBHM C  YCTaBOM,
[Tonoxxernem)/PUO nHANBUAYATBFHOTO NPEANPUHIMATENS/(PU3NUECKOTO JIMLA, 3aHUMAIOIET0Cs
B YCTaHOBJIIEHHOM 3aKOHOAATEeNhCTBOM P® mopsiake 4acTHON MPaKTHKOU.

Anpec MeCTOHAXO0KICHUS
OI'PH/OI'PHUII
WHH

Tenedon dakc Azpec 3JIEKTPOHHOU MOYTHI

Odepra Ha 3axmroueHue JJoroBopa o JUCTAHIMOHHOM OaHKOBCKOM OOCITY>KMBaHUH IO cucTeMe «iBank 2y»:

I. Hacrosimum 3asBiisieM/3asBiIsl0 O NMPUCOEIMHEHMH K JedcTByromed pemakuun «I[IpaBui AMCTAHLMOHHOTO
0aHKOBCKOTO OOCITY)KMBaHHS KJIMEHTOB C HCIOJb30BaHHEeM cucTeMbl «iBank 2» B Kb «Hoeii Bek» (OOO)» (manee-
[IpaBma) B mopsake, MpeaycMOTpeHHOM cT. 428 I'pakmanckoro komekca Poccuiickoir ®enepanuu, u
MTOITBEPKIAeM/TIOATBEPIKIAAI0, YTO TOJOKEHUs lIpaBui HaM/MHE W3BECTHBI M Pa3bsCHEHBI B ITOJTHOM OO0BEME, BKIIOUAs
IpaBa, 0053aHHOCTH ¥ OTBETCTBEHHOCTH CTOPOH, TTOPSIOK BHeCeHHS B [IpaBniia M3MeHEeHNH U JONOTHEHUH.

Hacrosmum Bank 3akmouaer ¢ KimmeHToM B MOpsIKe M Ha YCIOBHSX, YCTAaHOBICHHBIX [IpaBmmamu JloroBop o
JIMCTAaHIIMOHHOM OaHKOBCKOM oOciyxuBanuu 1o Crucreme «iBank 2».

Hama u nomep [Jocosopa coomeemcmaytom oame npunamus banxom 3asenenus o npucoeounenuu u Homepy 3aa61eHus 0 npucoeouHeHul.

B cmyuae aknenrta bankoMm B mopsinke, npeaycMoTpeHHoM [IpaBunamu, Hactosieii odepTsl cuntath [orosop o
JMUCTAaHIIMOHHOM OaHKOBCKOM oOciyxuBanuu 1o Cucrteme «iBank 2» 3akmiouennsiM ¢ Bankom. KimeHT cornacen ¢ tewm,
YTO JeHb HampaBlieHHs baHKoM yBeqOMIICHHS 00 akIienTe HacTosmeHd ogepTsl SBISLETCS AHEM 3akiroueHus JloroBopa o
JMUCTAHITMOHHOM OaHKOBCKOM 0o0cCiykuBanuu 1mo CrucreMe «iBank 2», mpu 3TOM akment cuuTaercs moiaydeHHbIM KimeHToM
B 7eHb HanpasiieHIst bankom Kimenty coobmenust 06 akienre.

Hacrosmum KnueHT moarBepmaaeT mpaBo baHka oTka3aTh B akienTe HAcTOAIICH odepThl, Mpu 3TOM baHk He
00s13aH yBegoMIIsATh KimneHTa 06 0TKase OT aKienTta HacTosIIeH ohepThl.

KnmeHT yBenoOMIIEH M COTJIaceH, YTO B CIydae OTKa3a B aKIeNTe HacTosmeidl odeptsl aub0 or3piBa KimmeHTom
HACTOSIIEH O(epThl TOKYMEHTHI, TpeaocTtaBicHHbie KimenToM B bank, Moryt ObiTh monyueHsl Kinentom B TedeHue 60
(IllectumecsaTr) KaJCHIAPHBIX THEH ¢ MOMEHTA MEpeaur HacTOsIero 3asieHus B bank. [1o ucTeueHnn yka3aHHOTO CpPOKa
JIOKYMEHTHI YHHUYTOXKAKTCA 0e3 yBemomieHus KnreHra.

IL Hactosmum Kiuent moarBepkiaer, 4ro B cioydae akienrta baHkoM B mopsake, NpeayCMOTPEHHOM
[TpaBunamu, Hacrosmeit opeptsl, Knnenr:

- TIOJIHOCTBIO M 0e3yCIIOBHO NPUHHUMAET Bce ycioBus [IpaBui;

- 03HaKOMJIeH U coriaceH ¢ [Ipasunamu n Tapudamu banka, B Tom ymcie ¢ mpaBoM banka Ha BHeceHHE U3MEHEHUH
B [IpaBuna n Tapudsl n opsiAKOM BHECEHUsI U3MEHEHNH, HE MMEET BO3Pa)KEHUI NPOTHB pean3aluu baHkoM ykazaHHOTO
npasa.

Hacrosmum KnmeHT moaTrBepkmaer mpaBo baHka oTka3ath B akIeNTe HACTOAIMICH odepThl 0e3 OObSICHEHHUS
npu4uH, npu 31oM bank He 00s13aH yBenomiaTs KienTa 06 oTkase oT akuenrta HacTose odepTsl.
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D B cmydae akmenTta bankom Hactosmied odepThl MpOIIy MPENOCTaBUTh HA YKAa3aHHBIA aipec AJICKTPOHHOW MOYTHI
cepTuduIEpoBaHHbIE KpUNTOONMOIHOTEKH sl paboThl B CructeMe «iBank 2.

HNEPEYEHD JOITOJHUTEJIBHBIX YCJIYT, OKA3BIBAEMBIX BAHKOM ITPHU OBCJIYKUBAHUHN
KJIMEHTOB B CUCTEME «IBANK 2»

O [Ipomssectu HacTpoiiky [ITOBM Kmuenra mns paboter B Cucteme «iBank 2» cmenmanucramu banka, Ha TeppuTtopun
banka. Komndectso [IDBM, Ha KOTOPBIX HEOOXOIUMO MMPOBECTH HACTPOUKY IIT.

D [MpousBectn perucrpanuto [Ipocmorposoro ximoda 11 (6e3 npasa moxmucu D/1) B konudecTse IIT.

D [MoaxmounTs cepBuc padoTel B Cucreme «iBank 2» no onpenenennsim [P-anpecam
(ycmyra npenocTasisiercst B cootBercTBuU ¢ Tapudamu banka):
Hda Cucremoii «iBank 2» 0yayT npuauMatbes Toabko Te /] Knuenra, koTopnie 0b11u
Her HAINIPABJIeHBI ¢ yka3aHHOro kiueHToM IP agpeca (nmanasona IP agpecos). Hubie J]]
Kiauenra, npunnmatbes Cucremoii «iBank 2» He 0yayT.
B ciygae monokMTEIRHOTO OTBETa, ykKa3aTh HeoOxoammble IP-ampeca/mmamaszon IP-ampecoB, ¢ KOTOpBIX OyaeT
OCYIIECTBIATHCA B3aumoJieiicTeue ¢ Cucremoit «iBank 2»:
IP-anpeca Jnanazons! [P-agpecos

D [IpenocraBute MHe yciryru mo 3amute kmoda D1 Kimenta (cTOMMOCTB yCIYTH B COOTBETCTBHE C JEHCTBYIOIIUMH
Tapudamu banka):

Ha
Hert
B crmyyae mMONOXHTENFHOIO OTBETa - VyKa3aTh HEOOXoaumoe BaM KONMHYECTBO NEPCOHANBHBIX —AaNMapaTHBIX
KpUNTONPOBAWIEPOB:
Tun kpunronpoBaiepa Koumn-Bo, mir.
USB-Token

O [IpenocraButh MHE yciyrd mo MHorodakropHoW ayreHTH(UKaiuu ¢ ucnoib3oBanueM OTP — tokena (Ctoumocth
YCIIYTH B COOTBETCTBHE C AelcTByIonmME Tapudamu banka):

i

B cnydae monoXuTenbHOTO OTBETA - yKazaTth HeoOxoaumoe Bam xommdectBo OTP-TokeHOB:

Twun ycrpoiicTBa MHOTO(aKTOPHOH ayTeHTU(QUKALIIH Kon-Bo, mr.

OTP-Token

VYxkaxute kakue pyHkimu OTP-tokena Heooxoaumel Bam i aktuBanuu B CructeMe «iBank 2»:

JIByxypoBHeBasi ayreHTH(UKanus npu Bxoxe B Cucremy «iBank 2» (Bxom B cucremy Oyner
BO3MOXXEH TOJILKO NPH BBOJE NApoJisi, YKa3aHHOTO NpH peructpanun KiueHTa n 0HOpa3oBOro
napouisi, creaepupoanHoro OTP-tokenom).

] [MoarBepxeHne HAPaBIIIEMOT0 IUIATEXHOTO JOKyMeHTa B baHk (Iociie monucy JOKyMeHTa JIst
MOATBEPKICHHUST OTIPABKM IUIATEXKHOIO JOKyMeHTa B baHk HeoOxommmo OyneT BBECTH
OJIHOPa30BEIi Tapoib, creHepupoBanHblii OTP-tokeHOM). HeoOxoauMo ycTaHOBJICHHE ITHMUTA
OTIepaIyy, CBHIIIE KOTOPOU MOTpeOyeTCs MOATBEPKICHHUE TUTaTeXa.

CymMma iumuTa (IpOIKChIO):

py6. 00 kor.

Ipoiy cnucaTh KOMHCCHIO 32 BBIGPAHHDBIE YCJIYTH B COOTBeTCTBUH ¢ aeiicTByomumu Tapudamu Banka:
¢ Halero cuera Ne ;
|:| NPUHATH HAJUYHBIMU B Kaccy banka.

Hacrosmee 3asBieHne cOCTaBIeHO B ABYX dK3eMIUIsIpax. B ciryuae akmenrta bankoM B mopsiake, IpeayCMOTPEHHOM
[IpaBunamu, HacTosmel odpeptrl, KitmeHT 00513yeTcs moryduTh CaMOCTOSTENIFHO HITH Yepe3 CBOETO HaUIeKaluM 00pa3oM
YHOJIHOMOYCHHOTO MPEICTABUTEIIS OJJUH YK3EMIUTAp 3asBICHUS ¢ OTMETKOW baHka 00 akienTe.

1. PEKBN3UTBI BAHKA:
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[Monnoe pupmenHOE HanMeHOBaHKE Ha pycckoM s3bike: Kommepuecknii Bank «Hoblii Bex» (O0mecTBo ¢
OrpannyenHoii OTBEeTCTBEHHOCTHIO)

Cokparierroe pupMeHHOe HanMeHoBaHue Ha pycckoM si3bike: Kb « HoBbiii Bex» (O0Q0)

[TomHOE PUpMEeHHOE HAaNMEHOBaHNE Ha aHTIHIHCKOM s3bIke: «New Century Bank» Limited

Cokparméaaoe GupMEeHHOE HAaMMEHOBaHWe Ha aHrmickoM si3bike: «NC Bank» Ltd.

JInensus Ha ocymecTBieHHe OaHKOBCKUX omnepanuid Ne 3417, Beinana 29 aBrycra 2002 rona baakom Poccnn
Anpec mecta HaxoxaeHus: 115093, r. MockBa, yi. lllunok, 1.4, crp.1 BUK: 044525517

Kopp. cuer: 30101810845250000517 B I'naBHoM ynpasJjienusi LlenrpansHoro 6anka Poccuiickoii ®exepanuu no
HenTpansHoMy (enepaaibHOMY OKPYTY

OI'PH: 1027700047715 HMHH: 7744002652 OKB3/: 64.19 OKIIO: 59055502 OKATO: 45286560000 OKOI'Y:

15001 KIIII: 775001001

PykoBoaurtens/mpencrasutens Kinuenra,

el CTBYIOIIMI HA OCHOBAHUM

(noonucv) QU0
I'maBHBIN Oyxranrep
(noonucs) QU0
MIL.
Otmetku banka:
3asBienne-odepra MPUHATO « » 20 T.

HomxHocTs coTpynuuka banka
(noonucy) QU0

HoroBop 6ankoBckoro cuera Ne OT « » 20 I.

PykoBoaurens Iloapasaenenns

(oamuch) (DPUO) (TOIXHOCTD) (mara)

OTMETKA FAHKA Ob AKLIEIITE O®EPTHI KIIMEHTA:

Odepra Kimmenra 06 oTkpeiTin J[oroBopa 0 TUCTaHIIMOHHOM OaHKOBCKOM OOCITYy>KHBaHHH 1O cucTeMe «iBank 2
aKIenroBaHa, JIoroBop o JUCTaHIIMOHHOM OAaHKOBCKOM OOCITY>KMBaHHU 10 cucTeMe «iBank 2 3akirodueH Ha yCIOBHSIX,
U3J0KeHHBIX B [IpaBuiax.

JlaTa akmenTa « » 20 T.

*B akuenTe 0TKa3aHo « » 20 T

Ilpeocmaeumens banka

Tloonucw QHO

*3arnonHsaeTcs B cjIydae OTKasa banka B aKICTITe SaHBHeHI/ISI-O(I)epTBI

OTMETKA KJIMEHTA/TIPEACTABUTEJIA KJIIMEHTA O ITOJIYYEHUU 2-I'O SK3OMILJIAPA
3AABJIEHUA

Bropoii sx3eMIuIssp noayyun

(damunus, UM, OTYECTBO YIIOJHOMOYEHHOTO JnI Kinenra) (IToamwcs)
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Hata « » 201 .

Ot Knuenra:
I'enepanbHbIid qUpPEKTOP

I'maBHEIN OyxTanTep

/ / / /
M.IL
OTMETKH BAHKA
Jata npunsTtud 3asBnenus " " 20 T
Hactpoiika nocryna ocymectsiesa " " 20 T
CrpyKTypHOE noApa3eneHue:
OTBETCTBEHHBIN HCITOJTHUTEIIb, OCYILIECTBIIAIOIINN

YnonHoMmoueHHbIH coTpyaHuk banka:

/

TOJIITUCH C pactu(GpOBKOH

HacTpoiiky B Cucteme «iBank 2»:

/

HOAIKUCH C pactin(ppoBKOH

Ot banka:
3am. IIpencenarens [IpaBnenus

/E.H. I[Tonomapea/

I'naBHBIi Oyxrantep

/JI.M. KirementoeBa/

Ot Kiaunenra:

I'enepanbHbIl JUpEeKTOP

/ /
I'naBHeIi Oyxrantep
/ /
M.II
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MNPUJIOKEHUE Ne2
k IIpaBujamM IMCTaHIINOHHOT0 0AHKOBCKOI0
00C/Ty’)KUBAHUS KJIHEHTOB € HCI0JIb30BAHNEM CHCTEMbI
«iBank 2» B Kb «Hosblii Bek» (000)

CEPTUO®UKAT KJIIOYA ITPOBEPKH 311
COTPYJIHUKA KJIMEHTA B CUCTEME «IBANK 2»

Cepruduxar xkmroua D11 corpynnuka Knuenrta B Cucteme «iBank 2» aBTomarnuecku

dbopmupyercst u3 kueHTckoi yactu Crucremsl «iBank 2» B MomMeHT ocymiecTBienus Kimentom

resepauuu kimodeit J11.

Ot banka: Ot Kimnenra:
3am. [Ipencenarens Ilpasienus I'enepanbHbIil AUPeKTOP
/E.H. IlonomapeBa/ / /
I'naBHbBII Oyxrajarep I'n1aBHbBII Oyxrajarep
/JL.M. KnemenrtoeBa/ / /
M.II M.II
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MMPAJIOKEHUE Ne3

K HpanmaM JUCTAHIMOHHOTO 0AaHKOBCKOI'0

Oﬁcﬂy)l(l/lBaHlflﬂ KJIHMEHTOB C HCITOJIb30BAHUEM CUCTEMBbI

«iBank 2» B Kb «HoBblii Bek» (000)

INEPEYEHbB JIEKTPOHHBIX TOKYMEHTOB,
HEPECBIJIAEMBIX ITIO CUCTEME «IBANK 2

Bunsr coobmenwii, kotopeie Kimment nepenaet B bank mo Cucreme «iBank 2»:

MNenn., Haumenosanue )1 Buo coobwenusn
1 2 3
1 InaTe:xxHOe MOpYYEHHE TIO TICPSUNCIICHUIO PYOJIEBBIX CPEICTB; dopmanm3oBaHHOE
> | 3asiBaenne 00 0TKa3e OT AKIENTA [0 NEPEUUCTICHHUIO PYOIEBBIX CPEJCTB; dopmanm3oBaHHOE
4 |3asBlIeHHe HA HepeBOJ CPEICTB B MHOCTPAHHOM BaIOTE; dopmanu3oBaHHOE
6 |Ilopyuenue Ha Ipoa)Xy MHOCTPAHHOH BaJIOTHI 3a py0Oiy; dopmanm3oBaHHOE
7 | Ilopy4yenne Ha NOKYIIKY HHOCTPAHHOM BAIIIOTHI 3 PYOIIH; dopmanm3oBaHHOE
Iopy4yeHue Ha KOHBEPTALMIO HHOCTPAHHON BaJIOThI
8 . dopmann3zoBaHHOE
(TIOKyTIKa OJTHOM BAJTIOTHI 32 IPYTYIO);
9 |Ilopyuenme Ha 06paTHYIO MPOAAKY HHOCTPAHHOM BaIIOTEL; dopmanm3oBaHHOE
10 |3asBlIeHHe Ha MEPEBOJ MHOCTPAHHOM BAIIOTEI C TPAH3UTHOTO CYETA HA TEKYLIUH; dopmanu3oBaHHOE
3anpoc Ha NOJIyYeHHUE BBIUCKH IO PYOJICBBIM CUETaM KIHEHTA, BKITFOYAsi OCTATKU
12 @opMann30BaHHOE
10 CYeTaM W MPHIIOKEHUS K BBIIHCKE;
3anpoc Ha NOTy9IeHNE BBIIICKH IO BATIOTHBIM CYETaM KIIMEHTA, BKITIOYas
13 dopmanu30BaHHOE
OCTaTKH T10 CYETaM W MPHUII0KECHHUS K BBIITUCKE,;
JloKyMeHTBbI BaJIOTHOI0 KOHTPOJS (TTacmopT CAeNKH (KOHTPAKTHI, KPeIUTHHIE
OTOBOpA), CIpaBKa O BAIIOTHBIX OIEPAlHUAX, CHpaBKa O MOATBEPKIAIOIINX
14 A pa). p Paluix, p ATBEPIIAIONT dopManr30BaHHOE
IOKYMEHTaX, KOPPEKTHUPYIOIIHE CIpPaBKH O BaJIOTHBIX ONEpaIiisIX W
MOATBEPIKTAIOMINX JOKYMEHTAX)
HNHpopManuoHHBIE M CONMPOBOAMTENbHbIe NMHUCbMAa (K HHGoOpManuu s
15 hopman poBOA " ( popman a dopmann3zoBaHHOE
OCYIIECTBJIEHHUSI BAJIOTHBIX onepanuii)
HHdopmanusi AaA8  ocyulecTBJIeHUS] BAJIOTHBIX omepauuii B  BuHAe
NPUKPEIEHHBIX (ailJIoB (ZI0roBOpa, KOHTPAKThI, COIVIALIEHMS, IPYy30BbIE
tamoxxeHHsle neknapanun (I'T), ToBapHo-TpaHcmopTHble Haknanaslie (TTH),
16 |axTel mpuéma-cnauum pabor (ycayr), cdeTa, HHBOMCEHI, HHBIE JOKYMEHTEL, CrobomHBb I (hopmar
SIBIISTIOIIMECST OCHOBAaHUEM JUIsS TIPOBEJICHUS BAJTIOTHBIX OIEPAllUil, yKa3aHHEBIC B
yactu 4 crateu 23 @enepansHoro 3akoHa Ne 173-03 u mynkrax 5.1 —5.1.5,9.1.1
—9.1.4 Unctpykuun banka Poccun ot 04.06.2012 r. Ne 138-1);
3ampoc o BompocaM pacyeToB U APYTHUM BHIAM YCIYT, MPEIOCTABIIEMBIX .
17 P P P Py V1AM yeIyT, tp CrobombIii hopmar
BaHkoM (B COOTBETCTBUY C aIpECHOM KHUTOIN).
Bupgp! coobmenntii, koropeie Kimnent nomyqaer no Cucreme «iBank 2» u3 banka:
Nenn. Buo coobuwenun
Haumenosanue 3/1 "
1 2 3
1 Boimucka mo pyOsneBbiM cuetam KimeHTta, BKJIIOYas OCTaTKHA IO CYETaM H dopManH30BaHHOE
TIPHJIOKEHNUS K BBITUCKE,;
2 Bpinucka 1o BaIOTHBIM cueTtaM KimeHTa, BKIIOYas OCTAaTKH IO CYETaM H DopMaNH30BaHHOE
TIPYJIOKEHUS K BBITUCKE;
3 IIpoune coobueHns (B T.4. ¢ NPUKPENIEHHBIMU daiiiamun). CBobomHbIA (hopmar

OcTanbHbIC AOKYMCHTHBI U3TOTABJIMBAIOTCA U MIPCACTABIAIOTCA B Bbank Tonbko Ha 6yMa)KHOM HOCHUTCIIC.

HepequL MMPUHUMACMBIX U NICPEAABACMbIX TJOKYMCHTOB B SHGKTpOHHOﬁ (bopMe MOKET OBITh U3MeHEH bankoM

B OJHOCTOPOHHEM ITOPSIJIKE.

Ot banka:
3am. [Ipencenarens [IpaBnenus

Ot Kiuenra:
I'enepanbHBIi qUpeKTOp

/E.H. I[TonomapeBa/

I'naBHeIi Oyxrantep

['maBHbI OyxranTep

/JI.M. KitemeHntreBa/
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Mpusoxkenune Ne 4
k [IpaBujIaM TUCTAHIIMOHHOTO DAHKOBCKOTO
00CJIy’)KMBAHHSI KJIMEHTOB C MCIOJIb30BAHUEM CHCTEMBI
«iBank 2» B Kb «HoBblii Bex» (000)

3ASIBJIEHUE O BJIOKWPOBKE / UCKJIIOYEHUN/ BHEILTAHOBOM CMEHBI KJIIOYA 311 KJIMEHTA U3
CUCTEMBI «(IBANK 2».

(Haumenosanue npednpuamus, opeanu3ayuiL)

MMeHyeMoe I10 ToroBopy «KimeHT, B nuie

(Oondchocmy, pamunus, ums, omuecmaso)

e mpocuT baHk ¢ « » 20 1. uckmounts kmod OIl Knmenra, co cienyromum
uaeHtTudukaropom kimoua mnposepku DIl Knuenra: , ¥ UCKJIIOYHTh
yKa3aHHBIA Kiro4d npoBepk D11 u3 6a3bl qanHeix Cucremsl «iBank 2». CootBercTByromuii emy kimtou JI1
Kinuenra yrpaunBaer cuity i qajibHeiinero npuMeneHus B Cucreme «iBank 2» ¢ BbIllIeyka3aHHOM aThI.

®  [IpPOCHUT Baux C « » 20 I. Ha 11505 (V) o
omokupoBath K04 OIl Kimenra, co ciemyrommm
unaeHTudukaropom kiroda npoepku OI1 Kiuenra: , B CBSI3U C

CootBercTByromuii emy kimtod OI1 Kimenra BpeMeHHO yTpadnBaeT CHIY JUTSl MadbHEHIIETo IPUMEHECHHS B
Cucreme «iBank 2» ¢ BbIllIeyKa3aHHOM JaThl HA YKa3aHHBINA IICPUO/I.

e [lpocut bank mpousBecTH BHEIUIaHOBYIO cMeHy Kimoueil DIl (momomHutenbHas reHepanus kmoueil D11
Knuenra).

(®UNO, nodnuck pykosodumernsi op2aHusayuu)

(®UNO, nodnuck enagHozo byxaanmepa)

M.II.
OTtMeTKH 0aHKa:
JlaTa mpuUHATHS YBETOMIICHUS: « » 20 T
BpeMst IpUHATHS YBEAOMJICHUS:  :  TI0 MOCKOBCKOMY BPEMEHH.

OTBETCTBEHHBIH HCIIOIHNUTENb, OCYIIECTBISIONINI HacTpoliKy B Cucreme «iBank 2»:

/ /

HOAIKUCH C paclin(ppoBKOH

Ot banka: Ot Kinenra:
3awm. IIpencenarens [pasiaenus I'eHepaJbHBIH TUPEKTOP
/E.H. TlonomapeBa/ / /
I'naBHbIii Oyxraiarep I'naBHbIii Oyxraiarep
/JIM. Knemenrbea/ / /
M.IL M.IL
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IMpuaoxenue NeS
k [IpaBujIaM TUCTAHIIMOHHOTO 0AHKOBCKOTO
00CJIy’)KMBAHUSI KJIMEHTOB € MCIOJIb30BAHHEM CHCTEMBbI
«iBank 2» B Kb «Hosblii Bek» (000)

PEI'/TAMEHT BAHKOBCKOI'O OBCJIYKXUBAHUSA C IPUMEHEHUEM CUCTEMBI «iBank 2»

1. BBEJJEHUE
1.1. Cuctema «iBank 2» mpeaHa3zHauyeHa Juisi TOJATrOTOBKH, ITpHUEMa-TIEpeaady 110 JIMHUSIM CBS3H, y4eTa U MPEABAPUTEIBHOM
00paboTKM MIaTeXHbIX ToKyMeHTOB KinentoB bankoM. OHa mocTpoeHa Ha OCHOBE TEXHOJIOTHH OOMeHa MH(popMaIuen 1o
TEJICKOMMYHHUKAIIMOHHOM ceTH, oOecreunBaromeil KOH()UASHIMAIFHOCT, HAJEKHOCTh M JOCTOBEPHOCTH IEpeaadn
nH(popManny, yCTaHOBICHUE MOJJTMHHOCTH OTHPABUTEIS, TPOBEPKY LIETIOCTHOCTH M aBTOPCTBA JJOKYMEHTA.
1.2. Hacrosimuii TOKYMEHT YCTaHABIHMBAaeT MOpANOK moxakmoueHnss Kmmenra k Cucreme «iBank 2» m permameHTHpyer
nepeaady 1 00paboTKy BUIOB COOOIIEHHUH, yKka3aHHBIX B [Ipmmoskernn Ne3.
1.3. JIns monb3oBarus Cuctemoit KimmeHT momken numets [I9BM (MuHUMAaNbHbBIE TPEOOBaHUS K KOMIIBIOTEPY: TPOIIECCOP
900 MI, 512 Mb6aiit onepaTUBHOMN MaMsTH, oniepaliinonnas cuctema Microsoft Windows XP u BbIle), TOAKITIOYEHHBIN K
I'mobaneHOM cetu Internet, u ucrmonb3oBaTh Toabko Web-0paysep ¢ nogaepxkkoit JRE 1.8.0 u Beine. B kauectBe Web-
Opay3epa JI0oJDKeH Uconb3oBaThest Microsoft Internet Explorer Bepcuu 8 u Boiire, Firefox 50 u Beie, Chrome 44 u Bbiiie.
Hapnnexaras pabora CucTeMBbl IpH UCTIONB30BaHUU HHBIX Web-0pay3epoB He rapaHTHpyeTCsl pa3paboTYnKOM.
1.4. Ilpu pabore B Cucreme KineHr o0s13aH pykoBoicTBOBaThCs [IpaBuiiaMu JUCTaHIIMOHHOTO OaHKOBCKOT'O 0OCITYKMBAaHUS
¢ ucronbp3oBaHueM cucteMsl «iBank 2» B Kb «Hossiit Bex» (OOO), nannsim PernamentoMm u PykoBoacTBoM mosb30BaTes
Cucremsl «iBank 2 aist KIMEHTOB — IOPUANYECKUX JIUI (MMEHyeMbIM fainee — Onucanue), pasMeneHHOM B ceTu MHTepHeT
anpecy https://ibank2.newbank.ru/docs/Corporate Internet-Banking WEB Guide.pdf, a Tax:xe O0630poM IpHITOKEHUS LIS
MOOMIIBHBIX YCTPOHCTB, pa3MEeIeHHBIM 110 anpecy https://ibank2.newbank.ru/docs/Corporate Mobile Banking Guide.pdf.
Omnmcanue ABISETCS COCTaBHOM dacThio JloroBopa. B ciydae mporuBopeunit mexxy OmucanueM u JJoroBopoM MpUMEHSIOTCS
HOPMBI TIOCIIETHETO.

2. OBIIUE NMOJIOKEHUSA
2.1. Cucrema no3possier KnueHTy BBOAUTD, peIaKTUPOBATh, YAANATh, IOANUCHIBATE U OTHPaBiATh B bank D/,
nepeuncienHsie B [Ipunoxernn Ne3 k Hactosmemy Jlorosopy, a Takke CTOpOH IMTPOCMaTpUBaTh HHYOPMAIIHIO O COCTOSHUHT
CBOMX Cc4YeTOB B baHKe U 1Moy4yaTh BEIIMHUCKY 110 CYETaM B JIEKTPOHHOM BHe. PyHKIMOHAN nprinokeHus Mobile-bankuar
MOXeT OBITh OTpaHUYEH TOJBbKO pa3zpadorynkom Cucremsl «iBank 2» AO «BUDUT».
2.2. DIeKTPOHHBIE IIATEXXHbIE JOKYMEHTEHI, puMeHseMble B Crcteme «iBank 2, 3kBHBaJIeHTHBI OyMasKHBIM TUIATE€KHBIM
JIOKYMEHTaM, HCIIOJIh3YEMBIM B COOTBETCTBHUU ¢ HOPMAaTUBHBIME akTamu L{eHTpansHOTO OaHKa Poccuiickoit @eneparm, u
SIBIISTIOTCSI OCHOBAHHEM JUISI OCYIIIECTBIICHHS OTIepanuy 1o cuyety Kimenra.
2.3. CTOpOHBI MPU3HAIOT, YTO:
- ucronb3yeMmble B Cucteme «iBank 2» cuctemsl 3amuThl MHPOpPMAIUU (CHCTEMBI pas3rpaHUYEeHHs TOCTYIa, CPEICTBa
KOHTPOJSI IEJIOCTHOCTH TiepefaBaeMoll WH(pOpPMAlWH, CpPEACTBA KPUNTOTpapuyUecKOW 3am|Thl M T.[.), MEXaHHU3MBI
JIOCTaBKH/TIprieMa, 00pabOTKH U XpaHESHHSI DJICKTPOHHBIX COOOIIEHUH SBIISIOTCS TOCTATOYHBIMH JIJISl 0OeCTICUeHUsT HaIe)KHOM
n 3¢ exTuBHON paboTel Cructemsbl «iBank 2», monTBep)kaeHUs] aBTOPCTBA M HOAJIMHHOCTH MH(POPMAIMH, COJCpIKalleiics B
MOJTy4aeMbIX OJJIEKTPOHHBIX JOKYMEHTaX, a TakKe JUIsl 3alluThl MH(QOpManuu, HUPKyIupyromeid BHyTpu CHCTEMBI, OT
HECaHKIIMOHNPOBAHHOTO jaocTyma. it pacmudpoBKU 3JIEKTPOHHOTO JTOKYMEHTa M OKCIIEPTHOH MPOBEPKH AIIEKTPOHHOM
noanucu nox HuM B Cucreme «iBank 2» ucnonb3yercsi mporpaMMHOE OOecCI€UeHHEe, peaH3yIoliee M HCIOJIb3YIoIee
cepTH(UIMPOBaHHBIE CpeACTBA KpUunTorpaguyeckor 3amutsl nHpopmanuu (CK3U).
- bank He TapaHTHpyeT HEBO3MOXXHOCTh HECAaHKIMOHHPOBAaHHOTO AocTyma kK Cucreme TpeThHMMH JHIaMH, a KimeHT
MIPUHUMAET Ha ce0s COOTBETCTBYIOIINE PUCKH;
- ecni Tocyie 3aBepeHust D] 2IeKTpOHHOMN MoANUCKIo 3ToT D/ 6611 M3MeHEH, To 3Ta DI cTaHOBUTCS HEKOPPEKTHOMU, TO €CTh
e€ mpoBepka Aa€T OTpULATEIIbHBIN pe3yJIbTaT;
- moxnenka DI1, To ecth cozmanue koppekTHor DIT D], HanpaBnenHoro KinenToM, HeBo3MoXkHa Oe3 3HaHMA Kimoda Ol u
IapoJIs;
- Knuenr yBenomien, uto Cucrema He npepycMaTpuBaeT Mojnucanne baHkoM MCXOASIIMX OT HEro JOKYMEHTOB, H HECeT
CBsI3aHHBIE ¢ ATUM pucku. [Ipn oOMene nadopmanumei st ee muppoBanus ncrnonssyercst SSL-nporokoir.
2.4. D1/ nopoxxnaer obs3arenscTBa CTOPOH 1o HacTosieMy JoroBopy, eciin oH nHULIMHUpYomieii CTOPOHOH 1OIKHBIM
oOpazoM odopmileH (IOKYMEHT COJAEPXKHT BCE PEKBH3HMTBHI IUIATEKHOTO (PacyeTHOro0) JOKYMEHTa, YCTaHOBJIEHHbIC
0aHKOBCKMMH TpaBmiamu), DIl mMox JOKyMEHTOM SBISICTCS HOMJIMHHONM M JAEHCTBYIOHNIEH M COAEPKUT HEOOXOJUMON
KOJIMYECTBO TPYNII TOANUCEH, INepenaH Ha o00paboTky, a mnpuHuMaromed CTOPOHOH IPUHAT K HCIOJIHEHHUIO.
CeuzerenscTBOM TOTO, 4To DJI/ITI]] mpuHsIT baHKOM K HCIIONHEHUIO, SBJIACTCSA 3HAUYEHUE “JOCTaBICH B CTPOKE CTaTyca
COOTBETCTBYIOIIETO IOKYMEHTAa B KITMEeHTCKOM dacTu Cuctemsl «iBank 2.
2.5. ToroBHocth Cropon k pabore mo Cucreme «iBank 2» odopmisercs 3amomHenwem CTopoHamMu AKTa TPUEMKH
MaTepHaJIOB W/WIN BHIIOJTHEHHBIX paboT, a Takxke noanucanneM Croponamu Ceprudukara ximroda D11,
2.6. baHk ocTaBisieT 3a CO0OW MPaBO HCIIOJIB30BATHh 3aIMCH W JaHHBIC JKypHAJIOB COOBITHH M ayJquTa CPEACTB 3alllHTHI,
YCTaHOBIICHHBIX, KaKk B KOHType Cucrembl «iBank 2», Tak u BHe e€ mpenena, a Takke JOKYMEHTOB, HalpaBJIEHHBIX
Knnenrom no Cucreme «iBank 2» 1uist 1okazaTeIbHOTO pa3penieHust CIIOpOB, BOSHUKIINX B paMKax JaHHoro /lorosopa.
2.7. Kimou D11 3anuceiBaercst Cuctemoii B 3amnppoBaHHOM BHJIE Ha NEPCOHAIBHBINA arnapaTHbIil KpUIITONPOBaiiiep WiK B
¢aiin KEYS.DAT. Kmtou OI1 nomkeH XpaHWThCS Ha IEPCOHAIBEHOM arllapaTHOM KPWIITONpOBaiifepe WIM HAa ChEMHOM
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Hocutene (amcketa, Quem-aHakornuTenb W T.1.) B Buae (aiima KEYS.DAT, uMeHyeMBIM - «KIIOYEBOW HOCHTEIbY», H
UCIIOJNIb3YEeTCs yIOJHOMOYEHHBIMU NuiiaMu KirenTa B nesnsx noanucu DJI/3I1J], moaroToBieHHBIX ¢ HOMOIIB0 CHCTEMBI
«iBank 2».

Kurou DI, crenepupoBanHoii Kimentom B npusioxxeHun Mobile-bankunr, xpanutces B 3amuidpoBanHoM Buze Ha Cepsepe
ITonmucu banka.

2.8. Kirou mpoBepku JI1 niocne perucrpanuu Kinuenra, xpauutcs bankom B 6a3e qanabix CucteMsl «iBank 2.

2.9. ApxuB Bxomsmmx u ucxomsammx /] xpanutcst bankom B 6a3e maHHbx CructeMsl «iBank 2.

2.10I0poBepka nommuaaoctr DI mox D]l ocymiecTBIsSCTCS B aBTOMATUYECKOM PEXKUME IMPOrPAMMHBIMH CpPEACTBAMHU
Cucremsl «iBank 2».

3. OBAA3AHHOCTHU CTOPOH
3.1. B pamkax Hacrosimnero Pernamenta Bank odsa3yercs:
3.1.1. Ilpuanmars ot KinmeHTta Ha yclnoBUsX HacTosero J[oroBopa mo 31€KTPOHHBIM KaHAJIaM CBS3HM JOJDKHBIM 00pazoM
o opMIIEHHBIE 3JIEKTPOHHBIE TOKYMEHTHI ¢ KOHTPOJIEM HX LIEJIOCTHOCTH M aBTOPCTBA.
3.1.2. OcymectBisate o0padotky D/ Tompko ¢ mommmaHOW Il mum, maeHTHdUKaTop Kioda mpoBepku Ol koTopbIx
COOTBETCTBYET JaHHBIM, yKa3zaHHBIM B CepTudukare kimoda mposepku DI1.
3.1.3. OcymecTBnsaTh 00pabOTKy M UCTIOJHEHHE ToaydeHHBIX DJ] KimeHnra B cTpOroM COOTBETCTBHM C YCTAaHOBIEHHBIMU
3akoHOmaTenbcTBOM P® u HopmatuBHBIMH akTamMu banka Poccum HoOpMamu, TEXHHYECKUMH TPeOOBaHUSAMH U
HUHCTPYKIMSMH.
3.1.4. Ilpenocrapnsars KiaueHty nHbOpMaLMIO O pe3yIbTaTax MPoBepKU U 00pabdoTku npunstoro D/ Knnenra wmm oTkase B
npueMe Ha 00paboTKy ¢ yKa3aHHEeM HPUYHH.
3.1.5. Tlo pe3ynpraTam 00paboTku u ucnonHeHus D] KimenTa, a Takke o Mepe COBEPIICHUS WHBIX OIEpaldii 10 cYeTy, B
TEUEHHE CJICIYIONIET0 OAHKOBCKOTO JHS MOCIIE COBEPLICHHS ONEPalliy, MOATOTABINBATEL U MPEJOCTAaBIATh KineHTy B OTBET
Ha €ro 3aIlpoc BBITHCKH MO CYETy (cueTaMm) C yKa3aHHEM OCHOBHBIX PEKBHU3HTOB IUIATEKHOTO JOKYMEHTa, HA OCHOBAHUH
KOTOpOT'O COBEPILIEHA ONEpanys 1o CUETy.
3.1.6. CpoeBpemenHo uHbopMHpoBaTh KiueHTa 00 HM3MEHEHUsIX MOpsKa ocyliecTBieHus obpabotku D/ u apyroii
nHdopmanuu nocpeacrsom Hampasienust JCUJ] mo Cucreme «iBank 2». Oka3piBaTh KOHCYJIbTalMOHHBIE yCiyrd KineHty
TI0 BOIIPOCAM TEXHUYECKOW M OpraHU3alMOHHOM MOJIEPKKH B paMKax OKazaHHs yciIyr ¢ ucnonb3oBanueM Cucremsl «iBank
2», a Takke HH(POPMUPOBATH M OKa3bIBaTh KOHCYJbTAllMOHHBIC yciuyrd KimeHTy mo Bompocam nH(OpMannoHHOH
6e3omacHocty npu padore B Cucreme «iBank 2».
3.1.7. OcymecTBIATh HEOOXOIUMYIO MOJEPHHI3AIHIO TpoTrpaMMHOT0 obecniedeHns CructeMsl «iBank 2.
3.1.8. Coobmiate KnmeHTy 0 HempeaBHIOCHHBIX cOosix B pabore Cucrtemsl «iBank 2» mns mpuHATHS M Mep IO
CBOEBPEMEHHOM JOCTaBKe OyMa)XHOTO TOKyMeHTa B baHk.
3.2. B pamkax nannoro Periiamenta KnueHr odsizyercs:
3.2.1. MaunuupoBats coeauneHue ¢ bankom nmo Cucreme «iBank 2y» mist monydenus/nepenayn D] B bank/u3 banka.
3.2.2. O3HaKOMHTHCS ¢ MHCTPYKIMsAMHE 110 padote B Cucreme «iBank 2», pasmemennsiMu Ha caiite banka (https://
ibank2.newbank.ru/docs/Corporate Internet-Banking WEB_Guide.pdf) u pykoBoacTBOBaThCS MX TpeOOBaHUSAMU H
MOJIOKEHUAMH NIpH pabote B Cucteme «iBank 2.
O3zHakoMuTBCs ¢ O030pOM MPHUIIOKEHUS TSI MOOWIIBHBIX YCTpoHCcTB Mobile-bankuHT, pasmerneHHbIM Ha calite banka
(https://ibank2.newbank.ru/docs/Corporate Mobile Banking Guide.pdf) u pykoBoncTBoBaThCs UM mpu pabdote B Crcteme
«iBank 2».
3.2.3. OcyImecTBIATh BBOJ TOKYMEHTOB (M OCYIIECTBIATH KOHTPOJIb BBEACHHON MH(DOPMAIINN) B SJIEKTPOHHOM BHIE,
co0Iro1ast MOPAAOK MOATOTOBKH TOKYMEHTOB, 00OeCTIeunBast 3aI10JTHEHNE GOPM B COOTBETCTBHHU C OAHKOBCKUMH
TpeOOBAHUSAMH U 3aKOHO/IATEIECTBOM.
3.2.4. OcyuiecTBIATh B TeUEHUE JI000r0 pabovero JHS HE MEHEe OJJHOTO CeaHca CBsI3u ¢ baHKoM Jist OJTy4eHHs BBIIUCOK IO
cueTy(aMm), KOHTPOIIIO TIPOBOJIMMBIX OTIEPaIii, 8 TAK)KE BO3MOXHBIX KCTPEHHBIX (TEXHUYECKUX) WM HH(POPMAIIMOHHBIX
cooOmmennit banka, mn6o npyroit akTyansHOH HHpOpMaLUH.
3.2.5. BemonusTe TpeboBaHus 110 0(hOPMIICHHUIO 1 3allUTe NeperaBaeMoii nHpopManuu B Buae D/, 3amure xroueit OI1,
HOCHTEINEeH KIFoueBoi nH(popManuy, maposiei 1 Ko0B JO0CTyTa U APyroi HH(POPMAIH, IIepeiaBaeMoi U TI0JTy4aeMoH 1Mo
Cucteme «iBank 2».
3.2.6. CobroaTh MOPSAAOK OCYIIECTBICHUS IpHeMa U repenadu O/ u obecnieunBaTh nepenady TOJIBKO HAIISKAIIAM
00pa3zom 0(hOpMIIEHHBIX TJOKYMEHTOB.
3.2.7. CaMOCTOSITENBHO U 32 CBOM CUeT 00eceyrBaTh PeXUM HH(POPMAIIMOHHOM Oe301acHOCTH 1pu padote B Cucreme
«iBank 2» myTem npuHATHS COOTBETCTBYIOIIMX OPraHU3allMOHHO-TEXHUYECKUX MEp, B TOM YMCIIE ONMCAHHBIX B HACTOSIIEM
JloroBope, Ha caiite banka n/unu B cooOmeHusx, paccbuiaeMbix Kinenty mo kananam Cuctemsl «iBank 2.
3.2.8. 1o 3anmpocy banka noaTBEpAUTH BHIIOTHEHUE MEPOIPUSATHH 110 3aILUTE OT BO3AEUCTBHS BPEJOHOCHBIX IPOrpamm, B
TOM YHCIIE BPEZIOHOCHOTO KOJIa, IN0O COOOIIUTE O HEBBIIIOJIHEHUH TaKMX MEPOIIPUSATHI WM BBHITIOJIHEHUH UX HE B ITOJTHOM
oobeme. Ilonreepxaenne KimeHnt Hanpasiser B Toi ke opme, 9TO 1 MOTydeHHBIH oT baHka 3ampoc.
3.3. B pamkax ganHoro PeriiameHnTa cTOpOHbI B3aMMHO 00SI3YIOTCSH:
3.3.1. He ocymiecTBIIATh ASHCTBHIMA, HAHOCATIHMX yIepO apyroii CTopoHe BCIIEACTBHE HCTTONb30BaHus CructeMbl «iBank 2.
3.3.2. He ocymectBiaTh oneparuio o I/, 3aBepennomy II1, eciu mporpamma npoBepKH, UCTIONB3YSI NEHCTBYIOINUN KITIOY
IIPOBEPKH NomHckIBatomie CTOpoHsI, He oATBepaAnia noamuHHocTh D11 moanucsiBatomeit Ctopons! mox /1.
3.3.3. Ilpu ocyuiecTBIEHUH OTiepalluii HA OCHOBaHWU MOJy4YeHHBIX 10 Cucteme D[] pykoBOICTBOBATHCS TPEOOBAHUSIMU
3akoHOsaTenbeTBa PD, HopMaTHBHBIX akToB banka Poccuu, u cormnamienuii (JOroBopos), 3aKIFOUSHHBIX M1y baHkoM n
Knunenrom.
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3.3.4. OOecrieunBaTh IEIOCTHOCTh M COXPAaHHOCTH MPOTPAMMHBIX CpeACTB, D/, KirodyeBod HHPOpPMAIUH, KIIOYEBBIX
HOCHTEIeH, mapoJieii 1 KOIOB IOCTYIIA, a TaKKe HHOH HH(OpMAINH, IIepe1aBaeMoi 1 moiydaemoii mo Cucreme «iBank 2».
3.3.5. Bectn apxuBBI mepeaaBacMbIX U TOJNydaeMBIX MO cHUcTeMe «iBank 2)» HOKyMEHTOB Ha MarHMTHBIX M OyMa’KHBIX
HOCHUTENSAX, XPAHUTh UX B COOTBETCTBUH C MOPSIKOM M CPOKAMH, YCTAHOBIICHHBIMH [yl XPaHEHUS IAHHOTO BHUJIA
JIOKYMEHTOB.

4. YCJIOBMS M MOPAAOK OCYHIECTBJEHUS 3JEKTPOHHOI'O B3AUMOJIENCTBUS
4.1. O0mmue 1MOI0KEHH
4.1.1. IIporpammHoe obecnedyenne banka HacTpoeHO Ha B3amMojeilcTBue ¢ Cuctemol «iBank 2», mpaBa Ha KOTOpYrO
npunaanexat AO «bBM®UT», u npeanonaraer ucnoaszoBanue Knuentom 31oit xke CucTEMBI.
4.1.2. bank u KimeHT B3aMMHO NPU3HAIOT JOCTATOYHYIO KPHNTOTPA(MUECKYIO0 YCTOWYMBOCTH MCIIONB3yeMbIX B Cucreme
«iBank 2» anropuTMoB, UCTIONB3YEMBIX JIJIsl cO3MaHus Kioda OI1.
4.1.3. CropoHBI B3aMMHO MPHU3HAIOT JOCTOBEPHOCTh M JOCTAaTOYHYIO 3aIIMIICHHOCTH OT monpeniok OII, co3manHON
nocpenctBoM CucteMbl «iBank 2», Ha D1, mepenaBaeMbIX COTIIACHO YCIOBHUAM HacTosIiero JJorosopa.
4.1.4. Tlocne 3anomuenust Knuentom 3asBnenus (IIpunoxkenue Ned k JloroBopy) u oruiaTel Bo3HarpaxkiaeHusi banka 3a
BEIOpaHHBIE B pamkax JloroBopa ycmyru CTOpOHBI NPOBOAAT TEXHHYECKYI0O W OPraHU3alMOHHYIO IIOATOTOBKY IIO
noaxmouenuto Kimenra k Cucreme «iBank 2» u perucrpanuu kimroueii O11 KimenTta B mopsiake, onpeaeeHHOM HACTOSIIIHM
Pernamenrom. Ilo pe3ynbTaTtam yCHENIHOTO UCIIONHEHUS YKa3aHHBIX npoueayp CTOpOHaMH JOJDKHBI OBITh ITOANUCAHBI AKT
IIPUEMKH MaTepHajioB 1/ M BeIIONHEHHBIX yeiyT ([Ipnnoxxenne Ne7 x /loroBopy) u Ceprudukar kioda nposepku 1.
4.1.5. TlonrorasnuBaemsie B Cucreme «iBank 2» 3J] nmpoxonmsiT aBTOMaTHYECKyIO IPOBEPKY Ha JAaTHPOBKY, IPUCYTCTBHUC
oOsi3arenbHON MH(pOpMAaNUMM B MOJNAX JIOKYMEHTa, HA COOTBETCTBHE BBOJMMBIX JAaHHBIX - PEKBM3UTaM, 3alIMCaHHBIM BO
BCTPOEHHBIX CIIPABOYHHUKAX M MHOE B COOTBETCTBHUHM C NMPUHATOH TexHosorueit Cuctemsl «iBank 2».
4.1.6. ITlocme 3amoiHEHUS SIEKTPOHHOM (GOPMBI INIATEKHOTO WM HMHOTO JOKyMeHTa KimeHTa oCymecTBIsieTCS €ero
noanucanue. Kmment moammcbiBaeT D)1 cBoelr DII, Ha OCHOBaHWM KOTOPOH OJHO3HAYHO YCTAaHABIMBACTCS aBTOPCTBO
nmokymenTta. KonmdecTBo rpymnm moamucei mox D] HOIDKHO COOTBETCTBOBATH KOJMYECTBY TPYIII ITOAITUCEH, yKa3aHHBIX B
Cornamennu o npase noanucu Knnenta, xpansmiemcs B banke.
4.1.7. Ha oranme o0pabotku DJ] B baHke oCyIIecTBIsSETCS aBTOMATHYECKHH KOHTPOJh (HA COOTBETCTBHE DJICKTPOHHOU
MTOJIIHICH COIEPKUMOMY TOKYMEHTa, Ha COOTBETCTBHE KOJIMYECTBA TPYII MOATHCEH, Ha IEIOCTHOCTh U JOCTOBEPHOCTH 11,
Ha NPaBUIBHOCTh YyKa3aHHOTO Homepa cuera Kimenra, Ha coorBercTBHE pekBu3uToB banka n PKI| momywarens,
ycraHoBIIeHHBIX bankom Poccum, 1 HOE B COOTBETCTBUM C IPUHATON TEXHOJIOTHEH). B cirydae BBISBIEHHS HECOOTBETCTBHI
B XOJIe NMPOBEPKH JOKYMEHTA, OIepaldy MO0 JOKYMEHTY He MpoBojsTcs, a KimeHT mosydaer MHGOPMAIMIO C yKa3aHHEM
NPUYMH OTKa3a B mpueme Ha o0paboTky DJI, a B crpoke crtaryca D/ B COOTBETCTBYIOIIEM MOAYJE YCTaHABJINBACTCS
3Ha4yeHue “OTBepruyT .
4.1.8. OcHoBaHueM JuIs 0TKa3a baHka oT preMa 1/WiIM UCIOHEHNUS 3JIEKTPOHHOTO IIATE)KHOTO IOKYMEHTA CITyXKaT:
®  OTpHUIATENBHBIA PEe3yIbTAT aBTOMAaTHIecKoi mpoBepku JI1 Ha D/I;
®  HEIOCTATOK JEHEXKHBIX CPENCTB IS TPOBEICHHS omepannii Ha cdere KimeHta (3a HCKIIIOYEHHEM CIyYacB
MIPEIOCTABICHNUS OBepApadTa, OTOBOPCHHBIX COOTBETCTBYIOIINMH JOTOBOPAMH);
®  HECOOTBETCTBHE KOJIMYECTBA TPYIII IMOAMUCEH, KOTOPBIMHU moamucal D/], KonudecTBy, yKa3aHHOMY B COTJIAIICHIH
o nipase noanucu Knuenra;
®  HECOOTBETCTBHUE JaThl JOKYMEHTa TPEOOBaHUAM JEHCTBYIOIIETO 3aKOHOAaTENILCTBA PD;
®  HECOOTBETCTBHE YKa3aHHBIX PEKBH3MTOB OTIPABHUTEJSl I IMOTydYaTelsl IUIaTeska WHPOPMAIMH, IIPUBEICHHOW B
crpaBouHukax banka Poccuu;
e HecootBercTBue /] TpeboBanusm banka Poccun, MHC u Banka.
4.1.9. AKTUBHOM CTOPOHOH NPHU YCTAaHOBIICHUHU CBSA3HU siBisercs KiueHr.
4.2. Cpoku 00pad0TKU J0OKYMEHTOB
4.2.1. Bpems nepenaun Kimmenrom miatexusix 9/ mo Cucreme «iBank 2y ais 06paboTKy WX B TEKyIieM OAHKOBCKOM JTHE —
no 14:00. ITnarexxuasie D], mampaBnennble B bank mocime 14:00 mo MOCKOBCKOMY BPEMEHH, IMPOXOIAT 0OpabOTKy B
caenyroniem 0ankoBckoM mHe. DJ1, mepemanusie mo Cucteme «iBank 2» mocie 14:00, MOTyT OBITh HampaBlIEHBI B TOM K€
0aHKOBCKOM JHE TIOCJIE€ COTJIACOBAHUS TAHHOTO BOIIpOoca ¢ baHKOM U B COOTBETCTBUH € ycTaHOBICHHBIMH Tapudamu banka.
4.2.2.TapantupoBanHas pabora CucteMbl «iBank 2» oGecmeunBaercss bankoM HempephIBHO, 32 MCKIIOUESHUEM TEPEPHIBOB
JUIst TPOQUIAKTUIECKUX padoT.
IHpumeuanue: Obpabomra 3] bankom 6 Opyzoe 8pems 603MOICHA, HO He 2APAHMUPYEMCS.
4.2.3. CTopoHBI IIPU3HAIOT B KAUECTBE €AWHOH IIKaIbl BpeMeHU npu Hampasienun D] mo Cucreme «iBank 2» MockoBckoe
nosicHoe BpeMsi. KOHTPOJIbHBIM SIBIISIETCS. BpeMsI CUCTEMHBIX YacoB amnapaTHBIX cpeacTB banka.
4.3. ABapuiiHblii pe:kuM padoThI
4.3.1. TIpy BO3HMKHOBEHHMH HEHCIPABHOCTH TEXHMYECKUX WJIM IIPOTPaMMHBIX cpeincTB KilMeHTa, WM Apyrux HEMTaTHBIX
CUTYAIVii, BO3HUKAIOIINX HE CO CTOPOHBI U He 1Mo BuHE baHka, memarommx HeBO3MOXKHBIM nepenady O/] Kimenra banky mo
Cucreme «iBank 2», Kimuent 10 14:00 9acoB MOCKOBCKOTO BpEMEHHU TOTO K€ JTHS JOJDKECH MPEAYNPEIUTh YIOTHOMOYCHHBIX
COTPYOHHKOB baHKa, W OCYIIECTBUTH ACHCTBHUS IS TOCTaBKA B BaHK yIMOJHOMOYEHHBIM JIUIIOM HaJUIeXKalluM 00pa3oM
0(OPMIICHHBIX TOKYMEHTOB Ha OyMa)KHBIX HOCUTEIIIX.

5. OBECHIEYEHHME 3AIIUTBI TH®OPMALIMN OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA
5.1. OBIIUE MOJIOKEHU A
5.1.1. 3amura napopmarmu B Cucreme «iBank 2» siBiseTcss MHOrOYpOBHEBOW U 331€HCTBYET BO3MOKHOCTH OIIEPAL[MOHHON
CHCTEMBI, TPHUKJIAJHOTO MPOTPaMMHOI0 OOECIHeUeHHs], CIIeHAaIN3UPOBAHHBIX IPOIPAMMHBIX M TEXHHYECKHUX CPEJCTB U
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OpTaHM3AIIMOHHBIX Mep (HaJMdHe COOTBETCTBYIOIIMX aJMHHHICTPATOpPOB), opraHmsannu xpaneHus [10, ncmoip3yemoro B
Cucreme «iBank 2».
5.1.2. CucremMa KOMIUICKCHOW 3aIlIMThl WHQPOpPMAIIMU, COCTOSIIas HW3 Habopa ammapaTHO-TIPOTPaMMHBIX CPEICTB H
aIMUHUCTPATUBHBIX MEpP, 00ECIICUNBACT:
e co3pganue (TeHepamus) KIodei/kiodeit npopepku mudposanus u OI1;

OIl nox D/1;
mmdpoBaHue nepegaBacMoi nHpopMaIKK;
ayreHTH(UKanU0 KIHEeHTOB U pa3rpaHHYCHHE UX TIPaB;
JIOCTOBEPHOCTH (DaKTa MONyICHUS TOKYMEHTA MOIyJYaTeieM;
npoBepka koppekTHoctu OI;
MTOJITBEPIKICHIE aBTOPCTBA M ETOCTHOCTH AIIEKTPOHHBIX JOKYMEHTOB;
BBISIBIICHHE OITHOOK, COOEB M HECAaHKITMOHMPOBAHHBIX IEHCTBHI 00CITYKMBAIOIIETO ITEPCOHAIA,;
JIOKazaTenbHyI0 0a3y, MPUMEHAEMYIO MPH pa3dope KOHMOIUKTHBIX CUTYaIUi.
5.1.3. [lyi1 pa3pemieHnst BO3MOXKHBIX cITopoB B banke BexyTcst KoHTpoibHbBIe apxuBbl D] moanucanuabix J11, a Takke apXUBBI
kimoueld mposepku DII. XpaHeHne KOHTPOJIBHBIX apXHBOB OCYIIECTBISICTCA B TEUCHHE TPEX JIET C MOMEHTAa IPOBEICHUS
ornepaui.
5.1.4. Tlpu npoBepke MOAMUCH IMOJA JOKYMEHTOM HUCIOJB3YyeTCSd COOTBETCTBYIOMIMN AeicTByromuil kmrou nposepku OI1
Knuenta, mognucasmero D/1.
5.1.5. O6padorka npunsaThIX bankom ot Kitmenrta 3/1 npon3BoAnTCS TOJIBKO NpH ycioBuM KoppektHoctu D11 Ha D/,
5.2. MOPSJOK T'EHEPALIUY U PETUCTPAIIAU KJIFOUYEM 11
5.2.1. B mpouecce npeaBapuTenbHOW peructpanuu KimeHT camocTositensHo co3maer kmod Ol m mapHBI eMy KiTod
npoepku OIl. Kmrou DII Knumenta coxpansercs B ¢aiinme Ha kmodeBoM Hocutene Kimenta (muckere/USB-duremn-
HAKOIHTENE WIH IIePCOHATBHOM allApaTHOM KpHmTompoBaiimepe)) mmGo B xpammmmme ¢opmara PKCS#8 B
3amuppoBanHoM Ha mapoie Kmmenrta Buzae. Kimou mposepku DI mo 3ammimeHHOMY COSTUHEHHIO Tepenaercs B baHk u
MpeBapuTeNIbHO peructpupyercs B Cucteme «iBank 2». Takxke xmou npoBepku D11 momkeH ObITh pacmedaTan Kimmentom
Ha OymakHOM Hocutese B Bune Ceprudukara xiroda mposepku D11 B 1yx sx3emiunsipax. @opma CepTudukara nmpuBeaeHa
B Ilpunmoxxenun Ne2 k JloroBopy. O6a sx3emmuisipa CepTudukara ITOJDKHBI OBITH MOAIMMCAHBI PYKOBOAWTENEM W TIABHBIM
oyxrantepom Kimenrta (mpu Hamuuue B IITATE) C MPOCTABICHHEM OTTHCKA medyatn KimeHTa W mpeAcTaBicHBl B baHk mis
perucTpanuu coriacHo m.5.2.5 Hacrosero Pernamenra.
5.2.2. Bee kimroun JI1 B mporiecce reHeparvy 3allMIIAIOTCS MapOJiAMHU. YKa3aHHBIA Hapoib SBISETCS KOH(GUICHIIUATBLHON
nHdopmanmeil Bianenpna KiIoYa. Branmenmen kirouya HECeT OTBETCTBEHHOCTh 3a OOECIIEYEHHE COXPaHHOCTH TaKOM
KOH(UACHIIMAIBLHON HHPOPMAIIHK.
5.2.3. Baanensnpl kimroueit I, coznanneix B Cucreme «iBank 2», HeCyT mepcoOHANLHYK OTBETCTBEHHOCTH 332 00CCIIeUCHUE
COXpPaHHOCTH KIOUEBOW WHGOpPMAIIMU, 3allUThl KIIOUEBHIX (ailyloB (2JIEMEHTOB) ¥ KIIIOYEBBIX HOCHTEIEH OT
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
5.2.4. Bce mpoueaypsl OKOHYATEIHHONH pETUCTpalldd W TIPOBEPKU Kitodeid mpoepku OII, mMpoWcXomsT TOJNBKO B
moMenieHnsx banka 1 ToIpKO Ha MpOTrpaMMHOM o0ecTiedeHnH 1 o0opynoBanuu banka.
5.2.5. Tlpu peructpanuun ximoda npoepku OI1 Knuenra B banke nmpousBoautcs cBepka kimoda mpoBepku DI KimenTa c
kimouoMm TmipoBepkn I, HamedaranueiM B CepTudukare wiroda mpoBepkd OII, m mpoBepka awil, Ha WM KOTOPBIX
c(hOopMUPOBAHBI KJIFOYH, HA COOTBETCTBUE MX C MMEHAMH, (paMWIHsAMU, OTYeCTBAMH (TIPU HAJTMYKHU) 00pa3laMu MOIIHCEH U
OTTUCKOM TIEYaTH, yKa3aHHBIMH B OaHKOBCKOM KapTouke Kirenrta u CoriameHuu o IpaBe MOANYCH, XpaHsimumics B banke.
5.2.6. Kimou DI1 Kimenra perucrpupyercst TOJIBKO Iocie noiydeHus baHkom Hajuexaie opOpMIICHHOTO M 3aBEPEHHOTO
Knnenrom Ceprudukara xmowa mnposepkn OIl, a Takke ycrnemHoW BepH(HUKaUMW JaHHBIX, YKa3aHHBIX B ILILS5.2.5
Hacrosiero Permamenta. [Ipu peructpamum kmouya Knmenta B Cucteme «iBank 2» ynonHOMOYEHHBIE Ha COBEpIICHHE
COOTBETCTBYIOIIMX NEUCTBUU cOTpyaHUKH banka mpocrtasisitor B Ceprudukarte kmouya mpoepku Ol oTMeTkm o narte
perucTpanuu u cpoke ero aeiictBus B Cucreme «iBank 2» m 3aBepsitor meuatpio banka. [Tocme peructpanvm kimoda II1
Kmmenta B Cucreme, oauH sx3eMiuisip Ceptudukara kimoda npoBepku I Ha OymakHoM HocuTelne nepenaercs Knmenry,
BTOPOI1 - OCTaeTCsl HAa XpaHEHUH B baHKe, a €ero 3JIEKTPOHHBIN aHAJIOT HAXOAUTCA B KaTajore kitoueit banka u Knuenra.
5.2.7. ®akt nepenaun npeacrasurento Kimenta opopmiteHHBIX co ctopoHbl banka CeptudukaroB kimodeit mpoBepku II1
(UKCUPYIOTCA YIIOTHOMOYEHHBIM COTpyIHIKOM baHka u npeacraButeniem KimeHTa B micEMEHHOM BHIIE.
5.3. MOPSAJOK XPAHEHUS U CMEHBI KJIIOUEM 311
5.3.1. MOPSJJOK XPAHEHUS KJIIOUYEN
5.3.1.1. HanmeXHOCTh CpENCTB KPHUITO3AUIUTHI W TMO/UIMHHOCTh TepelaBacMOl II0 KaHajlaM CBs3W HWHGpOpMaIuu
00eCIeYnBaeTCsl TOJNBKO MPH YCIOBUU COXPAHHOCTH OT KOMIIPOMETAIIMU JNEHCTBYIOMHKX Kitouerd DI, a Takke UCKITIOUCHHS
HECAHKIIMOHUPOBAHHOIO JOCTYIA MOCTOpOHHUX Jinll K Mobile-bankunry. K coOBITHSM, CBSI3aHHBIM ¢ KOMIPOMETAIHCH WK
MI0JIO3PEHHEM Ha KOMIIPOMETAIMIO KJIF0Ya OTHOCSITCS, BKIIFOYAsi, HO HE OIPaHUYMBAsICh, CICIYIOIINE COOBITHS:

* yTepsl HOCUTENS KIIF0YeBOH HH(GOPMAIINH, B TOM YHCIIE C MOCICIYIONNM 00HApY)KEHHEM, a TaK)Ke yTpaTa KOHTPOJIS 3a
JIOCTYTIOM K MOOMIIBHOMY YCTpPOMCTBY;

! Peructpamnus bankom kmoueit OI1 Kimenrta, creHepHpOBAHHBIX C HCIIONB30BAHHEM IIEPCOHAIBHBIX AlIapaTHBIX KPHITONPOBAHAEPOB, IPOH3BOAUTCS
TONBKO B TOM ciydae, korja Kiment wucmonb3oBanm it remeparmu kmrodeil OI ammapaTHble KpHNTONpPOBaiAepsl, MONYYEHHBIE B pe3yJbTaTe
UCHOJIb30BaHMs ycIyrd 1o 3amure kmoueit D11 KitmenTa ¢ ucnonb3oBaHHEM ammapaTHBIX KPHITONPOBaiaepoB, mpegocTasiseMoii bankoM. B ciydasx,
KOTJ[a HCTIONB3YeMBIH B Ipoliecce reneparuu kioda Ol anmapaTHslil KpunTonposaiiiep He nepenasaincs Kimenty bankom B paMkax OKa3aHUs yCIYTH 10
3amure kmodert D11 Kiuenta, bank ocrasiser 3a coboii mpaBo oTka3ats Kimenty B peructparnuu kmoda OI1 Kitmenra B Cucreme «iBank 2».
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* BBIXOJ M3 CTPOSI HOCHTENS KIIOUEBOM MH(POPMAIWH, KOTJa HEBO3MOXXHO JOCTOBEPHO OMPEICIUTH MPUIUHY ITOTO
cOoOBITHS  (OKA3aTEeIbHO HE OIPOBEPTHYTA BO3MOXKHOCTH TOTO, YTO [AHHBIA (akT MpoHM30mIEeN B pe3ynbTaTe
HECAHKIIMOHUPOBAHHBIX JCHCTBUI 3TOYMBIIIICHHNKA);

* JOCTYI, Mepeaada, O3HAKOMIICHHE HEYIOJHOMOUYEHHBIX COTPpYZHHUKOB KiMEeHTa W TPETBUX JHIl C CEpUIHBIMHU
HoMmepamu (naeHtudukaropamu) OTP-mokenos,

* oOHapyxeHHE (haKTa WIH Yrpo3bl HCIOJB30BaHUs (KOMUPOBAHWS) Mapoyiel noctyma w/wim noctyma k Cucreme
«iBank 2y HEynoJIHOMOYCHHBIX JIUI] (HCCAHKIIMOHUPOBAHHAS OTIIPABKA JICKTPOHHBIX JJOKYMECHTOB);

* 00HapyxeHue omuoOoK B padbore Cuctemsl «iBank 2, B TOM 4ucIie BOSHUKAIONIMX B CBS3H C MMOMBITKAMH HAPYIICHUS
nH}popManMOHHON 0€30IaCHOCTH;

* 0OHaApy)XEHUE BPCIOHOCHBIX MPOTPaMM, B TOM YHCJIE BPECIOHOCHOTO KOJAa, B KOMIIBIOTEpPE, MCIOIB3YyEMOM IS
pabotel B Cucteme «iBank 2.
5.3.1.2. Kiment Geper Ha ceOs MOJIHYIO OTBETCTBEHHOCTh M OOS3YeTCS CaMOCTOSTENLHO OOECTICUNTh YCIOBHS XPaHCHUS
cBomx Kimouerd OII, a Takke maponss W MOOWIBHOTO YCTpPOWCTBa, 3apeructpupoBaHHoro B Cucreme «iBank 2y,
HCKJTIOYAIONINE BO3MOXKHOCTh WX KOMIIPOMETanuu. B ciydae moTepu, Kpaku, HECAHKIIMOHUPOBAHHOTO KOIMPOBAHUS WIH
J000TO TON03peHnsT B KoMIpomeTtanuu kiarodei D11 Knuent/maposieli MOOMIIBHOTO TPHIIOKEHUS 00s3aH HEMEIJICHHO B
MTMCBMEHHOM BHJE OMOBECTUTHh baHk 0 HeoOxoammoctn OmoxupoBkH kmrodeil D11 KnmenTta mimm HEOOXOTUMOCTH YAAIHTh
CKOMITPOMETHPOBAHHOE MOOWJIBHOE ycTpoiicTBO KiMeHTa M3 crucka yCTpOHCTB, 3aperncTpupoBaHHBIX B CructeMe «iBank
2». Jlomyckaercsi BO3MOXKHOCTD JMCTAHIIMOHHOTO OIOBEIICHUS YIOJIHOMOYEHHOTO COTPYIHHMKAa baHka 0 HEOOXOIUMOCTH
omokupoBku kiouelr DIl Kiuenra/ ymaneHus MOOWIBHOTO YCTPOWCTBA M3 CIHUCKA 3apETUCTPHPOBAHHBIX C yKa3aHHUEM
OJIOKMPOBOYHOTrO CJI0Ba, BBoguMoro Kimentom mpu peructpanuu B Cucreme «iBank 2», ¢ mocnenyromum o0s3aTeIbHBIM
MPEI0CTaBICHUEM B baHK MICEMEHHOTO 3asBJICHUS 0 OJ0KUpOBKe Kirouei DI1.
5.3.1.3. baHk He HeceT OTBETCTBEHHOCTH B CIIydasix KOMIIpoMeTauuu aecTByromux kmoueil 11 Knuenra 3a nocneacrsus,
KOTOpBIE MOTYT BO3HHKHYTH B pe3yJibTaTe maHHOH Kommpomeramuu. IIpm paccmortpenmn bamkom 3J[ cumraercs
JIEHCTBUTENBHBIM U TIOJUIMHHBIM, €Ci OH momnucad nmoanmuHHo OI1 Knmenra, chopmupoBaHHOW TpH HCIIONH30BAHUH
nericTBytomiero kimoda OIl, crenepupoBanHoro KimeHntoMm B mporecce co3ganus kimoded DI, u 3aperucTpupoBaHHOTO B
Cucteme «iBank 2» Ha ocHoBanum Ceprudukara kimoda nposepku D11, mpeaocrasisiemoro Kimentom B bank.
5.3.1.4. BroiBeneHHble W3 yNOTPEOJCHUS KIIOYM XpaHATCS B baHKe Te K€ CPOKH, YTO M JOKYMEHTHI, IOANHCAHHBIE U
3amu(poBaHHBIC STUMH KJIIOUYaMH, T.€. B COOTBETCTBUH C MPAaBHJIAMH OPTaHU3aIM{ TOCYIapCTBEHHOTO apXUBHOTO 1eia, HO
HE MEHEE IISATH JICT.

5.3.2. MOPSJJOK CMEHbBI KJIIOYEMH 311
5.3.2.1. CmeHa kntoueil Mpou3BOAUTCS MPU:

® 3aMeHe 0aHKOBCKOM KapTouku KineHTa;

® HCTCUCHUH CPOKa JICHCTBHS KITFOYCH;

® KOMITPOMETAIIH KITFOUCH;

e repexoie OT OOBIYHBIX KIFOYEBBIX HOCUTEINECH K MEPCOHAIBHBIM allllapaTHBIM KPUITOIPOBaiIepam.

e npeocTaBiIeHNN KIIMEHTOM COOTBETCTBYIOMIETO 3asBICHHUS B MINCHMEHHOM (hopMe.
5.3.2.2. Cpox nerictBust mrouer Ol ycraHaBimuBaeTcs (Cpok AeicTBusi kimtoda DIl mcuuciseTcs ¢ JAThl PETUCTPaldd
Ceprudukara ximoda mposepku JI1 B banke ynoaHOMOYeHHBIM COTpyAHNKA baHka) Clieayonm:

e 12 MecsreB i KiII04Yel, CreHepUpOBaHHBIX 0€3 HCIOIB30BAHNS IIEPCOHANBHBIX allllapaTHBIX KPUIITOTIPOBANHIEPOB;

® 24 MecsIa IJIs KIIF0YeH, CTeHEpUPOBAHHEBIX C HCIIOIB30BAHUEM ITEPCOHAIBHBIX allIapaTHBIX KPHUIITOTIPOBANHICPOB.
5.3.2.3. CmeHa kito4eil yrnoJiHoMoueHHbIX Ul KiienTa npou3BoJuTCs B COOTBETCTBUH € 11.5.2. nanHoro PernamenTa.
5.3.2.4 ]I, noamucannbiii OI1 Kimenra, copMUpOBaHHOW € MCHOJNB30BAaHMEM HOBBIX KIIOYel, nMpuHUMaeTcs bankom
TONILKO TIOCJIC PEerUCTpanuu HOBBIX Kitoder OI1 KimeHTa B COOTBETCTBHU C MOPSAKOM, H3JIOKEHHBIM B I1.5.2 TaHHOTO
Pernamenra.

5.4. MOPSOK BJIOKMPOBKH KJIOUEM 311
5.4.1. Bank 6nokupyeT (MPUOCTAaHABINBAET) NEHCTBHE KIF0Ya C MOMEHTA IOJYICHHS YIIOJTHOMOYECHHBIMH CiTyk0amMu banka
MMMChMEHHOTO 3asBieHust KiimeHTa o OJIOKHPOBKE KIIOYa, COJEprKaniero npuauHy 0sokupoBku, @O Branensia w/umu D
Kioya, ykazanHoro B Ceptudukare kiaroda mpoBepku OII, cocraBnenHoro mo ¢opme I[Ipunoxenums Ned k Jlorosopy,
MTOIIFICAHHOT'O PYKOBOAMTEIIEM U INIaBHBIM OyxrantepoM Kimenra, a Taxoke 3aBEpEeHHOTO TIEYaThI0 OPTaHN3aIUH.
5.4.2. B 3KkCTpeHHBIX CiTydasx OJIOKMPOBKA MOXKET OBITH IPOM3BEIeHA IIPH YBEIOMIICHHH baHKa HHBIM CTIOCOOOM:
e 110 Tene)OHy Ha OCHOBaHUU OJOKHPOBOYHOIO CIIOBA, ykazaHHOTO KimeHtowm mpu peructpanuu B Cucreme «iBank 2;
® 10 IEKTPOHHOH MOYTE C MMOYTOBOTO aapeca, ykazaHHoro Kimmenrom B Ceptudukare kiroua nposepku DI
e 110 (hakcy ¢ 3aperucTPUPOBAHHOIO HOMEpa, YkazaHHoro KimnmentoMm B Ceprudukare kiroua nposepku O11.
[Ipu UCIONB30BaHUK CPEICTB KOMMYHHUKAIUH, YKa3aHHBIX B HACTOSAIIEM NyHKTe, KIHMEHT 00s3yeTcs HE MO3JHEE TpeX
pabouunx mHe# co mHsa Omokupoku DI1 KnmenTa, mpencraBute B baHk monTBepraroliee MMCbMEHHOE 3asBiieHue. [locie
OJIOKMPOBAHUS KIJIF0Ya, IPUEM 1 00paboTKa JOKYMEHTOB, TIOIMCAHHBIX JAHHBIM KIFOUOM, PEKPAIAIOTCS.
5.4.3. bank MoxeT O10KHpoBaTh K04 KimeHTa caMoCTOATENEHO B CTydae BOZHUKHOBEHUS MOJO3PEHHIH B KOMIIPOMETAIINN
ximoda JI1. B aToMm ciydae yrmoJlTHOMOYeHHBIH COTPYIHUK banka HeMeuIeHHo u3BenmaeT KirueHTa o MpuHITOM PEIIeHUuH U O
MIPUOCTAHOBICHNH 00paboTku O/, MOANMMCAaHHBIX ATHM KIIOYOM, IO Tele(OHY WM C WCIIONB30BAaHHEM APYTUX CPEACTB
CBSI3M.
5.4.4. Cuarue ONOKMPOBKH IMPOMU3BOJIUTCS HAa OCHOBAaHWM INMHChMEHHOTO 3asBlieHUS KimeHTa 00 ycTpaHeHWHM NPUYWH,
MPUBEIIINX K OJOKMPOBAHHUIO KIIOYA, IMOJAMUCAHHOTO PYKOBOJHMTEIEM M TIaBHBIM OyxrantepoMm KimeHTa u 3aBEpEHHOIO
MeYaThi0 OpraHu3aluy. B ciydae OMOKMPOBKH Kito4ya MO WHHUIMATHBe baHka cHATHE ONOKHMpOBKHM ¢ Kiroua KimenTa
Mpou3BoIUTCS BaHKOM caMOCTOSTENBHO MO coracoBanmto ¢ KimmeHTom.
5.5. HOPAJOK UCKJIIIOUEHUS 311
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5.5.1. bank uckimoYaeT KIIOY K3 Karajora (0a3el) JEWCTBYIOMIMX KITIOYEH, C MOMEHTA MOJNyYeHHUS YITOJHOMOYECHHBIMU
cryxxbamu banka muceMenHoro 3asBieHus Kimenra, cocrtaBieHHoro 1o ¢opme Ilpmmoxxkenuss Ne 4k JloroBopy u
MTOJIIMICAHHOT'0 PYKOBOJUTEJIEM M TNIaBHBIM Oyxrantepom Kimenra (pu ero mammuun). Kiroa 11 Knnenra uckmouaercs u3
KaTtayora JeHCTBYIOIINX KIIIOUYeH, IpueM u 00padboTka D/1, MOANMCAaHHBIX TAKHM KITFOYOM, MTPEKPaIacTCs.

5.5.2. Kmoun DIl Kimenrta, Cpok [eHCTBHS KOTOPBIX HCTEK, INPHU3HAIOTCA HEACHCTBYIOIINMH aBTOMAaTHYECKH U

HCKJTFOYAIOTCS U3 KaTaiora AeHcTByonumx kimodeit B Cucteme «iBank 2». Bxon B CucteMy, Takke Kak U IPyTHe OMEPaIuy C

UCIOJIB30BAHUEM TMPOCPOYCHHOrO Kitoya Ol CcTaHOBATCS HEBO3MOXHBIMH. baHK HE HECeT OTBETCTBCHHOCTh 3a

HECBOeBpeMeHHYI0 cMeHy KimenTom kitoueit D11 1 BO3HUKINKE B CBSI3U ¢ 9THM MOCieACTBHs it KineHTa.

5.5.3. Bank u KiueHT o0ecneunBarOT COXPAHHOCTh MCKIOUEHHBIX kimouerd OI1 Kmumenra cormacHo m.m. 5.3.1. maHHOTO

Pernmamenra, mpy 3TOM UCKIIFOUCHHBIC KJIFOUU XPAHATCS TC KE CPOKH, YTO U OKYMCHTHI, TIOJIMCAHHBIC U 3alIU(PPOBAHHEIC

STHMU KITFOYaMHU.

5.6. MOPAIOK JEMCTBUI B CJIYUAE KOMITPOMETAIIMA CEKPETHBIX KJIIOUEH

5.6.1. B cirygae KoMITpoMeTaIluH WM MTOI03PEHISI Ha KOMITPOMETANHMIO Kirfoda KimeHT nomkeH He3aMeITUTEIHO H3BECTUTh

YHOJIHOMOYCHHBIX COTPYOHHKOB bBaHka 111 OJOKMPOBKH COOTBETCTBYIOIIETO KIIIOYa, B COOTBETCTBHH C MOPSIKOM,

YCTaHOBIIEHHBIM 11.5.4. manHoro Perinamenra.

5.6.2. B ciiygae He MOATBEPKACHUS KOMIIPOMETAINN KITf04a, BaHK MPON3BOANT CHATHE OJIOKMPOBKH KIFOUA B COOTBETCTBHUU

c 11.5.4.4 gaasoro Perimamenra.

5.6.3. B ciryyae moATBEpKIACHUS KOMIIPOMETAIIMY KITFo4a BaHK MCKITFOYaeT CKOMIIPOMETHPOBAHHBIN KITFOU B COOTBETCTBUU C

1.5.5 nanHoro Pernamenra.

5.6.4. O], noanucaHHble CKOMIPOMETUPOBAHHBIM KIIIOYOM, M COOTBETCTBYHOIIMI emy Kkirou mpoBepku OIl Kiuenra,

XPAHITCS B COOTBETCTBHH C IPABUIIAMH OPTaHU3aIUHU FOCYIaPCTBEHHOTO apXUBHOTO JIeJia, HO HE MEHEE ISATH JIET.

5.7. HOPAJOK NPEJOCTABJIEHUA YCJYI IO UCITOJIB30BAHUIO
IMEPCOHAJIBHBIX ATIITAPATHBIX KPUIITOITPOBANJIEPOB (USB-TOKEHOB).

5.7.1. O6mue cBeneHUs O MIEPCOHABHBIX AINMAapPaTHBIX KPUIITOpOBaiiaepax

5.7.1.1. TlepcoHanpHBle ammapaTHble KpunTompoBainepsl (mamee - ITAK) mnpencraBnstor coOoli  ycTpoiicTBa st

3aIuIIeHHoro  xpaneHuss  kmouedd  OII.  Hcmomp3oBanme [TAK  memaer  NpUHIMNHAIBGHO  HEBO3MOXKHBIM

HECaHKIIMOHUPOBAaHHOE KomupoBaHue Kirouei D11, ncronb3yeMsix npu padbote B Cucreme «iBank 2».

5.7.1.2. B IIAK peanu3oBaHbI ciieqyronme Kpuntorpapuaeckne ¢yHKIAH:
® ammapaTHBIA KPUNTOTPaQUUCCKH CTOUKHUI IeHepaTOpP CIIy4alHBIX YHCET,

resepanus napsl kiaroueit Ol

¢dopmuposanue u npoepka 11 mo TOCT P34.10-2001;

TeHepanus KUY mudpoBaHus;

mmdposanue U pacumpposka B coorsercTBrr ¢ [[OCT 28147-89;

(hopMHUpOBaHKE W TPOBEPKAa HMMUTOBCTABKHU (IIOCIEIOBATEIHHOCTH NAHHBIX (PMKCHUPOBAHHOW JJIFHBI, OTYIaeMOH 1O
OTIPE/ICIICHHOMY TIPaBIITy M3 OTKPBITHIX TaHHBIX W KITI0Ya U J00aBIIsIeMON K JaHHBIM TSI 00eCIIeYeHUs] MMUTO3AIIUTHI) B
cootBercTBuH ¢ OCT 28147-89;

e BpKcIeHue xem-QyHKun B cootBeTcTBUHU ¢ [[OCT P34.11-94.

5.7.1.3. ®opmuposanne III B coorBercTBuu ¢ 'OCT P34.10-2001 mpoucxoaut HemocpenctBeHHo BHyTpu [TAK: Ha BX0n

I[TAK mnpuHHMaeT >SJeKTPOHHBIM JOKyMEHT, Ha BBIXoAe BhimaeT OIl mox maHHBIM mOOoKyMeHTOM. lIpum 3TOM Bpems

¢dopmuposanus D11 npubiam3urensHo paBHO 0,5 cek.

5.7.1.4. Kimou DIl renepupyercsi camum [1AK, xpanurcs B 3amuiiennoi namsitu [TAK u HuKorjga, HUKEM M HU MPH KaKUX

ycnoBusx He MoxkeT ObiTh cuntad u3 [TAK. B ITAK umeercs 3anuimieHHas 001acTh aMSTH, TO3BOJISIONIAS XPAHUTH 10 64-X

CeKpeTHBIX Kitouei I 0OTBETCTBEHHBIX COTPYIHUKOB OJTHOT'O KJIMEHTA.

5.7.1.5. Cpox neiictus kiroua OII, renepupyemoro BuyTpu ITAK coctasnseT 24 mecsua.

5.7.2. Bapmuanrtsl [TAK, npenocraBnsemsix bankom:

USB-moxen «iBank 2 Key» — 310 anmaparaoe USB-ycTpoiicTBO B KOMIIAKTHOM IIJIACTHKOBOM KOPITYCE,
coctosimiee w3 USB-kapTpuimepa © 3alIUIIEHHOTO KapTodyHoro MuKpokoHTposuiepa STI9NR66 wmm ST23YLIS
nponsBojicTBa Komnanuu STMicroelectronics.

MukpokoHTpoJutepsl cepTrdumpoBansl Ha cooTBeTcTBHE cTaHaapTy ISO/IEC 15408 (common criteria) ¢

ypoBHeM nosepust EALS+.

Tun MUKPOKOHTPOJIIEpa 3aBUCHT OT MOJICITH HCITOMHEHUs Kopiyca «iBank 2 Key»:

* UCHOJTHEHUe kopmyca «A», «M», «B2» — mukpoxontposiep STIOINR66

* UCHIOTHEHUE Kopmyca «M2y, «B» — MukpokonTpomiep ST23YL18

B MHKpPOKOHTpOIUIEpE MPH MPOU3BOACTBE MACOYHBIM METOJIOM «IIPOIIUTA» KapTOYHAs ONEepalnuoHHas cucrteMa «Maructpay

(paspaborunk OO0 «Cwmapt-Ilapk»). B cocraBe onepanmonHoit cucremsl conepxutcs CK3U, ceprudunmposannoe ®Ch

P® no knaccy KC2.

B cocrase mukpokonTposuiepa ST19NR66 conepxkutcst CK3U «DPOPOC. Ucnomnenue Nely (pa3paboTauk

000 «Cwmaprtllapk»), ceprudpumupoannoe ®Ch P® mo kmaccy KC2. Ceprudpukar ®Cb PO per. No CD/124-2151 ot

03.06.2013 1.

B cocrase mukpoxonTpoitepa ST23YL18 cogepxxknutest CK3U «Kpunromomyis C23» (paspadotank OO0

«Cwmaprllapk»), ceprudpunupoBarnoe ®Ch P® no kmaccy KC2. Ceptudukat ®Ch P® per. Ne CD/114-2312

or 31.12.2013 1.

USB-moxen «Pymoxen JIII 2.0» - OCHOBY COCTaBIS€T COBPEMEHHBIN 3alUIEHHBI MUKPOKOHTPOJUIED U
BCTPOCHHAS 3alllUIICHHAS MaMsTh, B KOTOPOH 0E30IaCHO XPAHSITCS JAaHHBIC MMOJIE30BATEIS: MAPOIH, KIIFOYH MIH(pPOBAHUS U
MOJITUCH, CEPTH(UKATHI U T. 1.

B cocrase mukpokonTpoiuiepa conepxurcs CK3U, ceprudunmposannoe ®CTIK u ®CB Pd:
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* Ceprupuxatr ®CTIOK Ne 2592 ot 19.03.2012 r. — geiictBurenes mo 19.03.2018r.

* Ceprudpuxat ®CB PO per. Ne CD/124-2771 ot 25.12.15 1. — neticTBuTeneH o 25.12.2018r.

B cucreme «iBank 2» mognepxuBaercs padota USB-TokeHoB «Pytoken LI 2.0» B crienuanbHON
KOH(UTYpaIuy, MpeTHa3HaYeHHON SIS UCITOJIb30BaHUS HCKITIOUUTENHLHO B cucTeMe «iBank 2.

USB-moxen «MS_KEY K» — 310 ammapatHoe USB-ycTpOHCTBO B KOMITAKTHOM IUTACTHKOBOM KOpITyCe,
cocrosiee n3 USB-kapTpuaepa U 3alUIEHHOT0 KapTOYHOTro MUKpokoHTpouiepa NXP PSCCO81.

PazpaboTunkom ycrpoiicTBa siBisieTcs komnanuu «Multisofty.

«MS KEY K» crpountcs Ha 6a3ze kapTounoro mukpokontposuiepa NXP PSCCO81 ¢ onepannoHHo# cucteMoit

«Burpun» (VIGRID — Verification Interoperability GRID) Bepcuu 1.0. YcrpoiictBo «MS KEY K» ceprudunnponano kax

CK3MH no xnaccam KC1 u KC2 n umeer cepruduxar coorsercrust @Cb PO Ne Cd/124-2211.

5.7.3. USB-tTokeHnsl mnpeaHazHadeHbl sl paboTel Ha ciexyromux Iiardpopmax: Windows XP  Professional/XP
Home/Server 2000/Server 2003/2000 Professional/Vista/7, Linux x86 64 c mucmomns3oBanmeM Java, Mac OS X ¢
HCIIOJIb30BaHUEM Java.

5.7.4. Tlopsmok skcruryaTanuu u xpanenue USB-TokeHOB:

USB-TOKEHBI SBIAIOTCS YYBCTBUTEIBHBIMH JJICKTPOHHBIMH YCTpoWcTBaMH. [IpM MX XpaHEHWH W SKCIUTyaTalldu
MTOJIF30BATENI0 HEOOXOMUMO COOJIONATh PsI MpaBwiI W TpeOOBaHWM, NPU HAPYIIEHHH KOTOPBIX yKa3aHHBIE yCTpOICTBa
MOTYT BBIUTH U3 CTPOSI.

Crnenyromue mpaBuiIa 3KCIUTyaTallid W XpaHEHUs oOecreyar JIUTEIbHbI CpoK ciryk0bl USB-TOKEHOB, a Takke
COXPaHHOCTh KOH(MUACHIINATHFHON HHOOPMAIIMH TOIh30BATEIIS:

e HeobOxomumo obeperats USB-TOKEHBI OT CHIIBHBIX MEXaHUYECKHUX BO3JCHCTBUI (TaJCHUS C BBICOTHI, COTPSICCHUS,
BUOpaLuK, YIapoB U T.I1.).

e USB-tokeHbl HEeoOX0IUMO oOeperarb OT BO3JACHCTBHMS BBICOKMX M HHU3KHUX Temmeparyp. [lpu peskoil cmene
TemIepaTyp (BHOCE OXJIaXIESHHOTO YCTPOICTBA ¢ MOpO3a B TEIUIOE TIOMEIIEHIE) He peKOMEHIyeTCs Hcmois30Bath USB-
TOKEH B TE€UCHHE 3 4YacOB BO H30EKaHHWE TOBPEXKACHUH W3-3a CKOHACHCHPOBAHHOW HA AIJIEKTPOHHOIN CXEeMe BIIATH.
Heob6xonnmo obeperats USB-ToKeHBI OT monafaHust Ha HAX MPSIMBIX COTHEYHBIX JIydei.

e Heobxomumo obeperath USB-TOKEHBI OT BO3CHCTBHS BIIarW U arPECCUBHBIX CPE]T.

e Henomyctumo BoznetictBue Ha USB-TOKEHBI CHIBHBIX MAarHUTHBIX, JJIEKTPUUYECKUX WIIM PATUAIlIOHHBIX ITOJICH,
BBICOKOTO HAIPSKCHUS ¥ CTATHYECKOTO DJICKTPUIECTBA.

e [Ipu noaxnouenun USB-TokeHa k KOMIBIOTEPY HE MpUaraiiTe U3MUIIHUX YCUIUIL.

e USB-TokeH B Hepaboyee BpeMsi HEOOXOIMMO BCErJa JIEp»kKaTh 3aKPBITBIM BO M30€KaHUE IMOMAJaHHUS HA pa3beM
USB-tokeHa nbLiH, Tpsi3u, Biaary u T.10. [Ipu 3acopennu pazbema USB-TokeHa HY)XKHO NPUHSATH MEPHI I €r0 OYUCTKH.
Jlns oumcTKH Kopmyca M pa3beMa HUCIONB3YHTE CYXYI TKaHb. VICIonb30BaHHE BOJBI, PACTBOPUTEICH W TMPOYHX
YKUAKOCTEN HEO0MyCTUMO.

e He pa3oupars USB-TOKEHBI.

e HeobxomuMo m306eraTh CKauykoOB HANpPsOKEHWs MUTaHHUA KoMmmbiorepa n USB-mmnbl npu mogkmodeHHoM USB-
TopTe, a Takke He u3Bjiekath USB-TokeH minu kaptpuaep u3 USB-mopra Bo BpeMs 3alicH U CAUTHIBAHUS.

e B crmyuae HencnpaBHOCTH WM HETIpaBWIbHOTO (yHKITMOHUpoBaHwsI USB-TokeHOB ciienyet obpamarbes B baHk.

5.7.5. CrommocTs ycuyr no 3amute kiroueit OI1 Kimenta ¢ ucrons3zoBannem [TAK n mopsimok pacaeTos.

3a okazaHHble baHKOM yCIIyTH W TipenocTaBieHHbIe MaTepraibl 1o 3ammurte kimodeit D11 Knmenra ¢ ncnons3oBanueM [TAK

KiueHT ocymecTBIsET OIIaTy B COOTBETCTBUU C ACHCTBYOIUME TaprdaMu KOMHUCCHOHHOTO BO3HArpaKaAcHUs baHka.

5.7.6. lopsinok noaxioueHus ycayru no 3amute kiroueid 11 Knuenta ¢ ucnons3oanuem [TAK:

5.7.6.1. Ycmyra nmpenocTaBisieTcsl Ha OCHOBaHMM NMUcbMeHHOTo 3asBieHus Knuenra (ITpunoxxenne Nel). IIpu odopmnennn

3asBliCHHS Ha NOAKIoYeHHe yciuyru KimeHT ykaspiBaeT konmdectBo USB-TokeHOB HeoOxomumbix Kimenty. Bank

pexkomenayet Knuenram aiis kaxxaoro jauia, HageneHHoro D11, ucnons3oBatk otnensbHbii [TAK.

5.7.6.2. TIpu BBIOOpE YKa3aHHOW YCIYTH HE JOITyCKAETCs OJHOBPEMEHHOE MCIOJB30BaHUE B Ka4eCTBE HOCHUTEIS KITIOYEBOM

nH(pOpMaUK WHBIX HocuTenen kpome ITAK.

5.7.6.3. TlpueM yciayra ocymiecTBiseTcs myTeM mnoanucanus CropoHamu AKTa TpueMa-Tiepeadyd MaTepHayioB W/WId

BeImoNTHeHHBIX yeuyT ([Ipunoxkenue Ne7), KOTOpBIM MOATBepxkAaeTcs mepenada Kiuwenty 3assieHHoro xoandectsa USB-

TOKEHOB, ITOJIb30BaTEILCKON JOKYMEHTAINU U IpaiiBepoB 1t padoter [TAK.

5.7.6.4. JIns axtuBanuu 1 Hadana ucronb3oBanus [IAK B Cucreme «iBank 2» KiueHT 0053aH 0CyIIeCTBUTh CMEHY KITFOUEH

OII B mopsizike, ykazaHHOM B pazjiene 5.2. PernamenTa, ¢ UCHOJIb30BaHUEM B KauecTBe KitoueBoro Hocutesns [TAK.
3a nepBuuHylo reHepauuio kiouedt I11 ¢ ucnonaszoBanuem USB-TokeHa npu nogxiodeHuu KiueHToM yciayru mno

samute kmouerd DI komuccus bankom He B3umaercs. B panpHeiilneM, 3a BHEIUIAHOBYIO cMeHy kiroueit DIl B3umaercs

KOMHCCHSL B COOTBETCTBHH C jedcTByrommmu Tapudamu baHka, 3a HCKIIOYEHHMEM Ciiydasi, yKa3aHHOro B m. 5.7.6.5

Pernamenra.

5.7.6.5. KiimeHT BOpaBe B NEpUOA TapaHTUIHOrO Ccpoka 3aMeHUTh HeucnpaBHbli USB-TokeH 0e3 BHeceHMs

nonoiaHUTeNnbHOW TIaThl. Cpok 3aMeHbl HewcrnpaBHoro USB-TokeHa cocraBiser He Oonee Tpex pabouux JTHEH.

lapanTuitaeiii cpok cocraBisier 12 mecsaneB co aas nepexnadun USB-tokena Kimenty, m He pacmpoctpansercs Ha USB-

TOKEHBI C BUAMMBIMH OBPEXICHUSIMH, IPON3OMIEANINMHA B PE3yJIbTaTe BHEIITHNX BO3ACHCTBHIIA HA YCTPOKUCTBO.

5.8. IOPSAJOK NPEJOCTABJIEHUSA YCJIYT
IO MHOTO®AKTOPHOW AYTEHTU®UKAIINA KJIAEHTA.
5.8.1. O6uue cBeneHUs.
Jlnis mpenoTBpalieHus XHINEHUS CPEJICTB C pacdyeTHoro cuera KimeHTa, KOTOpOE MOXXET OBITh OCYIIECTBIECHO
3JI0yMBIIIJICHHUKOM METOJIOM HampasieHuss B Oank mno Cucreme «iBank 2» 31 ¢ koppekrHoit OI1 Kimenra,
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chopMUpPOBAHHOH C HCIIOIB30BaHMEM paHee moxuiieHHoro kmoda OII KimeHTta m mapons s gocTyna K 3TOMY KIIOUY,
UCTIONB3YEeTCS OJJHA M3 MEP TPECEUCHHS OAO00HBIX XUIEHUH — MHOTO()AaKTOPHAs ayTeHTU(HUKALHL.

MmuorodakropHass ayTteHTH(UKanus peann3oBana B Cucreme «iBank 2» ¢ wucnonp3oBanuem KimeHtamu
OJHOPA30BBIX Mapojiel, reHepupyeMbix OTP-tokenamu. KiueHTam, MONB3YIOMAMCS  YCIYyTOM  «pacUIMpeHHas
MHOTO(aKTOpHAs ayTeHTH()UKAuA», 111 Bxojga B CucteMy HEOOXOOMMO JOMOIHUTEIBHO BBOAWUTH OJHOPA30BBIN Mapob,
creHepupoBanHblli OTP-TokeHoM. 3i0yMBINIIEHHHKH, ToxuTuBiune kmoun Ol knmenra, He cmoryt 6e3 OTP-tokena
Knuenra nonxmounthes U HanpaBuTh B 0aHk 1o Cucreme «iBank 2» 3/ ¢ xoppektHsiMu OI1 kimenTa. ['enepupyembrit
OTP-ToKeHOM OJJHOPA30BLIN IAPOJIb UCHOJB3YETCS B POLENype ayTeHTH(UKAIMN KiIMeHTa npu Bxoae B Cuctemy «iBank
2», a TaKkKe B NpOLEAype MOATBEPXKICHHUS OJIEKTPOHHBIX JIOKYMEHTOB KJIMEHTa, B Clydae YCTaHOBKM KimeHTOM
OTpaHUYMTENILHOTO JIMMHTA IUIaTeXa, MPOBeIeHHE KoToporo 0e3 BBoja, creHepupoBaHHoro OTP-TokeHOM 01HOPa30BOro
napois, Oyner HeBo3MoxHO. He mpoiins npoueaypy MHorodakropHod ayreHTH(duKanmm KimeHTa ¢ ucnonb3oBaHueM
OHOPa30BOTO Tapouisi, creHepupoBaHHOT0O OTP-TOKeHOM, 3/IOyMBINIUIEHHHK HE CMOXET IepenaTh B baHK mmmaTesxHOe
mopy4enue ¢ Koppektaoit I11.

OpnHOpa3oBBIi Maponb He 3amumaet knodn OI1 KiIneHTa, HO MOXKET y4acTBOBaTh B IMPOLEAYpE MOATBEpKACHUSI D]
Knnenra (B ciyyae yCTaHOBKH JHMHTA) M HE IO3BOJISICT 3JIOYMBINIICHHHKY BOCIIOJIB30BATHCSI PAHEE MOXHIICHHBIM Y
kimenTa xmodoM Ol st oripasku B bark mo Cucreme «iBank 2» muraTesXHBIX mopydeHHH oT MMeHH KimeHTa.

OTP—token (One time password) — yCTpoOHCTBO, IpeqHa3HAYCHHOE ISl TEHEpaIWH OJHOPA30BBIX IMAapoei st
JIOTIOJTHUTEIBHOW aBTOpU3anuy npu Bxoze B Cucremy «iBank 2», a Takxke 11 MOATBEp)KACHUS IUIATEKHBIX JTOKYMEHTOB,
HarpasisieMbIX B baHk.

I'eHepanusi 0JHOPA30BOTO MAPOJISI IPOUCXOAUT NPH OJHOKPATHOM HA)KaTHH KHOIIKH, PACIIOJIOKECHHOW Ha JIMIEBOH
nanenu ycrpoiicrBa OTP—token psgom ¢ nucruteeM. [locine HakaThsl KHONKK Ha JucIuiee OyAeT oToOpa)keH OJHOPAa30BBII
1apojb, KOTOPBIH HEOOXOAMMO BBECTH B OKHO JOIOJIHUTEJIFHON aBTOPH3alMHM H/WIM TOATBEPKACHHUS IUIATEKHOTO
JIOKyMeHTa B cucTeMe «iBank 2.

Cpox none3Hoit skcruryaranui OTP-TOKeHOB COCTaBIsET S JIeT.

5.8.2. OTP-ToKeHBI MOTYT BBINIOJIHATE cienytomue Gpynknun B Cucreme «iBank 2y:

e JIByxypoBHeBas ayTeHTH(HKaus pu Bxone B CucreMy «iBank 2» (Bxom OymeT BO3MOMXEH TOJIBKO TOCJIe BBOAA
apoJIs, yKa3aHHOTO IpH perucTpanuu KimeHnTa u oqHOpa3oBoro napoisi, creaepuposanHoro OTP-tokeHOM);

e TloaTBepx/eHNE HAMPABISIEMOTO IUIATE)XHOTO JOKyMEHTa B baHK, CyMMa KOTOPOTO HPEBBIAECT YCTAHOBICHHBIN
Knuenrom mmmur onepaumu (mocne noamucanus D1 Uil MONTBEP)KACHUS OTHPABKH IUIATEXKHOTO JOKyMeHTa B baHk
Kiuenr o0s13an Oynet BBeCTH OHOPa30BbId Mapoiib, creHepupoBanublii OTP-TokeHOM).

Knment camocrosrensHo omnpexnenser nepeueHs GyHkumii OTP-tokena B Cucreme «iBank 2» mpu moaxiodyeHun yciyrw,
yKa3bIBasi B COOTBETCTBYIOILEM 3asIBIICHHH.
5.8.3. IIpaBuna sxcruryaranuu u xpaneHust OTP-TokeHOB:

e obeperatb OTP-TOKEHBI OT CHJIBHBIX MEXaHWYECKHX BO3JCHCTBHUH (NaJeHUsI C BBICOTHI, COTPSCEHHMs, BUOpauuy,
yIapoB M T.I1.);

e o0eperaTh OT BO3/ACHCTBUSI BHICOKMX M HU3KHX TemrepaTyp. IIpu pe3koii cMeHe Temmeparyp (BHOCE OXIaXIECHHOTO
yCTpoiicTBa ¢ MOpO3a B TEIUIOE IOMEHIEHHE) HE PEeKOMEHIyeTcs ncrmonb3oBaTh OTP-TokeHB! B TedueHHE 3 4acoB BO
n30exaHne MOBPESKICHUN N3-32 CKOHACHCHPOBAHHON Ha dJIEKTPOHHOM cxeme Biaru. Heo6xoammo obeperats OTP-TokeHbI
OT TOMAJAaHUs HAa HUX MPSIMBIX COTHEYHBIX JTydIeH.

e obeperarb OTP-ToKeHBI OT BO3€HCTBUS BIark U arpecCUBHBIX Cpel.

e Henonyctumo Bo3zeiictBue Ha OTP-TOKEHBI CHIIBHBIX MAarHUTHBIX, 3JEKTPUYECKUX WIIM paJUallMOHHBIX ITIOJIEH,
BBICOKOTO HAIPSDKEHUS! M CTATHYECKOTO AIIEKTPHYECTBA.

o [Ipu nHaxxatnu kHonku OTP-TokeHa He MpUIAaraTh U3JIUIMIHAX YCUIHH.

e He paz6upars OTP-TokeHbI.

5.8.4. B ciaydae yrpaTtel OTP-tokena, KinuenTt 06s3an He3aMeTUTETHHO 00paTuThes B bank Ayt GIIOKMPOBKH yTPadeHHOTO
OTP-Tokena v mpuoOOpETEHUS HOBOTO.

5.8.5. TlopsimoK MOAKITIOUEHHUS YCIIyTh MHOTO(akTopHOU ayTeHTHGuKanu Kimenra:

5.8.6. Yciryra npeoctaBisieTcsl HA OCHOBaHNHW MUCEMeHHOTO 3asBiieHnst Kimuenta ([Ipmmoxenne Ne 1).

5.8.7. Ilpu odpopMieHHN 3asBIICHUS Ha MOAKIIOYCHHE ycIyrd KIueHT ykas3piBaeT nepedeHb HeoOXxomuMbix ¢yHkimid OTP-
TokeHa B Cucreme «iBank 2», cymmy omepanuit B pydmsx P®, cBeime koTtopoil morpedyercss BBEACHHE OJHOPA30BOTO
napodst, reaepupyemoro OTP-tokenoM, u ykaseiBaeT kosnmdectBo OTP-TokeHOB HeoOXxoauMbIx KineHTy.

5.8.8. Ilpuem Kimenrom ycnyru banka mo mHorogaxkTopHoi ayreHTHUKaunu KimenTa B pamkax Hacrosimero /lorosopa
ocymecTBisieTcss myreM noanucanust CtopoHamu AKTa NpHeMa-liepejadyd MaTepualioB W/WIM BBINOJHEHHBIX YCIYT
(ITpunoxxenne Ne7), KOTOpBIM MoOATBepKAaeTcss mnepenada Kimenrty 3asBieHHoro kommuectBa OTP-TokeHoB
nojp3oBarenbekod  nokymeHtanuu. OTP-TokeH cuMTaeTcst akTUBHBIM, a yciayra jgoctynHod KimeHTy ¢ MomeHTa
noanucanust CropoHamMu AKTa NpHeMa-nepesadl MaTepHalioB /UM BBIIIOJTHEHHBIX YCIIYT.

5.8.9. CrommMocTh yCIyr W MaTepuayioB 1o MHorodakTopHoi ayrteHTHukanmu Kiuenrta ompenensercs Tapudamu
KOMHMCCHOHHOTO BO3HarpaxkjeHus banka, NeHCTBYIOIIMMH HAa MOMEHT OKa3aHus yciyru. [Ipm oTkaze oT manbHEHIIero
UCTIONb30BaHMA JaHHOM yCIyru, IeHbI M, BHECeHHbIe KineHTOM 3a ee mproOpeTeHne, He BO3BPAIAtOTCSL.

5.8.10.JlanHas yciayra He WCKIIOYaeT O0S3aTENBbHOCTH HCIIOJIb30BaHMs Kitoded OII, Kak TpaaWIMOHHOTO CpPEICTBa
ayTeHTU()UKAINY ¥ TOATBEPKACHHS IIATES)KHBIX JOKYMEHTOB, HAlpaBJIsieMbIX B baHk.

5.8.11. KimmeHT MOXeT IproOpecTn JaHHYIO YCIYTY B TOM KOJHYECTBE, B KOTOPOM 3TO JUKTYETCS yJOOCTBOM M MOPSIIKOM
paboTHI €ro OpraHu3alyy.

5.8.12. Tlpu wucnons3oBanuu KiaueHToM Heckonbkux OTP-TOkeHOB, KaxAbli U3 HUX IpPU IMEPBOM HCHOJIb30BaHHU
“npuBsA3bIBaeTCA” K ucnonbdyeMoMy ¢ JaHHeIM OTP-toxenom kmrouy OIN. Iepenpussaska OTP-TokeHOB k ApyruM Kiro4aM
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OIl Kimenrta npousBomuTcs crenuainuctamu banka Ha ocHOBaHWM 3asBieHus KimeHTa B TpPOU3BONBHOM (opme ¢
ykazanueMm cepuitnoro Homepa OTP-tokena u ID kimoga coorBercTBytomero kioua D11 Kiuenra.

5.8.13. KitmeHt BmpaBe B MEPHUOJI TApaHTUHHOTO CpoKa 3aMeHUTh HeucnpaBHblii OTP-Token 6e3 BHECEHUS JOTIOTHUTEIHLHON
w1atel. Cpok 3aMeHs! HencnipaBHOro OTP-TokeHa coctaBisieT He Oonee Tpex pabounx nHel. ['apaHTuHitHbII cpok cocTaBiseT
12 mecsaneB co aHa Bbaaun OTP-tokena, m He pacnpoctpansercs Ha OTP-TOkeHBI ¢ BHAMMBIMU TOBPEXKICHHSIMH,
IIPOU30UIEAIIUMY B pe3yJIbTaTe BHELIIHUX BO3JECHCTBUHI HA yCTPOICTBO.

5.8.14. Hcnosnp30BaHne JaHHOW YCIYI'H He IpearosiaraeT MpuoOpeTeHus U yCTaHOBKHU JOIOJHHUTENBHOTO 000pYyIOBaHUS H
nporpaMmHoro obecneyenust kpome camoro OTP-tokeHa.

5.9. IIOPAAOK INPEJOCTABJIEHUSA YCJIYI C HCIIOJIb30BAHUEM NNPUIOXKXEHUA 1A
MOBWJIBHBIX YCTPOMCTB MOBILE-BAHKHUHT JIJIS1 KOPIIOPATUBHbBIX KJIMEHTOB.

5.9.1. Mobile-baHKHHT I KOPIIOPATUBHBIX KIMEHTOB —IIPHIIOKEHHE, C MOMOIILI0 KOTOporo KIMeHT MOXeT C Jro0oro
MOOWJILHOTO YCTPOHCTBA OCYIIECTBIATH NOCTYI Kk cucteme" iBank 2", a Takxe (GopmupoBaTh, MOAMKUCHIBATE CEPBEPHOM
noanuceio DIl u ornpaBnaTh B OaHK IUIAaTEXKHbIE IMOpPYYeHHs, paboTaTh €O CIPAaBOYHUKAMU KOPPECHOHICHTOB U
OeHeUIIMapOB, OTCIEKUBATH CTATyChl JIOKYMEHTOB, IOJy4YaTh BBIMHCKMA [0 CBOMUM CU€TaM 3a IPOW3BOJIbHBIA IEpUO/,
00OMEHUBAThCSI ¢ 0AHKOM MUCbMaMH.

5.9.2. B]1, nony4yeHHsle ¢ ucnonb3oBanueM Mobile-baHkMHT M noanucaHHble KOPPeKTHBIMU DI yNOITHOMOYEHHBIX JIWIL,
BJIEKYT TaKHE J>XE€ IPABOBBIC IOCIEACTBUS, KaK W aHAJIOTMYHbIE JOKYMEHTHl Ha OYMa)KHOM HOCHTENE, COJepiKalleMm
COOCTBEHHOPYYHBIE ITOJIITHCH YIIOJIHOMOYEHHBIX JIUII.

5.9.3. Ilponenypa renepanuy U NOPSAOK XpaHEHUE KITIOUel CepBEpHON MOAMUCH U KIIIOUEH MPOBEPKH CEPBEPHOI MOANKMCH
ocymectsisiercst Ha Cepsepe Iloamucn cucrems! iBank 2 B nopsaxe, ykazanaoM B O030pe PpHII0KEHHS TSI MOOMITBHBIX
ycrpotictB Mobile-barkunr, pasmemieHHsM Ha caiite banka (https://ibank2.newbank.ru/docs/
Corporate_Mobile Banking Guide.pdf).

5.9.4. 3anpemaercss aHOHUMHAsI PETUCTPaIds B IpuiioskeHuu Mobile-bankuar.

5.9.5. baHK npegocTaBIseT JOCTYI K MOOMIBHOMY MPHUIIOKEHHIO HE TIO3HEE JIHI, CIEAYIOIIETO 32 JHEM AAThl PETUCTPALIUH
B banke Ceprudukara kioda npoepku JI1.

5.9.6. KileHT noaTBepkAaeT, 4T0 MOOMIBHOE YCTPOWCTBO, 3aperHCTPUPOBAHHOE B cucTeMe «iBank 2», mojxito4eHHbIe K
MOOHJIBHOMY NpUIIOKeHNI0 Mobile-baHKHMHT, HCIIONB3YIOTCSI HCKIFOYUTENBEHO YIOJTHOMOYEHHBIMH JIMIAMH.

5.9.7. B cnydae yrpo3bl HECaHKIHOHHPOBAHHOTO JOCTYIAa K CYETaM MOCPEICTBOM mpuioxkeHus Mobile-bankunr, B TOM
YHCIe YyTpaTbl MOOMIBHOrO ycrpoiicTBa KimeHT 00s13aH He3aMeIMTeNIbHO OJIOKUPOBaTh (IIPEKPATHTh) AOCTYI K cUeTaM B
HIOPSIIIKE, IPelyCMOTPEHHOM IIYHKTOM 5.6. HacTosmero Perinamenra.

5.9.8. baHk He HeceT OTBETCTBEHHOCTH 3a IOCIEACTBHUS JOCTyNa K CYeTaM HEYNOJIHOMOYCHHBIMH JIMIAMH B Cilydae
HapymeHust KimneaToM 00s3aHHOCTH, IPEIYCMOTPEHHOU IMyHKTOM 5.9.7. HacTosmero PermamenTa.

5.9.9. baHk He HeceT OTBETCTBEHHOCTH 3a ymepO, BO3HUKIIMK BCeICTBUE Iepenadn KIIMeHToOM/yoTHOMOYEHHBIM JIMIIOM
Knnenta TpeThuM JMIaM JIOTHHA, MApOJst K IpHIIokeHNI0 Mobile-baHKHHT, BHE 3aBHCUMOCTH OT MPHUYHH.

5.9.10.bank He HeceT OTBETCTBEHHOCTH 3a cOOM M TIOMEXHM B pabOTe JHMHHWNA M CPEICTB CBS3U, MPHUBOIANINE K
HEBO3MOXXHOCTH JIOCTYIIA ¥ MCIIOB30BaHMsI MpuiioxeHust Mobile-bankuHr.

5.9.11. baHk He HeceT OTBETCTBEHHOCTH 3a cOou B paboTe npuioxenus Mobile-baHkuHr, 00yClIOBICHHBIE HEHCITPABHOCTHIO
MOOHJIBHOTO YCTpOMCTBa, HapylIeHHEM Pa0OTOCIIOCOOHOCTH YCTAHOBJIEHHOTO Ha MOOWIJIBHOM YCTPOWCTBE NMPOrPaMMHOIO
oOecrieueHHs, MPOM3BOAMTENEM KOTOpOro baHK He sBiseTCs, WM WHBIMH BHEIIHUMH (aKTopamH, B TOM YHUCIE
MIOBPEXICHUEM TTpUIIokeHns: Mobile-baHKHHT, yCTaHOBJIEHHOTO Ha MOOMIBHOM yCTPOHCTBE.
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MPUJIOKEHUE Ne6
k [IpaBujIaM TUCTAHIIMOHHOTO 0AHKOBCKOTO
00CJIy’)KHBAHUSI KJIMEHTOB € MCIOJIb30BAHHEM CHCTEMBbI
«iBank 2» B Kb «HoBblii Bex» (000)

HOPAJOK PASPEHIEHUSA CIIOPOB

1. OBIIME ITOJIOKEHUSA

1.1. B nannom Ilopsake ommcana mpoluenypa paspelieHus crnopoB Mexnay bankoM m KineHTOM, CBS3aHHBIX C
MIOJUTHHHOCTBIO DJICKTPOHHBIX JTOKYMEHTOB, HCIIOJIHEHHBIX B Cucteme «iBank 2».

1.2. D1eKTPOHHBINA AOKYMEHT CUMTAeTCH MOJJIMHHBIM, €CJIM OH ObL, ¢ OHOH CTOPOHBI, HAJJIEKALIUM 00pa3oM
o)opMIIeH U NOAIUCAH, 4 C IPYI'0i - IPOBEepPeH U IPHHSAT.

1.3. Ilpu Hammuuu COMHEHWU B mommuHHOCTH D] mmm ero coxepxkanwst CTOpOHA - WHUIIMATOP Criopa o0sg3aHa
HampaBuTh Apyrod CTOpoHE MHCHBMO C MOAPOOHBIM M3JIOKEHHEM HApyIIeHHs, OOCTOSTEIbCTB MPOHCHICAIIETO H
MIPEUIOKEHNEM CO3/IaTh COTIACUTENBHYIO AKCIIEPTHYIO KOMHCCHIO.

1.4. B ciuydae cormacusi ¢ TpeTeH3WeH, conepkamieiics B mmcbMe, CTOpPOHA, TMOJYYHBINAS ITHCHMO,
HE3aMEeLINTENIFHO yBefoMisieT Jpyryio CTOpPOHY M yCTpaHseT HapyIIeHHs, ONHCaHHble B mucbMe. CoriacureibHas
JKCIEpPTHAst KOMHUCCHS B TAKOM CIIydae HE CO3AaeTCsl.

1.5. Jlo mojaun NMuCbMEHHOTO 3asiBJIICHHS CTOPOHAM PEKOMEHJYeTCs NPOBEPUTH, YTO NMPHYMHONW BO3HHUKHOBEHUS
CHOpa HE MABIKICTCA HApYWeHUue UueioCmHocmu npocpammHo2o 0666‘}16‘{6HH}Z, yeiocmrocmu Cl)eabl UCNOJIHEHUA HA
Komnviomepe Knuenma, xomrpomeTarust Kimodeid D11 uiaM HecaHKIMOHUPOBAHHBINH JIOCTYH K pecypcaM JIMOO0 IPHIIOKEHHIO
Mobile-bankuHr.

2. PABOTA COTJIACUTEJBHOM SKCHHEPTHOM KOMHUCCHUHU

2.1. ns paccmorpenus CropoB co3faeTcs CorflacHTeNbHasi dKCIepTHas KoMuccus. /laHHasi KOMHCCHSI CO3/1aeTCsl
TOJIBKO TI0 MMCbMEHHOMY 3asiBiieHuIo oaHoi 3 CropoH. [lata cOopa KOMHUCCHH Ha3Ha4yaeTcs He ro3jHee 15 nHel ¢ MoMeHTa
OTIPABKH IIPEUIOKEHUS O €€ CO3JaHuK. B COCTaB KOMHUCCHHM BXOJMT PaBHOE KOJMYECTBO IIPEJCTAaBUTENEH 00EUX CTOPOH.
ITpu HeobxomumocTy, ¢ cornacus ooenx CTOpoH, B cOCTaB KOMHUCCHUHM MOTYT OBITh JOIIOJIHUTEIFHO BBE/ICHB KOMIIETCHTHBIC
HE3aBHCUMBIE DKCIIEPTHI TPETHEH CTOPOHBI (PEANOYTHTENBHEE - MPEACTaBUTENN pa3paborunka cuctemsl). [loaHoMouuns
YJIEHOB KOMUCCHH TIOATBEPKAAIOTCS TOBEPEHHOCTSMH, BBIJAHHBIMH B YCTaHOBJICHHOM TOpsiake. CocTaB KOMUCCHH TOJIKEH
OBITh 3a()UKCHPOBAH B HTOTOBOM JIOKYMEHTE (AKTE), OTpayKaIoIIeM Pe3yIbTaThl padOThl KOMHCCHH.

2.2. DkcrnepTHass KOMHACCHS OCYIIECTBIISIET CBOIO paboTy Ha Tepputopnu banka, ¢ ucrons3oBanneM [19BM banka,
MIPOTPAMMHOTO 00ECTICUCHUH U KIIIOYEBBIX AIIEMEHTOB.

Knuent obs3yeTcss B ciiydae HEOOXOIMMOCTH MPEAOCTABIATh WieHaM Kommccnu AOCTYHn B ITOMEIICHUS, TIE
YCTAHOBJICHBI KOMITBIOTEPBI, C KOTOPBIX MOTJa MPOU3BOAMTHECS TIepelavya CIOPHOrO JOKYMEHTa, a TaKkKe K CaMHM
KOMITBIOTEpAM, Ul TPOBEIEHHS MPOBepok coOmonenus KinueHtom ycioBuit JloroBopa, B TOM 4Hcie Ul KOITUPOBAHUS
nHdopmanum.

2.3. Cpok paboThl KOMHCCHH - 5 OaHKOBCKHX JHEW. B 0co00 CIOXKHBIX cllydasx, Mo 00OI0JHOMY NMHUCHMEHHOMY
cornacuto CTOPOH, 3TOT CPOK MOKET OBITh YBEIMUCH, HO He 0ojIee YeM J0 OJHOTO MecsIIa.

2.4. llenbto paboOTHI CO3aHHOW KOMHCCHHM SIBJISICTCS YCTaHOBJIEHHE MOAIMHHOCTH DJI, HCIOJIHEHHOTrO B paMKax
JloroBopa.

2.5. CtopoHBI 00s13aHBI MPEIOCTABUTh KOMUCCHH BO3MOYKHOCTH O3HAKOMHUTLCS C YCIOBUSIMHU U TIOPSIKOM PaOOThI
Cucremsl «iBank 2», B ToM umcne mpunoxkeHuss Mobile-bankuar. CTOpPOHBI CIIOCOOCTBYIOT paboTe KOMHCCHH H HE
JOITyCKAIOT OTKa3a OT TMPEICTaBICHUS HEOOXOAWMBIX [OKYMEHTOB ¥ MaTepHAaOB, HMCIOIIMX OTHOIIEHHE K
paccmaTpuBaemomy Cropy.

2.6. B xozne paccmoTpenust komuccueii Criopa o MoTMHHOCTH (HAMYHUN WM OTCYTCTBHH) JTOKYMEHTA, UCTIOJIHEHHOTO C
nomoreio Cucremsl «iBank 2» u noamucanHoro O, kaxmas CtopoHa o0si3aHa J0Ka3aTh JIUIIL TO, YTO OHA CBOCBPEMEHHO U
HaJUISKAIM 00pa30oM BBIMIOJNHIUIA 00s3aTeNbCTBA, B3AThie Ha cebs 1o [lorosopy u IlpminokeHHsM K HeMy, B TOM YHCIC
HacToswM PerimameHToM.

2.7. Ilo uroram paboThl KOMHUCCUH COCTABIISIETCS aKT, B KOTOPOM B 00513aTEIEHOM IOPSI/IKE OTPAKAIOTCS:

—  yCTaHOBJICHHBIE O0OCTOSITENILCTBA;

—  IeHCTBUS WIEHOB KOMICCHUH;

—  BBIBOJIBI O MOJIMHHOCTH TPEIBSBICHHOTO JIEKTPOHHOTO TOKYMEHTA,

—  OCHOBAaHHS, OCTYKUBIIKE IS YOPMUPOBAHUS BBIBOOB.

AKT TIOAMUCHIBaeTCA YHOJTHOMOYCHHBIMHU IpeacTtaBuTessiMu CTopoH He mo3aHee 10 gHel ¢ MOMEHTa OKOHYAaHHUS
paboTel KoMuccHH. B ciydae, ecnu moamncanue AKTa B ATOT CPOK HE COCTOWTCS, 3amHTepecoBaHHass CTopoHa BIIpaBe
0o0paTUThCs B apOWTpakHbIN cyn U 0e3 BeipaboTaHHOr0 CTOpOHAMM pEUIeHHS, a B Ka4eCTBE JOKA3aTeIhCTBA B CyIeOHOM
Crope NMpeacTaBUTh AKT, COCTaBJICHHBIH B COOTBETCTBUH C HACTOSIIMM [losioxkeHneM.

2.8. B ciy4ae, eciiu npeuioskeHHe 0 CO34aHUM KOMUCCUH OCTaBJIEHO JIpyrol CTOpPOHOH 0e3 oTBeTa (110 MCTEeUeHUH
15 nneii cornacuo m.2.1. nannoro Ilopska), 1160 CTOpoHa OTKa3bIBaETCs OT y4acTHsI B KOMHCCHH, JINOO paboTe KOMUCCHU
OBUTH YYUHEHBI MPEMSITCTBUS, KOTOPBIC HE TMO3BOIMIN KOMUCCHH O(OPMHUTh HA/IICKAINUNA AKT, 3auHTepecoBanHass CTopoHa
cocTaBsieT AKT B OJHOCTOPDOHHEM IMOpPSIKE C yKa3aHHEM IPHYMHBI COCTABJIECHHS €ro B OJHOCTOPOHHEM TIopsiike. B
yKa3aHHOM AKTe (PUKCHPYIOTCS OOCTOSATENBCTBA, IMO3BOJSIOMIAE CAETATh BBEIBOJ O TOM, YTO OCHApWUBACMBIN 3JIEKTPOHHBIH
IOKyMEHT, mpou3BeneHHBIH B Cucreme «iBank 2» B coorBerctBmm ¢ JloroBopoMm, sBISieTCS IOMIMHHBIM, JHOO
(dhopmymupyetcst BEIBOI 00 0OpaTHOM. YKa3aHHBIH AKT HampasisieTcs Apyroit CTopoHe I CBEICHUSI.
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3. PACCMATPUBAEMBIE CIIOPBI

3.1. CornacurenbHast 3KCTIEpTHAsE KOMHCCHSI PACCMaTPUBAET CHOPBI CJIEAYIONINX OCHOBHBIX THIIOB, (ZaHHBIH CIIHCOK

HE ABJISIETCS UCUEPIIBIBAIOIINM):

e  Cropona-noiydarens O/ yrBepkaaer, uro uHHLIuHUpyromas CTOpOHa-OTIIPaBUTENb JIODKHBIM 00pa3oM odopMuia,
3aBepmia (moanucana) JI1 u nepenana Ha 00pabOTKY JOKyMeHT, a CTOpOHA-OTHPABUTENb OTPULIAET (PAKT MOJATOTOBKH,
3aBepeHwus (moanucanus) 11 u nepenaun Ha 00pabOTKY STOr0 TOKYMEHTA.

B stoMm ciyuae CTOpOHa-OTHpPaBUTENb MPEJOCTaBIIET KOMUCCHM NMUCBMEHHOE Pa3pellieHHe Ha Iepenady Ui
He3aBHCUMOH dKkcniepTu3sl B AO "BUDUT” cnenyronue ¢aiinbl, mosydeHHbIE ¢ TOMOIIBIO ATATOHHOI'O IPOrPaMMHOTO
obecrieuenusi, npenocrasisieMoro AO “BUDUT”: file.bin - Qaiin ¢ 37eKTPOHHBIM TOKYMEHTOM, BBITPYKEHHBIM W3
CepBepa 0a3el manHbix Cuctembl «iBank 2», sign.bin - daitn ¢ DOI1 KnueHta mon 3ieKTPOHHBIM OKYMEHTOM,
BeITpy)keHHbIM 13 CepBepa 0a3pl maHHbIX Cuctembl «iBank 2y, certificate.xml - daitn ¢ ximodom mpoBepku 11
Knmenra, ¢ mOMOIIBIO KOTOPOTO OCYIIECTBIIETCS MPOBEPKA MOUIMHHOCTH D11 M0 37EeKTPOHHBIM TOKYMEHTOM.

IToce mepemaum kKomuccuedl mepeducieHHbx QaitmoB AO «BUDOUT» mnpoBoauT Ha COOCTBEHHOM
obopynoBanun mpoBepKy mnomuHHOCTH OI1 KimeHTa ¢ Mcronb3oBaHWEM yKa3aHHBIX (aiiIoB M STaJOHHOM YTHIMTHI
sl TpoBepku noummHHOCTH OI, comepikarieid BcTpoeHHbie cepTuduimpoBanasie @Ch PO xpunrorpadudeckue
O6nbaroTeKy.

B pesynbrate nposepku D11 nposepsercs koppektHocTh I daiina, cogeprxkaniero ocnapuBaemsid /. B Tom
ciydae, ecnu KoppektHocTh JI1 monrBepskmaeTcs, BUHOBHOHM mpusHaercst CTopoHa-oTnpaButens /I, B MpOTHBHOM
citydae BUHOBHOH npusHaetcs CtopoHa-nonyuaTens D/

4. MOPAJJOK ®OPMHUPOBAHMUS U ITPOBEPKHU JII nox 31

4.1. TlocnemoBaTenbHOCTh (OPMHUPOBAHHS DIIEKTPOHHONH NHQPOBONW TOAMUCH MO JJIEKTPOHHBIM JOKYMEHTOM
clenyromast:
4.1.1. TloamuchIBaeMBbIil 3JIEKTPOHHBIN JTOKYMEHT COCTOHMT U3 Habopa MoJieii U NPEeICTABIISICTCS B BHJIC:
<HaumenoBanue nois 1>=<3Hauenue nois 1> <cuMBOJI nepeBosia CTPOKK>
<HaumeHoBaHue noJjs 2>=<3HaueHue MoJsi 2> <CUMBOJ NEPEBOIa CTPOKK>
4.1.2. TlognuceiBaembiid D/ B Buge Habopa moJiei, onmrcanHoro B m.4.1.1, mpeoOpa3oBhIBAETCS B CTPOKY CUMBOJIOB,
nanee B cooTBeTcTBUU ¢ KonupoBkoir UniCode mpeoOpa3oBeIBaeTCsl B 0aTOBBIM MacCHB.
4.1.3. DnexTpoHHas OAMUCH GOPMUPYETCS OT yKazaHHOTO B 11.4.1.2 GaiitoBoro MaccuBa B coorBercTBuu ¢ ' OCT.
4.1.4. Ily6muuansle mapamerpsl P,Q,A u Tabnuna MmoJCTaHOBOK /ISl BBIYMCIICHHS XelIl-(DYHKIUH B COOTBETCTBUH C
I'OCT npu kouTponbHOM mpoBepke OII mis ykasanHoro B 1.4.1.2 OaliToBoro MaccuBa MpencTaBIsOTCS baHkoM B
LIECTHAIUATUPUIHOM BUJIE TI0 3aMPOCY COTIIACUTENBHON SKCIIEPTHON KOMUCCHUH.
4.2. KontponsHas nposepka I Kinuenra noa saeKTpOHHBIM JOKYMEHTOM, NpuiieamuM B baHk, ocymiecTBisercs: B
APMe “Oneparmonuct”, Bxoasuium B komruieke Cucremsl “IBank 27
ITpu mposepke D11 Knuenra B APMe “Omnepannonuct”’, oToOpakaercs:
¢ Cogep:kaHue IEKTPOHHOTO JOKYMEHTA
¢ UHpentuduxarops! kmodeit D11 Knnenra, kotopsiMu noanucad D/]
¢ Bpewms popmuposanus D11 (ecnm JoKyMeHT moanvcaH HeckoabkuMu D11 — BpeMst popMupoBaHus Kaaon
Ol)
¢ PesynbraTs! nposepku kaxao u3 Ol mox /1
4.3. Pesynbrar mpoBepok OII Kmmenta mog 3 B APMe “OnepanvioHuCT” SBISETCS TOITBEPKICHUEM
BepHocTH/HeBepHOCcTH D11 Knnenra mox D/1.
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OBbPA3E. Ipuaoxenne Ne7

k IIpaBujiamM IMCTAaHIINOHHOT0 0AHKOBCKOI0
00CIy’KMBAHHS KJIMEHTOB € HCMOJIb30BAHUEM CHCTEMBI
«iBank 2» B Kb «Hosblii Bek» (000)
AKT
INPUEMA-IIEPEJAYN MATEPUAJIOB U/NJIN BBINOJIHEHHBIX YCJIIYT

Kommepuecknii bank «Hoserit Bex» (O6mectBo ¢ OrpanndeHHod OTBETCTBEHHOCTHIO), IMEHYEMBIH B JAITbHEUIIEM
«bank», B nuue 3amectutens llpencenatens Ilpasnenust IlonomapeBoit Exarepunsl HukosaeBHBI, IEeMCTBYIOUIEro Ha
OCHOBaHUHU JloBepeHHOCTH No298 oT 23.03.2012r, c OJTHOM CTOPOHBI, u

bl

nMeHyemoe B pganbHeimeMm «KioueHT», B Juue s
JIEHCTBYIOIIETO HA OCHOBaHUM , €
JIPYrof CTOPOHBI, COBMECTHO MMeHyeMble «CTOPOHBD», MOANUCAIH HACTOSAIINN AKT IpueMa-Tliepeaadd MaTepHualoB H/WIn
BBINIOJTHEHHBIX YCIyr (nanee — «AKT») O TOM, 4To B pamkax JloroBopa Ha obGciyxuBanue B Cucreme «iBank 2» Ne

OT «__ » 20 r. mo 3asBke Knmenta baHkOM BBINOIHEH CHEAYIOLIUI MepeueHb YCIyT,
HepeaaHbl CIeAYIOUIe MaTepHaIbl:

|:| nogroueHre Kimenra k Cucreme «iBank 2.
CToMMOCTB BBIIIOJHEHHBIX YCIIYyT COCTaBHIA pyo. ko 6e3 H/IC.

|:| Hactpotika [I9BM Knmenra anst pabotel B Cucteme «iBank 2» crienmanucramu banka.
CTOUMOCTD BBITIOTHEHHBIX YCIYT COCTaBHIIA pyo. xor. 6e3 HJIC.

|:| BuennanoBas cmena kimoueit DI (monomauTensHas renepanust kirodeit D11 Knuenra).

CTOoMMOCTb BBINIOJHEHHBIX YCIIYT COCTaBHIA pyo. ko 6e3 H/IC.
|:| Peructpanus [Ipocmorposoro kitoua D11 (6e3 nmpaBa nmoxnucn). KonnaecTBo MpocMOTPOBBIX KITFOUEH IIT.
CToMMOCTb BBIIIOJHEHHBIX YCIIYT COCTaBHIA pyo. ko 6e3 H/IC.

|:| MaTepHabl JAJIs MOJIb30BaHUS YCIIYyTroi 3alUThl ceKpeTHoro kioya DI
Bankom mepenansi, a Kimenrom momydenst USB-TokeH(BI) ¢ MHCTPYKIIMEH IONB30BATENs W JIpaliBepaMu IJis

paboTHI, B KOJIMIECTBE IMT.:
Ne HanmenoBanwue Cepuitnblii Homep (uneHTHdUKaTOop, ID)
/11 KpHUIITOTIpOBaiiiepa KpUTITOTIpOBaiiiepa (3amosHsercs bankom)
1
USB-1okeH
CTOUMOCTb TepeIaHHBIX/TIPUHATHIX MAaTEPHUAIOB COCTABJISCT py6.  xom.
HAC pyo. KOTI.
|:| MaTepualbl U OJIb30BaHuUs YCIyroi MHOrodakTopHoi ayreHTHduKkanun Kinenra.
Bbankom nepenansl, a Knuentom noxydensl OTP-TokeH(bl) ¢ MHCTpYKLMEH N0JIb30BATENS], B KOJIMYECTBE  IIT.:
Ne Cepuitnsnii Homep (nnentudukarop, ID)
HaumenoBanue
n/n OTP-tokena (3anosnnsercs bankom)
1
OTP-token
CTouMOCTb TIepeIaHHBIX/IPUHITHIX MaTEPUAIOB COCTABIISIET pyo. KOII.
HAC pyo. KOTI.

YCJ'Iyl"I/I BBINOJIHEHBI BaHKOM B IOJIHOM 00BEME U HapCKaHI/Iﬁ CO CTOPOHBI KineHTa He BEI3BIBAIOT.

Ot banka Ot Kinenra
3awm. Ilpencenarens I[pasiaenus T'eHepajbHbIH TUPEKTOP
/E.H. TlonomapeBa/ / /
I'naBHbIii Oyxrajarep I'naBHbIii Oyxraiarep
/JLM. KirementbeBa/ / /
M.II M.II
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Ipuiroxenue Ne 8
k [IpaBujIaM TUCTAHIIMOHHOTO 0AHKOBCKOT0
00CJIy’)KMBAHHSI KJIMEHTOB € MCIOJIb30BAHUEM CHCTEMBbI
«iBank 2» B Kb «HoBblii Bexk» (000)

COIJIALIEHHE
0 nopsiike MH(GOPMHUPOBaHNs NPH padoTe
no Cucreme «iBank 2»

« » 201 r

Kommepuecknii bank «HoBbiii Bek» (O0mectBo ¢ OrpanundyeHHoii OTBeTCTBEHHOCTbIO), MMEHYEMBIH B
nanpHewmem «bank», B ymne 3amecturens Ilpeacenmatens I[lpaBnenust I[loHomapeBoit Exarepunbl HukomaeBHsl,
neiictBytomero(eii) Ha  ocHoBaHuu  JloBepennoctm Ne 742 or  26.05.2017, ¢ omHOH  CTOpOHBI, |
s HMEHYeMOe B IanbHEHIIeM «KmmeHTy, B JIUIIE
, NeicTByromero(eil) Ha OCHOBaHUH , C IPYyTro# CTOPOHBI, BMECTE
nMenyemble «CTOPOHBI», 3aKII0UMIN HacTosee CorjaieHue 0 HUKeCIEyIOIEM:

1. KineHT 00s13aH He3aMeITUTEIbHO U3BEIIaTh baHK 0 KOMIIpOMEeTaIuy (WK ITO03PCHUN Ha KOMIIPOMETAINI0) Kirtoua D11
Knuenra, a takxke HamnpamisaTh yBenomieHus o0 yrpare wiroua DIl KnmenTta m(wiu) ero Mcmosib30BaHHM 0€3 cOTriacus
Kinenra mo0bIM U3 IEPEYUCICHHBIX CIIOCO00B UCKITFOUUTEIHHO B CICTYIOIIEM TTOPSIIKE:

1 crioco0 HampaBIeHUS H3BEIICHISI/YBETOMIICHNS.

Kinuent o6s13aH n3BecTUTH/yBeIOMUTH baHK, TIO3BOHUB 110 cienyomeMy Teiedony banka:8 (495) 223-00-70

IIpu stom Kiment o6s3aH cooOmuTh mosiHoe HamMmeHoBanme Kimenta, ®UO Bmagenpma kimroda OII, a takke
OJIOKHPOBOYHOE CIIOBO.

CTOpOHBI HACTOSIMIMM MPUILTH K COTJIAIIEHHIO, YTO €CIM XOTS OBl OJHO W3 BHIMICYKAa3aHHBIX TpeOOBaHWHA K
M3BEIICHNIO/YBEJOMIICHUIO TI0 TeleGoHy He OyaeT BBHITMOIHEHO (B YaCTHOCTH, M3BEUICHUE/yBEIOMIICHHE OYIEeT CAeIaHo He
HAa BBINICYKa3aHHBIN TeNe(OHHBIM HOMEp, W/ He OyJeT Ha3BaHO moyiHoe HauMeHoBaHue Kiuenra n/wnn ®UO Brnagenbia
kmoua DIl Kimenra w/wnu He Ha3BaHO JHOO HENMPAaBMWIIBHO HAa3BaHO OJOKHPOBOYHOE CIIOBO), TO BaHk He cumraercs
M3BEIICHHBIM O KOMIIpOMeTaluu (WU MOJO3pEHUH Ha KommpomeTanuio) kimoua DI Kinuenra/yBemoMiaeHHbIM 00 yTpare
kitoua DI u (wm) ero ucronb3oBaHus 0e3 cornacus KimeHTa u He 00s3aH NMPHOCTAHABIMBATEH HCIOJb30BaHUEe B CucTeMe
«iBank 2y xiroua D11 Knuenra.

2 croco0 HaTpaBJICHUS H3BCIICHIS/YBEIOMIICHUS.

Knuent o6s3aH n3BecTUTH/yBeZOMHUTHh BaHK IyTeM HampaBleHHS C ajpeca SJIEKTPOHHOW ITOYTH, yKa3aHHOTO
Kmmenrom B Ceprudukare xiroda nposepku J11, Ha agpec sanekrporHO# mouTsl banka block@newbank.ru ckannpoBanHOH
KOIIMM yBEIOMJICHHS/HM3BEUICHNS Ha OyMa)KHOM HOCHTENle, KOTOpOe B 00sS3aTeIbHOM IOPSAAKE IOJDKHO COAEepXkKaTb
COOCTBEHHOpPYYHBIE IIOATIMCH YIOJTHOMOYEHHBIX NI Kimenrta, ykazaHHbeIXx B Kaprouke o0Opas3moB moammceil W medartb
Knuenta, oTTrcK KOTOpOI1 3as1BiieH B KapTouke.

CTOpOHBI HACTOSIIIAM IIPHUIUIA K COTJAIICHHWIO, YTO B CIy4asX, €CIH yBEJOMJICHHE/H3BEIICHHE OTIIPABICHO C
JMO00TO IPYroro aapeca JIIEKTPOHHOH mouThl KiMeHTa W/WiM mocTynuiio Ha Jr00# APyrod ampec 3JICKTPOHHOW MOYTHI
banka; w/mnm xors Obl ONWH OOpasel] MOIIMCH YHOJTHOMOYCHHBIX Jnll KiueHta w/wim oTTHUCK medaTd KimeHTa He
COOTBETCTBYIOT 0OpasmaM, 3asBicHHBIM B KapTouke, To baHKk He cuMTaeTCs W3BEHICHHBIM O KOMIIPOMETANUU (WIH
MOJIO3pEHUH Ha KoMIipoMmeTtanuio) kioya D11 Kimuenra/ysenomiaeHHbM 00 yTpare kiroua D11 u (WIH) ero MCrnoib30BaHHS
6e3 coracus KinenTa u He 00s13aH IPHUOCTAHABIMBATH HCIONb30BaHue B Cucteme «iBank 2y kimroua D11 Kiuenra.

3 croco® HampaBIeHUS H3BEIICHISI/YBETOMIICHNS.

Knment o0s3aH m3BecTUTH/YyBeIOMUTh baHK IyTeM HampaBleHHS MO (akCcy ¢ 3aperHCTPHPOBAHHOTO HOMEPA,
ykazanHoro Kmuentom B Ceprudukare kimoda npoBepku OII, Ha Homep ¢dakca banka (495) 223-00-63 ckaHUPOBAaHHOM
KOIIMHM yBEIOMJICHHS/M3BEUICHNS Ha OyMa)XHOM HOCHTENIe, KOTOpO€ B 00s3aTeIbHOM MOPAAKE IOJDKHO COAEepXKaTb
COOCTBEeHHOpYYHBIE ITOJIMUCH YIMOTHOMOUYEHHBIX NuI Kimenra, yka3aHHbIX B Kaprouke oOpasmoB mommmced, W medarb
Knuenta, oTTHCK KOTOpPOI1 3as1BieH B KapTouke.

CTOpOHBI HACTOSIIUM IPHIUIA K COTJAIICHHIO, YTO B CIy4asX, €CJIH YBEJOMJICHHUC/U3BCIICHUC OTIPABICHO C
moboro apyroro Homepa KimeHTa w/wim mOCTymuio Ha JiroOoW npyroit Homep baHka; w/wim xoTs Obl oamMH 0Opaser|
MOJIIMCH YIIOJTHOMOYEHHBIX nul KineHTa w/mnm OTTHUCK mNedaTd KimeHTa He COOTBETCTBYIOT 00OpasilaM, 3asBJICHHBIM B
Kaprtouke, To BaHk He cuuTaeTcs W3BEHICHHBIM O KOMIIPOMETANWHU (MJIU TOJO3PCHHM HA KOMIIPOMETAluio) Kiroua DIl
Knuenra/ yBemomieHHBIM 00 yTpaTte kiroua DIl u (wimm) ero ucmonib3oBaHus 0Oe3 cornacus KiweHTa W He 00s3aH
IIPUOCTAaHABIMBATH HcHONb30BaHue B Cucreme «iBank 2» xmoua D11 Knuenra.

2. Bank 00s3aH uHGOpMHUpOoBaTh KitHeHTa O COBEpIICHUH KaXKIOW Olepanuu ¢ Ucmoyb3oBaHueM kitoda(eit) D11 Kimenra
mMyTeM HampaBieHUus KIHMEeHTYy COOTBETCTBYIOIIETO YBEIOMIICHHS CcleayromuMm(u) crocoboM(amu) (B MOATBEPIKICHHE
BbIOOpa croco6a MH(GOPMUPOBAHUS YIIOIHOMOYEHHOE JIUIO KiMeHTa MpoCTaBiseT CBOK COOCTBCHHOPYYHYIO MOJIIUCH B
COOTBETCTBYIOIICH CTPOKE HIKETPUBEIEHHON TAOINIIBI):
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YBenomuenue cpeacramu CucteMsl «iBank 2»

(CTopoHBI HACTOSAINIUM TPHILIM K COTJAIMIEHUIO, YTO MPH JaHHOM Crocobe MHOOPMHPOBAHUS yBEIOMIICHHE O
COBEpIICHUH OIEpPallMd CYUTACTCS MOJNy4YeHHbIM KIMEHTOM ¢ MOMEHTa MPUCBOCHHUSI PACHOPSIUTEILHOMY
nokymeHTy KitneHnTa o coBepliiieHHH onepaiuu (B 4aCTHOCTH, TNIATE)KHOMY JOKYMEHTY — IUIATE)KHOMY MOPYYCHHUIO
Knmenra) B Cucreme «iBank 2» cratyca «KOBPABOTAH», npu 3ToM ¢ gaHHOTO MOMeHTa 00g3aHHOCTs baHKa 1mo
nHpopmupoBanuio KireHTa sBIISE€TCS MOJHOCTHIO U HaJJISKAIE MCHONHEHHOW, KIIMEHT caMOCTOATENIbHO HeceT
OTBETCTBCHHOCTD 32 CBOCBPEMEHHOCTh BXOXK/ICHHS B CHCcTeMy «iBank 2» 1 3a 03HaKOMJICHHE CO CTaTyCOM CBOETO
PaCTIOPSIUTEIBHOTO TOKYMCHTA)

YBenoMiIeHHe TocpeICTBOM HarpasieHust SMS-coo0IeH s Ha cleyomuni TeeOHHBIH HOMep, yKa3aHHbIH
Knuenrom:

- - -

(CropoHBI HACTOSIIIMM MPHUIIIA K COTJIALICHUIO, YTO MPH JAaHHOM crocode MH(OpMHpOBaHMS yBEIOMIICHHE O
COBEpLICHUH ONEpaluy CUUTaeTCs MojydyeHHbIM KimeHtoM ¢ MomeHTa oTnpaBku bankom SMS-cooOmienus Ha
ykazaHHbld KimeHToM TenepoHHBI HOMEp, TpPH 3TOM C JAaHHOTO MOMEHTa OO0sS3aHHOCTh baHka 10
nHpopMupoBaHuio KineHTa SBJIsIeTCS MOMHOCTHIO M HaJUIeXKalle MCIONHeHHOH, KimmeHT camocTosTeIsHO HeceT
OTBETCTBEHHOCTb 3!

- CBOEBPEMEHHOCTh TIPOBEPKHU BXOAAMHNX SMS-coobiieHmii;

- CBOEBPEMEHHOCTH OIIATHI 33 WCIOJIBh30BAaHHE TENIe()OHHOTO HOMEpA, 32 HCHPABHOCTH MOOMIBHBIX TeNe(OHOB,
HaXOXJCHHE B 30HE IMOKPHITHS OIlepaTopa CBA3M, 32 HEJOIMYIICHNE CUTYAIIH IIePETIOTHEHIS TaMATH MOOUITBHBIX
TeJIe()OHOB, YTO MOJKET SIBIISITHCS MPETATCTBUEM s puema SMS-cool1enmii)

B cnydae yBenomnenus Kimenra nocpeactBom Hanpasienust SMS-cooOmennii bank npenynpexnaer Kinuenra o ToM, 4ro
noctaBka SMS-coo01eHuit MoKeT ObITh IPUOCTAHOBJICHA Ha BpeMs He 6osee 12 ([IBenammarn) yacoB. Takas MprOCTaHOBKA
BO3MOXXHA JIMIIb B CIy4asX MPOBEICHUSA NPO(MIAKTHUECKHX pabOT MOCTABIIMKOM TEJIEMATHYECKHX YCIYT CBA3H. baHk
o0s3an yBenomuth Kimenra mo cucrteme «iBank 2» o miuaHmpyeMoM NpHOCTAHOBJIEHHH AocTaBKHM SMS-cooOmieHuii He
MeHee, uyeM 3a 2(/[Ba) kaneHaapHbIX AHS J0 TaKOro npuoctaHoieHus. [1o okoHYaHUM NMPOQUIAKTHYECKUX PadOT J0CTaBKa
BO300HOBILIETCA.

Ot banka Ot Kauenra
3am. [Ipeacenarens Ilpasienus I'enepanbHbIi AMPEKTOP
/E.H. Tlonomapesa/ / /
T'1aBHbBIH OyxraaTep T'1aBHBIH OyxraaTep
/JLM. KirementreBa/ / /
M.II M.I
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Mpusoxkenne Ne 9
k [IpaBujIaM TUCTAHIIMOHHOTO 0AHKOBCKOI0
00CJIy’)KMBAHUSI KJIMEHTOB € MCIOJIb30BAHHEM CHCTEMBbI
«iBank 2» B Kb «HoBblii Bex» (000)

IMAMSTKA KJIMEHTA
0 BO3MOKHBIX YIP03axX XMIIEHHs JeHeKHbIX CPe/ICTB ¢ UCNO0Jb30BaHUeM cucTeMbl «iBank 2» u cnocobax
3aIIUThI

CCFO,Z[Hﬂ ATaKH 3JIOyMBIIIINIECHHUKOB Ha OaHKOBCKHE CueTa HpC,Z[HpI/IﬂTI/Iﬁ 1 YaCTHBIX JIUI], MOIIICHHHUYCCTBO C

HCIIONIb30BaHMEM BHPYCHBIX MPOrpaMM — 3T0 He MU, a peanibHas yrposa [uis OusHeca. [Ipu 3TOM Kpaka CpeJICTB 3a4acTyro
MPOMCXOIUT U3-32 HEJOCTATOYHOTO BHUMAHHUS M KOMIIETEHTHOCTH MOJIb30BATEIIEH, a TaKkKe KOHPHUICHMAIBHOCTH IPU
o0pallieHn ¢ JaHHBIMU CO CTOPOHBI COTPYIHHKOB CAMHUX KOMITaHHH.

XUIIeHNe CPEICTB C PaCYCTHBIX CIETOB BO3MOKHO IPH TOTYICHUH 3TOYMBINIIICHHUKaMHU T0CcTyTa K KirodaM Ol u

napossiM. JlJist MCKITFOYeHNsT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA B CHCTeMY AJlekTpoHHoro 6ankuura Kb «Hoselit Bex» (OO0)
MIPOBOANT KOMILIEKC MEPONPHSITHI 17151 TOBBIMIEHUS Banreit nHpopMamoHHON 1 (PMHAHCOBOM 0€30IacHOCTH. Y OeIUTENEHO
npocuM Bam o3nakomutscs ¢ «IIaMATKOI 0 BOSMOXKHBIX YTpO3axX XUILEHUS JEHEXKHBIX CPEJCTB C UCIOIb30BAHHEM CHCTEMBI
«iBank 2» 1 crioco6ax 3alnTB» U HACTOSATEIHLHO PEKOMEHAYEM PP KUBATHCS IPABIII, YKAa3aHHBIX B Heil. OHU MO3BOJIST
3aIIUTUTH BaIllM cYeTa M HH(OpMALHUIO OT B3JIOMa.

Jlnst xpanenus daiinos ¢ kimodamu DI uconb3yiiTe BHENTHUE HOCUTENN: AUCKETHI, (iem-KapTel. Hammydmim
cpenctBoM 3amuThl SBISIOTCS USB-Tokenbl «iBank 2 Key» - cieniuajiu3upoBaHHbIe XPAaHUJIUIIA, BHIMOJTHEHHbIE B
Bue USB-HakonuTe s, TaHHBIE C KOTOPBIX HEJIB3s1 CKOTIMPOBAThH HA JTIO00H APYTOi HOCHUTEIb.

ITo 3aBepiieHnn pabOTHI BCerja BRIHUMAaNTE BHEIITHUE HOCUTENH U3 KOMITbIoTepa. Hukorna He mepenaBanTe uX TPETbUM
JUIaM ¥ XpaHUTE OTACIFHO, HAPUMED, B JINYHOM cefide.

Pa6oras ¢ USB-tokenom «iBank 2 Key», o0s3atensHo 3agaBaiite mapons (PIN-koa) moctymna ZoCTaTOYHON CIIOKHOCTH
(JocraTouHoit cuntaeTcs amuHa He MeHee 10 CHMBOJIOB, Cpeld KOTOPBIX 00S13aTEIBHO MIPUCYTCTBYIOT CTPOYHBIC U
MPOIKCHBIC OYKBEI, IU(PPHI, CIICIICUMBOJIBI). be3 ero KoppeKTHOro BBOJA MONIYYHUTh OCTYI K KiitouaM D11 HeBO3MOKHO.
Huxkorna He nepenaBaiiTe TpEThUM JIMILAM OJHOPA30BBIC MTAPOJIH IS IIOATBEPKICHUS TUIATe:KeH, mpuxoasiue Bam u3
Banka B Bume SMS-coobmennii mmu reaepupyembie OTP-TokeHOM (yCTpOHCTBO reHepaliy 0JHOPAa30BhIX MapoJIcii).
Ucnonesyiite IP-¢puabTpanuio - 10NOTHUTEIbHBINA CEPBUC, 3apelIaoni mojb30Banue kiouamu D11 Ha
KOMITbIOTEpax BHe Bamiero oduca. B aTom cimydae napopmanus or Bac Oyner odpadoTana, Tonpko ecnu [P-ampec
Mepeaaronero KOMIbIOTepa COBIAIET C aIpecoM, yKa3aHHBIM B Oa3e JaHHBIX baHka.

He xpanuTe Ha HOocuTemIx ¢ Krogamu I kakyro-mrbo Apyryio nHgopmanuio.

He cTaBbTe Ha KOMIBIOTEPHI IMYCThIe» HJIN MPOCThIe NapoJIHu, HaripuMmep, 123456, qwerty — 1 meprognIecKn
MeHslTe uX. TpeGoBaHMs K CIIOKHOCTH MapOoJIeH Isl KOMITbIOTepa — aHAJIOTHYHBI TpeOoBaHUAM K napoism Ha USB —
TOKEHbI. PekoMeHiyeMas yacToTa CMEHbI apoiiel -1 pa3 B mecs;

He nepenasaiite kiaoun 11 UT-coTpyanukam s npoBepku padoTbl CUCTEMBI U HACTPOEK B3aUMOJECHUCTBUS C
Bankowm. Eciu Takast mpoBepka HeoOxoauma, Biajenerl kioda D11 JomkeH THYHO TOAKITIOYHTE HOCUTEIh K
KOMITBIOTEPY, yOeIUThCS, YTO Mapoib A0CTYIA K KIIF04y BBOIUTCS B MHTEp(deiic kianeHrckoro APMa «iBank 2», u
BBOJIUT IaPOJib, UCKIIFOYAs] YMBIIUICHHOES HAOIOICHUE IOCTOPOHHUMHU JIUI[AMHU.

He nepenapaiite kiao4n J11 3amemanomuM cOTPyIHUKAM (3aMECTUTEISIM, BPEMEHHO UCTIONHSIONINM 00S3aHHOCTH).
s HuX He0OXO0MMO TTOTYYnTh TepcoHanbHbIe D11 1 BHECTH MX B 0AaHKOBCKYIO KapTOUKY.

IIpu yBoJIbHEHHH COTPYAHMKA, IMEBIIETO JOCTYM K Kirouy Ol1, 06s3aTebHO 3a010KUpYiiTe ero kiaroy Jl1;

pu yBonbHennu U T-cnennaaucra, 00CIyXKUBABIIET0 KOMIBIOTEPHI, MOAKIIIOYeHHBIE K Cructeme «iBank 2»,
0053aTeIbHO MPOBEPHTE UX HA OTCYTCTBHE BPEAOHOCHBIX MPOrpPamMM.

Ipu npoao/kuTeNbHOI padoTe B Kiinent-banke, oTKIII0unTe ¥ U3BJIEKHTE U3 KOMIBIOTEPA HOCUTE/IH € KIHYaAMH
OIl, ecnn oHK HE UCTIONB3YIOTCS. HocHuTenu ¢ KIIF0YaMu TOJDKHBI HAXOAUTHCS B KOMIIBIOTEPE TOJIBKO B MOMEHT
MOANUCAHUS JOKYMEHTOB U U3BJIEKATHCA Cpa3y Mociie NOJINUCAHUS JOKYMEHTOB.

BuiesnTe oTAeIbHBII KOMIBIOTEP IJIs1 padoThl ¢ CHcTeMoii «iBank 2» ¥ He BRITIOMHSINTE HA HEM HUKAKUC IPYTHE
337249y (110 BO3MOXKHOCTH).

OrpaHu4bTe T0CTYN K KOMIOBIOTEPAM, HCIIOIB3yeMbIM i paboThl ¢ CructemMoli «iBank 2y» u uckimounTe kK HUM
JIOCTYTI IEpCOHANa, He padoraroriero ¢ CHCTeMOH.

HckaounTte 06cay:KuBaHNe KOMIBIOTEPOB, MCIIONB3YEeMbIX 11 paboTel B Kinent-banke, HesnosabHbiMu U T-
COTPYAHUKAMHU.

[Ipu obcyxuBannn Kommbiorepa UT-coTpyqHrKaMu, 00513aTeIbHO KOHTPOJINPYiiTe X014 BHINOTHAEMbIX UMH
JAelCTBHUM.

Ha xomnbroTepax, NoakIodeHHbIX K CucTeMe, HUKorIa He mocemaiire MHTepHeT-caliThl COMHUTEIBHOTO
cojiep:KaHuUsl, He yCTaHABJIMBAaliTe HeJMIIeH3MOHHOE MPOrpaMMHoe obecnedyenne u T. . Hanbonee 6e3omacHbIM
Oy/IeT MOJIHBIH 3alpeT Ha BCE COSAUHCHHS (BXOIAIINE U HCXOISIIUC) C CeThio IHTEpHET, OCTaBUB JOCTYI K
HEOOXOIUMBIM PECypCaM.

Hcnoab3yiiTe TOIBKO JHIIEH3HOHHOE MPOTPAMMHOE 00ecredeHne U 00ecreybTe ero aBTOMaTHYSCKOE OOHOBJICHUE.
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IIpumMeHnsiiiTe TOIBKO JIMIIEH3HOHHbIE CPEACTBA AHTHBHPYCHOIi 3aLUTHI, 00ECIICUNB €XKETHEBHOE aBTOMATHIECKOE
O0OHOBJIEHHE AaHTHBUPYCHBIX 0a3, PE3UIACHTHYIO 3aIIUTY B PEATbHOM BPEMEHH U €XECHEIENbHYIO TIOJIHYIO0 aHTHBUPYCHYIO
MIPOBEPKY.
Hcnonb3yiiTe cnenuaJu3MpoBaHHbIe cpeJcTBa 0e30MaCHOCTH: NEPCOHAIBHBIE MEXKCETEBBIE 3KpaHbI ((halpBOIIIbL,
MCD), aHTUIIITIOHCKOE MPOTPAMMHOE O0eCTIeUeHHE.
IIposepsiiTe Ha HaJinm4ue BHUPYCOB Bce (aiibl UM IporpaMMsbl, 3arpyxaemble U3 MHTepHeTa, MONTy4eHHBIE MO
JIEKTPOHHOM 1OYTE M Ha BHEIIHUX HOCHUTENSIX (McKeThl, hien-Hakonurenu, CD/DVD).
OcymiecTBasiiTe NOJTHYI0 AHTHBHPYCHYIO IPOBEPKY MOCJIe BCIOMOraTe1bHbIX ONepaluii Ha KOMIBIOTEpPE,
TIOJIKJIIOYEHHOM K cHcTeMe DIIeKTpOHHOro OankuHra. Harpumep, mmocie pemenns TeXHHYECKUX pooieMm,
MOJKJIIOYEHHS K ceTH VIHTepHeT, yCTaHOBKM MJIM OOHOBJICHHS OyXTalTepCKUX U HHOOPMALMOHHO-ITPABOBBIX IIPOTPAMM.
He nomyckaiite padoty noa yuérHnoii 3anucsio Windows, nmeronieii npaBa aaMmuHucTpaTropa. Heooxoaumo
HCIIOJIb30BaTh YUETHYIO 3aITUCh C OTPAaHUYCHHBIMHY IIPaBaMH B OllepariMoHHoM cucteme Windows, yCTaHOBJIGHHOM Ha
KOMITBIOTEPE.
C 0co0bIM BHUMaHHEM HCHOJIb3YiiTe cpeACTBa YIaJEHHOI0 (IMCTAHIMOHHOI0) A0CTYIA, KOTOPBIC YacTO
NPUMEHSIOT [ T-CcreranucTsl U yAanEHHON OIePKKH. 3a0I0KHPYHTE BOZMOKHOCTh MCTIOIH30BaHUS TaHHBIX
cucteM 0e3 HeoCPEICTBEHHOTO TIOATBEP)KCHHUS CO CTOPOHEI Ionb30Batessi APM, B ocTanbHOE BpeMsl OTKITIOUHTE
CpeZCTBa yAICHHOTO JIOCTYIA € IIOMOIIbI0 (aiipBoia (IporpaMMHOTO W/MIIH allapaTHOro).
IIpyn BO3HNMKHOBEHNHU NMOJ03PeHHUIl Ha KonupoBaHue kitouel DI umn Hanu4ue B KOMIBIOTEPE BPEJOHOCHBIX
IIporpamMm — 00s13aTeJIbHO 3a0M0kupyiiTe kawo4u 1.
Ecan Bpl 3amMeTnian nposiBjieHne HeoObIYHOTO MoBeeHNust CHCTeMBI WM M3MEHEHUS B MHTepdeiice MporpaMmsl —
cpouHO Mo3BoHHUTe B BaHKk U yrounure npuunHy. Eciiu n3MeHeHus He CBsI3aHbI ¢ OOHOBJIEHUEM BEPCHHU IPOTPAMMHOTO
obecrnieuenus, 3a0sokupyiire kmoun JI1.

IIpeanonaraemasi aylMTOPHSA MOLLICHHUKOB

XWIIEeHNE CPEACTB C PACUETHBIX CUYETOB IPH HOIYyUCHNHU JOCTyNa K KimodaM D11 1 maposisiv ¢ Ienbio HalpaBlIeHUs B

BaHK mraTe)XHBIX TOpYUYEHHH, 3aBEPEHHBIX OT Barero imia mpearnoaoKuTeI-HO MOTYT OCYIIIECTBUTh:

OTBeTCTBEHHBIC COTPYNHMKH Baieli koMnaHuu, paHee MMEBIUE TOCTYI K Kitodam DI, Hanpumep, yBOJIeHHBIE
JIUPEKTOPBI, OyXTaNTephl U X 3aMECTUTEIH, OBIBIIINE COBJIANENbIBI Kommanum.
Iltataeie UT-coTpynuuku Bamiei koMITaHuH, UMEIOIUE WU UMEBIINE TEXHHYCCKHUIA JOCTYI K HOCUTENSIM (IUCKETHI,
¢en-Hocutenu) ¢ KrrouamMu D11 1 Kk KOMITBIOTEpaM KOMITAaHUH, TIOAKTIOYCHHBIM K KineHt-baHky.
BuemrraTHelie, mpuxosue mo Be3oBy U T-crienuanucTsl, 00CTyKUBalOIIe KOMIBIOTEPHI Bariei koMmanuu,
OCYIIECTBIISIONINE MTPOPUIAKTUKY U TOAKIIOYCHHE K IHTEpHETY, YCTAHOBKY U OOHOBJICHHUE OyXTIaaTepPCKUX,
UH(POPMAIMOHHO-TIPABOBBIX U APYTHX MPOTPaMM Ha KOMITBIOTEPHI, MOAKIOUYeHHbIE K KineHT-banky.
Jpyrue 310yMbIIUIEHHUKN TyTeM 3apaxkeHus yepe3 MHrepHeT Bamux KOMIbIOTEpOB BPETOHOCHBIMU MIPOIrPaMMaMHU U
xuieHus kimodeit D11 u mapodeit.

Takum o6pa3om, B baHK MOTYT OCTyTIaTh HE BRI3BIBAIOIINE TIOA03PEHUH IIATEXKH, HAIPABICHHBIE

3TOYMBIIIJICHHUKAaMH C UCTIOIB30BaHUEM AeHCTBYoNmX Kirroueit D11, umeroniune oObIYHbBIe pEKBU3UTHI OTyJYaTeNnel n
TUTIOBEIC HA3HAYCHUS IIJIaTeXka.

Kb «Hogsrit Bex» (OOO0) HamromuHaeT Bam o ToM, dTo:
Bank He uMeeT nocTymna k Bamuwm kimrogam D11 u He Moxet ot Banrero nmenu copmupoBath KoppekTHyto OI1 mox
ANEKTPOHHBIM ILIATEKHBIM TOKYMEHTOM.
BaHk HUKOT/Ia HE OCYIIECTBIISET PACCBUIKY 3JICKTPOHHBIX IMUCEM C IPOoch00ii mpucnate Bam xirou D11 wiu napoiis;
BaHk He pacchlIaeT Mo JIEKTPOHHOM MOYTe MPOrpaMMBI JIJIsl YCTAHOBKHU Ha Bamm kommbrorepbl. Ecu Bol monyunim
moIo0HOE MUCEMO OT UMeHH baHka, cojiepikaliee nporpaMmy JJisl YCTAHOBKH HUTH 3aIpOC Ha MPEJOCTaBIICHUE KITFOUer
Oll/maponeii, cpouno coodmute 00 3ToM B Ciry>k0y TeXHHYECKOH MOANIEP)KKH KIMeHToB baHka.
BrrI siBrIsieTeck € IMHCTBEHHBIM BiaienblieM Kitodei OI1 1 0TBEeTCTBEHHOCTD 3a MX KOH(PHUACHINAIEHOCTE JIS)KHUT Ha Bac.
Ecmu Bel comHeBaeTech B KOHQUACHIMATLHOCTH Kitoueit D11 win mogo3peBaeTe KOMIPOMETAIHIO (KOTTMPOBAHUE)
JIaHHBIX, CPOYHO 3a0JI0KUpyHTe Bamy Kio4du OI1.
W3menenne mapois nocrymna K kroay D11 He 3amumaer Bac oT crons30BaHus 370yMBIIITICHHUKAMH paHee
MTOXUIIEHHOTO KiTo4a. B 3TOM ciiydae Heo6X01uMo 3a0JIOKIPOBATE CTAPHIH KIIIOY M MTOIYIHTH HOBBIH.

J1 mosry4eHus JONOTHUTEILHON HHGOPMaNMH N0 TEXHHYECKUM BonpocaM Bel Mo:xkeTe o0paTurhes K

HAIUM crnenuaaucrtam. Mbl Bceraa paasl Bam nomous.
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IMpuino:xenune Ne 10

k IIpaBuIaM IUCTAHIIMOHHOTO HAHKOBCKOTIO
00CJIy;)KMBaHHUSI KJIMEHTOB C HCIO0JIb30BAHHEM CHCTEMbI
«iBank 2» B Kb «HoBblii Bex» (000)

Pexomenanun no ofecneyennio 6e30nacHOCTH NpHu padore ¢ MOOMIbHBIM NpuJioxkennem ""'Mobile-bankunr
AJISl KOPIOPATHBHBIX KJIMEHTOB"

Hecmotps Ha TO, 4YTO ONEpalMOHHBIE CHCTEMBl MOOWIBHBIX YCTPOHCTB M TPHJIOXKCHUS HMEIOT pa3inyHble
WHCTPYMEHTHI JUIsl 3aIIMTHI IEPCOHAIBHBIX JAaHHBIX M JICHEXKHBIX CPEJICTB, KJIIOYEBAs pOJb B oOecrnedeHHH 0e30macHOi
paboTHI NMPHHAUIEKUT Moab30BaTemo. Cremyst MPUBEICHHBIM HIDKE peKOMeHaanmsaM, KineHT mMakcnmanbHO 00€30macHuT
ce0s OT IeWCTBHI 3JTOYMBINIJICHHUKOB B BpeaoHocHoro I10:

» CieryeT yCTaHOBHUTH M PETYJISIPHO OOHOBIISITH ClIeHaIbHOE aHTHBHPYCHOE 110 ai1st MOOHIIBHBIX YCTPOMCTB.

*KileHTy Ha{IeXWT CKauuBaTh W YCTAHABIMBATH IPOTPAMMHOE OOECIEYEHHE W3 IPOBEPEHHBIX HCTOYHHKOB
(pexOMEeHIOBaHHBIX MTPOM3BOIUTEISIMA MOOMIIEHBIX YCTPOUCTB).

* Ha yctpoiicTBax, HCHONB3yeMBIX U1 pabOTHl C NPHIOKEHHEM, HE PEKOMEHIYETCS! BBINOIHATH MPOLEAYPHI
nojydeHus jnocryna Kk ¢aiioBoit cucteme ycrpoiictBa (Jailbreak, Rooting). Takue omepanun HaHOCAT CyLIECTBEHHBIN
yiep6 cucreme 0€3011acCHOCTH, TIPEIOCTaBICHHON MPOM3BOAUTENIEM YCTPOHUCTBA.

» CkauMBaTh U YCTaHABIMBATH MpuiokeHne "Mobile-baHKHHT U151 KOPIIOPaTUBHBIX KIIMEHTOB" CIIEAYET TOJIBKO

n3 opuIMaIbHEIX MarasuHoB npuioxenuit Google Play, AppStore. Pa3paGoTumkoM IpUIIOKEHUSI NOIDKHA OBITH
yka3aHa komnanus "BUDUT".

* He cnemyer 3anuchIBaTh M HE COXPAHSTh CBOM KOJ IOCTYIA K IPHIJIOKECHHUIO HA YCTPOICTBE, C KOTOPOTO

OCyIIECTBIISICTCS paboTa B MPUIIOKCHUH.

* He cnemyet coobmate KoJ JOCTYNa TPETHUM JIMIAM, B TOM YHCIe COTpyIHHKaM baHka.

* [Ipu mosrygeHnn Tr00BIX COOOIIEHU HITH MHCEM, CBS3aHHBIX ¢ pabOTOH MPHUIIOKEHNMS, CIIeayeT o0paniaTh BHUMaHNe
Ha oTnpaBuTeist. [logoOHbIE COOOIEHHUS NOMKHBI MOCTYHAaTh TOJNBKO € O(HIMAIBFHOTO CEPBHCHOTO HOMEpa WM ajapeca
3JIEKTPOHHOU MouThl baHka.

» He cnenyeTr mepexoAuTh MO CChUIKAM M HE OTKPBIBATh BIOXKEHUS U3 MUCEM OT MOJO3PUTENbHBIX HIIM HEU3BECTHBIX
OTIIpaBUTENEH.

* [Tocne 3aBepuieHUst padOTHI C JOKYMEHTAaMU M OaHKOBCKMMHM CUETAMH KaXK/bIil pa3 ClielyeT BBIOJHATH BBIXOJ U3
npuitoxxenns: (Mento — Brixon).

 Ilpm momo3peHuy, 4To KO Aoctyna KiMeHTa K NPHII0KEHHWIO CTal M3BECTEH IIOCTOPOHHHMM JIMIAM WIIN IIpH
MOJIYYEHUN YBEJIOMJICHUH 00 omepauusix 1o cyeTy, KOTopbix KiMeHT He coBepiiaj, HeMEMJIeHHO oOpatuthes B baHk u
3a0JI0KHPOBATH CBOIO YUETHYIO 3aIHCh.
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