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MAMATKA

"O MEPAX BE3OIMNACHOIO NCIMOJIb3OBAHNA BAHKOBCKNX KAPT"

CobriogeHne pekoMeHgauui, copepxawmxca B [amaTke, nNo3BonuMT o06ecneuntb MakcUMarbHYH
COXpaHHOCTb HGaHKOBCKOW KapThbl, ee pekBuanTos, MNMNH 1 apyrux gaHHbLIX, a Takke CHU3UT BO3MOXHbIE PUCKU Npu
COBEpLLEHMN oMnepaLuii ¢ UCnofib3oBaHMeM GaHKOBCKOW KapTbl B 6aHkomaTe, npu 6e3HanMyHom onnare ToBapoB U
ycnyr, B TOM 4Yucrie 4yepes cetb VIHTepHer.

O6uwme pekomeHaaunm

1. Hukorga He coobuwante MNMUH TpeTbnm nuuam, B TOM 4nUCrie pOACTBEHHMKAM, 3HAKOMbIM, COTPYAHUKaM
KpeauTHOM opraHu3aumm, kKaccupam v nuuam, nomorawwmnm Bam B ucnonb3oBaHnm 6aHKOBCKOWM KapTbl.

2. NMNH HeobxoaMMO 3anoOMHUTL WK B CIlydae, ecrnv 3TO SABMSieTCA 3aTPYAHUTENbHBbIM, XPaHWUTb €ro
oTAenbHO OT 6aHKOBCKOW KapTbl B HESIBHOM BUAE U HEAOCTYNHOM ANS TpeTbMX N1L, B TOM YUCHEe poACTBEHHMKOB,
MecTe.

3. Hukorga HM npu kakmx oBCTOATENbCTBax He nepepaBanTe OaHKOBCKYO KapTy ANS MCNOMb30BaHMUS
TpeTbMM nuuam, B TOM u4ucre poAacTBeHHuMKam. Ecnm Ha 6GaHKOBCKOW kapTe HaHeceHbl amunus n 1UMms
dU3N4ECKoro nuua, To ToMbKO 3TO PU3NYecKoe NULO MMeeT NPaBo UCNONb30BaTb BAHKOBCKYHO KapTy.

4. MNMpwn nony4yeHnn 6aHKOBCKOWM KapThbl pacnuNTECh HA ee 0DOOPOTHOWM CTOPOHE B MeCTe, NpeaHa3Ha4YeHHOM
Onsg nognvcu gepxatens ©OaHKOBCKOW KapTbl, €CriM 3TO MNPeAyCMOTPEHO. 3TO CHM3UT PUCK MCMONb30BaHUS
©aHKoBcKkoOM KapThl 6e3 Baluero cornacus B criydae ee yTparhl.

5. byaobTe BHMMAaTENbHbI K YCMOBUSAM XPaHEHMSI U UCMONb30BaHUSA GaHKOBCKOM KapTbl. He nopBepravite
D©aHKOBCKYIO KapTy MexaHW4eCKuM, TeMnepaTypHbiM U 3NEKTPOMAarHUTHbIM BO3OEWCTBUSIM, a Takke usberavite
nonagaHvs Ha Hee Briarv. BaHKOBCKyl0 KapTy Henb3s XpaHWTb PSAOM C MOBUNBHBIM TenedoHOM, ObITOBOM U
O0OMCHON TEXHMKOMN.

6. TenedoH kpeoMTHOW opraHM3auuun - aMuTeHTa GaHKOBCKOW KapTbl (Kpe4MTHOW opraHu3alumu, BblaaBLUER
©aHKOBCKYyl0 KapTy) ykasaH Ha 0BOpOTHOW CTOpoHe GaHKOBCKOW KapTbl. Takke HeobxoouMMoO Bcerga MMeTb npwu
cebe KOHTaKTHble TenedOoHbl KpeAUTHON opraHn3aunn - aMuTeHTa GaHKOBCKON KapTbl U HOMep GaHKOBCKOW KapTbl
Ha ApPYrMx HOCUTENAX WHOpMauuMW: B 3arnMCHOM KHUXKKE, MODUNBHOM TenedoHe W/wnu LOpYrux HOCUTENSX
MHdOPMaLNK, HO He psaaoM ¢ 3anuckto o NMNH.

7. C uenblo npenoTBpalleHns HeNpaBOMEPHbIX AEWCTBUIA MO CHATUIO BCEWA CYMMbl OEHEXHbIX CPEeACTB C
D©aHKOBCKOro cuyeTa LenecoobpasHo yCTaHOBUTb CYTOYHbIA JIMMUT Ha CyMMy onepauun no 6aHKOBCKOW KapTe 1
OOHOBPEMEHHO MOAKMIOYNTL 3MEKTPOHHYIO YCMyry OMOBELLEHNss O MpOBEAEHHbIX onepauusax (Hanpumep,
onoseLleHne nocpeacteBomMm SMS-coobLLEeHMI UM MHBIM CNOCOBOM).

8. lNMpu nonyyeHnn npocbObl, B TOM 4YWUCie CO CTOPOHbI COTPYAHWKa KPEeAWTHOW opraHv3auum, cooblmTb
nepcoHanbHble AdaHHble WM uHdopmaumo o 0OaHkoBckom kapte (B Tom uucrnie [MMH) He coobuwiante wux.
[Mepe3BoHUTE B KpPeaAUTHYIO OpraHM3auuio - SMUTEHT BaHKOBCKOW KapTbl (KPEAWUTHYK OpraHu3auuio, BblAaBLUYHO
©aHKOBCKYI0 KapTy) 1 coobLinTe 0 JaHHOM haKTe.

9. He pekoMeHOyeTCcHa oTBeYaTb Ha SMNEKTPOHHbIE MUCbMA, B KOTOPbIX OT MMEHW KPpeaUTHOW opraHm3aumu (B
TOM 4UCre KPeaWTHOM opraHusauum - aMuTeHTa OGaHKOBCKOW KapTbl (KpeAMTHOW oOpraHu3auun, BbigaBLUuein
OaHKOBCKYl0 KapTy)) npegnaraeTcsa nNpeaoCTaBUTb MepcoHanbHble AaHHble. He cnegymte no  "ccbinkam',
yKa3aHHbIM B NMUCbMax (BKMOYasi CCbIIKM Ha CaWT KpeauTHOW opraHusaumu), T.K. OHW MOTyT BECTW Ha CaWThbl-
[BOVHUKM.

10. B uenax uHMOpMaUMOHHOrO B3auMMOOENCTBUSA C KPeAMTHOW opraHu3auuen - 3MUTEHTOM BaHKOBCKOM
KapTbl (KpeQMTHOW OpraHm3aumm, BblgaBLuen 6aHKOBCKYI0 KapTy) peKOMEeHAYeTCS UCMOfb30BaTh TONBKO PEKBU3UTHI
CpeAcTB CBA3N (MOOUITbHBIX W CTauMOHapHbIX TenedoHOoB, ()akCoB, WHTEPAKTUBHbLIX Web-canToB/MopTanos,
OObIYHOW W 3MIEKTPOHHOW MOYTbl M MP.), KOTOpble YyKa3aHbl B AOKYMEHTax, MOMyYeHHbIX HEenocpeaCcTBEHHO B
KpeauTHOWM OpraHn3aumm - SMUTeHTe GaHKOBCKOWM KapThl.

11. TomHuTe, 4to B cnyvae packpbituss [MH, nepcoHanbHbIX AaHHbLIX, yTpaTbl GAHKOBCKOM KapThbl
CyLLLeCTBYEeT PUCK COBEPLUEHUS HENpaBOMEpPHbIX AEWCTBUM C OEHEXHbIMU cpeacTBaMn Ha Bawem 6GaHKOBCKOM
cyeTe CO CTOPOHbI TPETbUX Nuu,.

B cnyyae ecnu umeroTcs npeanonoxeHus o packpbitum MNWH, nepcoHanbHbIX AaHHbIX, MO3BOMSHOLLNX
COBEPLUNTL HernpaBoOMepHble AeCTBMA ¢ Bawmm GaHKOBCkMM cuyeToM, a Takxke, ecnu 6aHkoBckasg kapTa 6bina
yTpayeHa, HeobxoaMMO HemedneHHO obpaTUTbCA B KPEAWUTHYK OpraHu3auuio - 3MUTEHT GaHKOBCKOW KapThbl



(kpegouTHylO opraHmMsauuto, BblgaBLIy0 OaHKOBCKYO KapTy) M crnedoBaTbh yKa3aHWsM COTPYOHMKA OaHHOW
KpeauTHOW opraHmsaumu. [Jo MOMeHTa obpalleHUs B KpEOUTHYHO OpraHmn3aumio - SMUTEHT BAHKOBCKOM KapTbl Bbl
HeceTe pUCK, CBA3AHHbIN C HECaHKUMOHNPOBAHHBIM CMUCAHMEM OEHEXHbIX CpeacTB ¢ Bawero 6aHkoBCKOro cyeta.
Kak npaBumno, cornacHo yCrnoBUSIM [OroBopa C KPeAWTHOW OpraHusaumen - 3MUTEHTOM OGaHKOBCKOW KapThbl
OEHEeXHble CpeAcTBa, CnucaHHble ¢ Bawero 6aHKOBCKOro cyeTa B pesynbTate HeCaHKLMOHUPOBAHHOMO
ucnonb3oBaHua Bawen 6aHKOBCKOW KapTbl OO MOMEHTa yBeaoMmmneHusi o6 STOM KpeauTHOW opraHusauum -
aMuTeHTa 6aHKOBCKOW KapTbl, HE BO3MELLAIOTCS.

PekomeHgaumm npu coBepLLeHn onepauunn
¢ 6aHKoBCKOW kapTon B 6aHKomaTte

1. OcyuwiecTBnganTe onepaumyM C WCMNONb3oBaHWeM OaHKOMAaTOB, YCTaHOBMEHHbIX B Oe3onacHbiX mecTax
(Hanpymep, B rOCYAapCTBEHHbIX Y4YpexAeHusx, noapasgeneHusx OaHKoB, KPYMHbIX TOProBbiIX KOMMIEKCax,
rocTMHULUax, asponopTax u 1.M.).

2. He ncnonb3yiite ycTponcTBa, koTopble TpebytoT BBoAa NVH gns goctyna B nomelleHne, rae pacnonoXeH
B6aHkomar.

3. B cnyyae ecnu nobnusoctn oT GaHKomMaTa HaxOASATCS MOCTOPOHHME nuua, criegyeTt BbibpaTh Bonee
noaxopsilee BpemMs Ans MCMNOMb3oBaHusa GaHkoMaTta UnvM BoCnonb30BaThCsa ApYrnMm 6aHKOMaToOM.

4. TMepepn wucnonb3oBaHMem OaHKOMaTa OCMOTPUTE €ro Ha Hanuuve [OMNOSHUTENbHbIX YCTPOWCTB, He
COOTBETCTBYIOLLUMX €ro KOHCTPYKUMM W pacnonoxXeHHblx B MecTe Habopa [lMMNH u B Mmecte (npopesb),
npeaHasHayYeHHOM Ans npuema kapT (Hanpumep, Hanudne HepOBHO YCTaHOBMNEHHOW knaBuaTypbl Habopa MUH). B
yKa3aHHOM CIlyyae BO3[AEpXUTEChb OT MCMONb30BaHUA Takoro 6aHkomara.

5. B cnyyae ecnu knasuaTypa uMnvM MecTo Ans npuema kapT 6aHkomata obopyaoBaHbl AOMNOMHUTENbHBIMU
YCTPONCTBaMMu, HE COOTBETCTBYIOLLMMM €r0 KOHCTPYKLUN, BO3AEPKUTECH OT UCMONb30BaHMA OaHKOBCKOW KapTbl B
AaHHOM OaHkoMaTe u coobwmTe O CBOMX MOAO3PEHMSAX COTPYOHWKaM KpeOuTHOW opraHu3aumu no TenedoHy,
yKkasaHHOMY Ha 6aHkomare.

6. He npumeHanTe dusnyveckyto cuny, 4tobbl BCTaBUTb BAHKOBCKYK KapTy B GaHkomat. Ecnn GaHkoBckas
KapTa He BCTaBNSAETCH, BO3OEPXKMUTECH OT NCMONb30BaHMs Takoro 6baHkomara.

7. HabupawTe NMWH Taknm obpasom, 4TOObI NIOAM, HAXOASLWMNECS B HENOCPEACTBEHHON 61IM30CTU, HE CMOTIN
ero ysuaetb. [pn Habope NWH npukpbiBanTe knasmaTypy pyKow.

8. B cnyyae ecnu 6GaHkomaT paboTaeT HEKOpPPEKTHO (Hanpumep, OONroe BpeMS HaxoauTCs B pexume
OXWAaHWs, CaMOMNpou3BOMbHO MepesarpyxaeTcs), criefyeT oTkasaTbCs OT MCMOoMb30oBaHUA Takoro GaHkomara,
OTMEHUTb TEeKYLLYH onepauuio, HaxaB Ha knasuaType kHonky "OTmeHa", u goxaaTbCca Bo3BpaTa HGaHKOBCKOW
KapTbl.

9. lNocne nonyvyeHMs HanNW4HbIX OEHEeXHbIX cpeacTtB B HaHkomaTe cnefyeT nepecyutatb 6HaHKHOTHI
NnonncTHo, ybeguTbCca B TOM, 4YTO ©OaHKOBCkas Kkapta Obina Bo3BpalleHa OGaHKoMaToM, OOXAAaTbCA BblAayu
KBUT@HUUM Npu ee 3anpoce, 3aTeM MOJIOXKUTb NX B CYMKY (KOLLENeK, KapMaH) U TOMbKO MOcfe 3TOro OTXoAuTb OT
GaHkomarTa.

10. CneayeT coxpaHsTb pacnedataHHble 6aHKOMaTOM KBUTaHUMMW ANS NOCneayloLwen CBEPKN YKasaHHbIX B
HMX CYMM C BbINNCKON N0 BaHKOBCKOMY CYETY.

11. He npucnywimBantecb Kk coBeTaM TPeTbUX MWL, a TakkKe He NPUHMManTe MX NOMOLLb NPy NpoBeaeHun
onepauuin c 6aHKOBCKOW KapTon B 6aHkoMaTax.

12. Ecnn npu npoBefeHwn onepaumin ¢ 6aHKOBCKOW kapTon B OaHkomaTe 6GaHkoMaT He BoO3BpaliaeT
BGaHKOBCKYIO KapTy, cnefyeT Mo3BOHWUTL B KPEAUTHYKO OpraHu3aumio no tenedoHy, ykazaHHoMy Ha 6aHkomare, u
06bACHUTL 06CTOSATENLCTBA NPOM3OLLELIEro, a Takke criefyeT obpaTuTbCs B KPEAUTHYIO OpraHn3aumio - SMUTEHT
GaHKOBCKON KapTbl (KpeOUTHYH OopraHu3auuio, BbiaaBLuylo H6aHKOBCKYHO KapTy), KoTopas He 6bina Bo3BpalleHa
GaHkomaTOoM, 1 Janee cnefoBaTb UHCTPYKLMSAM COTPYAHMKA KPEAUTHOW OpraHu3aumm.

PekomeHgaumm npu ncnosnb3oBaHUM GaHKOBCKOWM KapThbl
ans 6e3HannyHon onnartbl TOBAPOB U YCNyr

1. He ncnonb3yinte 6aHKOBCKME KapThl B OpraHM3aLmsax TOProsnn 1 yCryr, He Bbl3blBAKOLLMX AOBEPUS.

2. TpebyinTte npoBeaeHust onepaumi ¢ 6aHKOBCKOM KapToun Tonbko B Bawem npucytctBun. 310 Heobxoammo
B LieNSAX CHMXEHUS pUcKa HenpaBOMepHOro nonyyeHnsa Ballmx nepcoHanbHbIX AaHHbIX, YKa3aHHbIX Ha GaHKOBCKON
KapTe.

3. Mpu ncnonb3oBaHuUM GaHKOBCKOM KapTbl ONA OnfaTbl TOBAPOB M YCIyr Kaccup MoxeT notpebosaTb OT
Bnagensua 6aHKOBCKOW KapTbl NpefoCcTaBUTb NacnopT, nognucaTb vek unu Beectu MNUH. MNepen Habopom MAH
cnegyeT ybeauTtbcs B TOM, YTO NiOAM, HaxodslMecs B HeNnocpenCcTBEeHHOW 6nu3oCcTu, He CMOryT ero yBuaeThb.
Mepen Tem kak noanucatb Yek, B 06s13aTeNbLHOM NOPSAKE NPOBEpbTE CYMMY, YKa3aHHYI0 Ha Yeke.

4. B cny4ae ecnu npu nonbiTke onnatbl 6aHKOBCKOM KapTOW MMena MecTo "HeycneluHas" onepauus, crnegyet
COXpPaHWTb OAMH 9K3EeMMMspP BbIJAHHONO TEPMUHANOM Yeka [Ans MOocrnegylowen MpPOBEepKM Ha OTCYTCTBUE
yKa3aHHOW onepauumun B BbINUCKE MO DaHKOBCKOMY CYETY.

PekomeHaaumn npu coBepLUeHun onepaumi ¢ 6aHkoBCKOM
KapTon Yepes ceTb IHTepHET

1. He ncnone3syiite NWH npu 3akase ToBapoB u ycnyr yepes ceTb MHTEPHET, a Takke noTenedoHy/dakcy.
2. He coobuwante nepcoHarnbHble JaHHble Unn nHgopmaumo o 6GaHKOBCKOM(OM) KapTe (cyeTe) yepes ceTb



UHTepHeT, Hanpumep MH, naponu goctyna k pecypcam 6aHka, Cpok AencTBusi 6aHKOBCKOW KapThbl, KpeauTHbIe
NUMUTBI, UICTOPUIO ONepaLnin, NepCcoHanbHble AaHHbIE.

3. C uenblo npefoTBpaLleHns HenpaBOMEPHbIX AEUCTBUIA MO CHATUIO BCEWM CYMMbl OEHEXHbIX CpeacTB C
BGaHKOBCKOro cyeTa pekoMeHayeTcs Ans onnaTbl NOKYNok B ceTn MIHTepHeT ucnonb3oBaTb OTAEMNbHYK 6aHKOBCKYHO
KapTy (Tak HasblBaeMylo BUPTYyanbHYHO KapTy) C npeaernbHbIM IMMUTOM, NpeAHa3Ha4YeHHYo TOMbKO AMs yKa3daHHOW
Lenu 1 He NO3BONSOLLYI0 NMPOBOANTL C €€ UCMONb30BaHNEM OnepaLmmn B OpraHu3aumsx TOProBiv v ycnyr.

4. CrnepgyeT Nonb30BaTbCA MHTEPHET-CanTaMmn TOMbKO U3BECTHBIX U MPOBEPEHHbIX OpraHM3auni TOProenu u
yCnyr.

5. ObsasatenbHo ybeauTech B MPaBUITbHOCTU agpecoB MHTEPHET-CanToB, K KOTOPbIM MOAKMIOYaeTecb M Ha
KOTOpbIX COOMpaeTecb COBEPLUMTb MOKYMKW, T.K. MOXOXMEe agpeca MOryT MCMONb30oBaTbCA AMsS OCYLEeCTBMNEHUS
HenpaBOMEPHbIX AENCTBUN.

6. PekomeHayeTcsa coBepllaTb MNOKYMKA TOMbKO CO CBOEro KOMMbiOTEpa B UENAX COoXpaHeHus
KOHUAEHUMNANBLHOCTN NePCOoHanbHbIX AaHHbIX U (Unn) nHdopmaLmm o 6aHKoBCKon(oM) kapTe (cHeTe).

B cnyyae ecnu nokynka coBepLlaeTCsl C MCMNOMb30BaHWEM YYXXOro KOMMNbIOTEPA, HEe peKkoMeHayeTcs
COXpaHsATb Ha HEM MepcoHanbHble AaHHble U ApYryo MHOPMaLUIo, a Nocrne 3aBepLUeHns BCexX ornepaumi HYXHO
y6eanTbcs, YTO nepcoHanbHble AaHHble U Apyras uHgopmauns He coxpaHunuch (BHOBb 3arpysvB B Gpaysepe
web-cTpaHuLy npoaasLa, Ha KOTOPOM COBepLUannCh NOKYMKK).

7. YcTaHOBWTE Ha CBOW KOMMbIOTEP aHTMBUPYCHOE nporpammMHoe obecneyeHve n perynspHo npovssoaute
ero obHoBneHve 1 0bHOBNEHUe ApyrMx Ncnonb3yemMblx Bamu nporpaMmHbIX NPOAYKTOB (OnepaunuoHHOW CUCTEMbI U
NpUKNagHbIX nporpamm), 37O MOXeT 3awutute Bac OT NpPOHUKHOBEHUA BPEOOHOCHOIO MPOrpPaMMHOro
obecneyeHus.

YCTaHOBMNEHHbIE npasuna no nnaTtexHbiM KapTaM.

Ons MUHMMKU3ALMN PUCKOB, CBSI3aHHbIX C MPOBEAEHVEM Onepauuii C UCTONb3OBaHWEM MNaTeXHbIX KapT,
BaHk ncnonbayeT cuctemy pod — MOHUTOPUHra, NPeasioKeHHY MPOLEeCCUHIOBLIM LieHTpoM. [aHHas cuctema
NO3BONIAET B PEXUME pearnbHOro BPeMEHWU OCYLLECTBNATb NPOBEPKY Ha NpeaMeT Nogo3pUTENbHOCTM onepaumnin u
BO3MOXHbIX HECaHKLMOHMPOBAHHbLIX crnucaHuidi. CepBUC (poa - MOHUTOPWMHIA COCTOUT W3 CTaHAapTHbIX W
YHUKanbHbIX MNpaBun, UILTPOB UM CMUCKOB, MO KOTOPLIM MPOBEPSETCA Kaxaas TpaH3akuus. [aHHblii cepBuc
CTPOUTCS Ha MOCTOSIHHO OGHOBMSIEMbIX MpaBunax M TpebGoBaHUSIX NNATEXHbIX CUCTEM, a Takke Ha OCHOBaHWU
CTaTUCTUKX onepaumii no Bawwm kaptam B TOProBbIX TOYKax WM TepMuHanax. B pegkux cryyasix HeTUmnu4YHble
onepauuu, KoTopble Bbl coBepluaeTe, MOryT GbiTb OTKITOHEHbI CUCTEMOA.

B Takmx cnyyasax Heobxogmmo cesazaTbest ¢ baHkom no Ten. +7 (495)223-00-63.

CTaHfapTHble npaBua, ycTaHOBMEHHblE PO - MOHUTOPUHIOM:

OrpaHu4yeHune onepaumin Ha aBTo3anpaBoYHbIX CTaHUMUAX 3a Npegenamu Po;

OrpaHuyeHne onepaumin B TepMUHanax caMoobCnyXnBsaHus;

OrpaHuyeHne onepaumii B TOProBbIX TOYKaX C NOBbILIEHHBIM PUCKOM HECAHKLIMOHMPOBAHHBIX CIUCAHUI;
OrpaHuyeHne Ha NpoBeAEeHME onepaLuil Ha MHTEPHET - pecypcax, He NoaaepKuBatLmx TexHonorvto 3-DS;
OrpaHuyeHune No onepauusMm NepeBoaoB AeHEXHbIX CPeaCTB.



